Hayxkoguii gicnuk /[ninponempoécokozo 0epicasnozo ynigepcumemy enympiwinix cnpae. 2024. Ne 1

18. National Strategy to Increase Foreign Direct Investment in Ukraine. 96 p. URL :
https://ukraineinvest.gov.ua/wp-content/uploads/202 1/08/FDI-Strategy-Section-2-Digital-Infrastructure-
ENG.pdf

19. Parshyna O., Parshyn Yu. Analytical platform to provide competitiveness of ore-mining
machinery manufacturing. Mining of Mineral Deposits. 2020. Vol. 14. Issue 3. P. 61-70. URL :
http://mining.in.ua/articles/volume14_3/08.pdf.

20. Polotai O., Lagun A., Kukharska N., Samotyy V. Trend extrapolation method for qualitative
prognosis of the global cybersecurity index in Ukraine. ISTCMTM. 2020. Vol. 81(4). P. 30-34. URL :
https://science.lpnu.ua/istcmtm/all-volumes-and-issues/volume-8 1-no4-2020/trend-extrapolation-method-
qualitative-prognosis.

21. The history of cybersecurity. Avast. URL : https://blog.avast.com/history-of-cybersecurity-
avast.

22. Ukraine Identifies Russian FSB Officers Hacking As Gamaredon Group. The Hacker News.
URL : https://thehackernews.com/2021/11/ukraine-identifies-russian-fsb-officers.html.

23. Voo J., Hemani 1., Cassidy D. National Cyber Power Index 2022. Cambridge : Harvard
Kennedy School, 2022. 66 p. URL :
https://www.belfercenter.org/sites/default/files/files/publication/CyberProject_National%20Cyber%20Po
wer%20Index%202022_v3_220922.pdf.

ABSTRACT

Olena Parshyna, Yuriy Parshyn. Cyber security in the current conditions of growing
threats to national and global security. Taking into account the conditions of the existing trend of
growing threats to national and global security, emphasis is placed on the expediency of a global
approach to ensuring cyber security and the security of critically important objects and infrastructures. An
analysis of the problem of building a modern cyber security model, which should reflect the main
processes taking place in the cyberspace, with the aim of optimizing information protection processes,
was carried out.

The Global Cybersecurity Index was used to analyze the quantitative assessment of cyber
security. A comparative assessment of the level of cyber security of Ukraine was carried out at the
regional level, taking into account the constituent criteria. Analysis of the dynamics of spending on cyber
security technologies in the world made it possible to establish the main trends and forecasts of global
spending on protection against cybercrime. The key trends in the development of the cyber security
industry have been identified, indicating that the cyber security sector has become a strategic priority.

Keywords: cyber security, threats, national security, information protection.
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JETEPMIHAHTH KOJIABOPAIIHOI
TIATBHOCTI

31iliCHEeHO aHali3 JeTepMiHAHTIB TAaKOTO BUIY KPUMIHAIBHUX IPABONOPYIICHb NPOTH OCHOB
HaLliOHANBHOI Oe3nekn YKpainu, sk KoaboparliiiHa JisIbHICTb.

3a3HaveHo, MmO IMpoKoMacmTaOHa BiifHa, mo 1i pociiiceka denepalis pos3s’s3ana MPOTU
VYkpainu y moromy 2022 p., cTana NoTyKHUM YMHHUKOM TOLIMPEHHS IIJIOT0 KOMIUIEKCY aKTiB AEMIKTHOT
TIOBEJIIHKH, 30KpeMa KoslabopamiitHoi AisIIbHOCTI.

AKIIGHTOBAHO, 10 OCHOBHHMMH JETEPMiHAHTAMU KOJNAOOpaUifiHOi MisUIBHOCTI €: pociiicbka
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IMocranoBka npobGiemu. ¥ 2014 p., moxu ykpaiHCbKUH Hapox min wac PeBomromii
lanocti BUOOpIOBaB MpaBO Ha €BPONEHCHKUI Ta €BPOATIAHTUYHUHA BEKTOP PpO3BHUTKY,
HE3aJIeKHICTh Ta CBOOOLY B ycix IX mposBax, pociiicekka ¢enepaliis, HPUKPUBAIOYNCH
HapaTHBaMU IIPO «OpaTHill Hapoay, po3IoYaa MiACTYHY eKCIAHCII0 YKpaiHCHKUX TepUTOPii,
IO CYNPOBOMXYyBalacs TiOpUAHOIO BiliHOIO (TMOegHyBama y coOi pi3Hi (opmm arpecii:
Oe3mnocepeHi 001OBI il, iHpOpMaLiiiHiI aTaku, MOTY)XHY HPOIAaranay, BOPOXKi TUIMNIOMaTHYHI
aKTH Ha MDKHAPOJHHX TOJITHYHUX MaijgaHunmkax Tomo). Came 3 mbOro mepiogy uacy Ha
Teputopii YKpaiHu Brieplue 3a yaciB HE3aJeXKHOCTI moyanu (ikcyBaTHCS BUIAIKH BUMHEHHS
aKTIB JIENMIKTHOI MOBENIHKH, IO MICTWIM O3HAaKU KojabopamiiHol IisymbHOCTI. 3 Orsiay Ha
HU3KY TpUYMH (30KpeMa HaMipy Hamiol JAep)KaBH BHPIIIUTH KOHQIIKT AWIIOMAaTHYHUM
LUIIXOM; YacTKOBY, Ha TOW MOMEHT, BIANOBIAHICTb OKPEMHMM IiJICTaBaM Ta HPUHIUIIAM
KpUMiHaMi3alil TOU0) 3aKOHOJAaBELb HE MOCHIIIAB MPUIMATH PIMICHHS I0J0 BHOKPEMJICHHS
KOJIa0OpaIifiHOT AiSIIBHOCTI B OKPEMH CKJIaJ] KpUMIHAJIBHOTO MPAaBOMOPYIICHHS (TIPH LEOMY
HaMOUIBII CycniNbHO HeOe3NeuHl BUMAJKH BUMHEHHS KOJA0OpAIiiHOI AisIBHOCTI MiATaganiu
7] O3HAKM IHIIMX 3JI0YMHIB (HANpPHUKIAMI, JIEp>KaBHOI 3paju)), Xoda IHCKYCIl II0J0 IhOTrO
MUTaHHS AKTUBHO PO3rOPTAIMCS HA HAYKOBOMY PiBHi.

24 mrororo 2022 p. pociiickka ¢eaepariisi BKOTpe MiATBEPANIIa CBOE PEHOME JICpKaBH-
BUTHAHI Y Cy4acHOMY AEMOKDATHYHOMY CBiTi, IE€PEHIIOBIIN Bil TiOpHAHOI BiHH IpOTH
VYkpaiuu no mupokomMacmrabHoi. HoBa eckanaiist KOHQIIKTY cTajla YUHHHKOM, 110 CYTTEBO
BIUIMHYB Ha HETaTHBHY JUHAMIKY HOIIHPEHHS KonabopaliiftHOl MiANbHOCTI B Pi3HUX 00IaCTIX
VYkpainu. Uepes 1e, 3 METOIO MiJABHUIICHHS PiBHS €(PEKTHUBHOCTI 3al00IraHHs 3JI0YMHAM TPOTH
OCHOB HaIllOHaJIbHOI 0e3IeKH, 3aKOHO/aBellb ONepaTHBHO (HOpMa HaOpaja YHMHHOCTI BiKe
15.03.2022) BxmoumB mo 3micty umHHOro KK Vxpaimm cr. 111-1 «Komabopaniina
JISTIBHICTBY.

3 ormAmy Ha HasgBHY IpoOiieMy NOIIUPEHHsA B YKpaiHi komabopamiiHoi AisIBHOCTI
M0CTa€ HarajgbHa moTpeba y JIOCHIPKEHHI OCHOBHMX JI€TEPMIHAHTIB 3a3HAYEHOTO
KPUMIHAIPHOTO IPaBOIOPYLICHHS, aJpKe IX yCyHeHHs (a0 NpHHANMHI 3HIDKEHHS PiBHA
BILUIUBY Ha COIIlyM) 3J4aTHE CYTTEBO MiABUINUTH piBeHb e()eKTUBHOCTI 3aM00IraHHS Ha3BaHHM
JeKTaM.

AHani3 nmy0Jikaniii, B SIKHX 3aI04YaTKOBaHO BHpilieHHs wiei npoduemu. Ha
HAayKOBOMY pIiBHI TpOOJIEMH TOIMIUPEHHS KPUMIHATBHHUX [PAaBONOPYIIECHh Y BHUIIISIII
KOJa0opamifHoi JiANbHOCTI B YKpaiHi a TAKOXK aCIEeKTH KPUMIHATBHOI BiIIIOBiAANBHOCTI 3a Iie
NisSHHSL y CBOiX poOoTtax po3risinanu Taki BueHi, sik: B. Bepesnsk, I. Borarupsos, T. Baiina,
O. dAynopos, C. €ropos, A.Kosanenko, B. Kononenscekiit, B. Ky3neuos, O. Ky3pmenko,
T. JIuceko, 1. Menunpkwuii, I'. Mynpenpka, FO. Opnos, B. TlaBnukiBcbkuid, €. [TucbMeHChKHIHA,
I'. Pesniuenko, M. Cwuiiruioki, M. Xaspontok, B. Illabmuctuii, O.IOnin, K. fnimeschka,
A. Slmenko ta iH.

IIpoTe OinpmIicTh HAYKOBHX Ipallb CTOCYIOTHCS MEPEBAXKHO NHTaHb KPHMiHAIBHOL
BIJNOBIAMBHOCTI 3a KoJaOopauifiHy MmisUIbHICTB, TOAI SK KPUMIHOJIOTIYHI aCIEeKTH
3aJIMIIAIOTHCS HEIOCTATHBO AOCIIKEHHMHU.

MeTo10 CTATTi € PO3KPUTTA OCHOBHUX JETEPMIHAHTIB KOTa0OpaLiiHOI AINBHOCTI.

Bukiaang ocnoBHOro martepiany. 24 mororo 2022 p. pociiickka denepartis miJICTyITHO
po3B’s3aa MOBHOMACIITaOHY BiifHy mpoTu Ykpainu. Llg BiliHa CympoBOIKYeThCSA HE TibKH
LIJOI0 HU3KOK 3JIOYMHIB 13 OOKY POCIHCHKHMX BIMCHKOBHX Ta HAiMaHIIB, aje i BHIAJKaMU
KOJIabOpaIioHi3My.

HeraTtuBHa 1uHAMika IIOMIUPEHHS KONAOOPAIiOHI3MYy Ta BUCOKHI CTYIiHb CyCIiIbHOL
HeOe3MeKH LBOro JisIHHSA 3MYCWIM 3aKOHOJaBLs NMpuUiHATH 3akoH Ykpainu Bix 03.03.2022
«[Ipo BHeCeHHs 3MiH /0 JAESKMX 3aKOHOAABUMX AaKTiB YKpaiHH II0OA0 BCTAHOBICHHS
KPUMIHAJIBHOI BIIMTOBIIANBHOCTI 32 KOJIa0OpaliiiHy AiSUTBHICTEY», HA MiACTaB1 SIKOTO JI0 YUHHOT
penakuii KK Vkpainu 6yno BxioueHo cr. 111-1 «KonabopaniiiHa aismpHICTEY [9].

[TinTBep)KEHHSAM Te3UW PO TPHUBOXKHY AMHAMIKY HOLIUPEHHS KosabopauiiHoi
IiANBHOCTI Ha TepUTopii YKpaiHM BHCTYNAlOTh CTAaTHCTHYHI JaHi, HajxaHi Odicom
I'enepanbHoro mpokypopa. Tak, y 2022 p. Ha Tepurtopii Ykpainu Oyino 3apeecTpoBaHO
3851 Bumamok BuMHEHHs KonaOopauiinoil nisimpHOCTI (y 1090 3 HuX ocoOam Bpy4YeHO
MOBIIOMJICHHS Tpo mino3py), y 2023 p. — 3207 (y 1305 3 HuX ocobam BpydeHO
MTOBIIOMJICHO TIPO Mif03pYy), ¥ ciuHi-roToMy 2024 p. — 727 (y 112 3 HuUX ocobam BpydeHO
HOBiJOMJIEHHS IIpo mifo3py) [10].

Taxum yrHOM, y niepion i3 6epesnst 2022 p. no mortoro 2024 p. BKIIOYHO HA TEPUTOPI|
Hamroi aep>kaBu oOJIiKOBaHO 7785 BHUIAAKIB BUMHEHHs KonabopaniiiHoi pismeHocTi (y 2507 3
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HHUX 0co0aM BpY4YEHO IMOBIIOMIICHHS MIPO MiA03PY).

Taka HeBTIIIHA CTATHUCTHKA CBIAYMTH NPO HEOOXIIHICTH INPOBEIECHHS OpraHaMu
JIepKaBHOT BIIAH Ta HEYPSJIOBUMH OpraHi3alisMu (3aralbHUMH Ta CIIEliaIbHUMU cy0’€KTaMu
HPOTHALT 3TOYMHHOCTI) KOMIUIEKCY 3aXOAiB, CIPAMOBAHMX Ha NPOTHIIIO 3a3HAYCHOMY BHIY
KpUMIHAJIBbHHUX IpaBonopymeHs. /s eeKTHBHOTO 3amo0iraHHs KoIabopariiHill AisIbHOCTI
Ha TEPUTOPIi HAIIOT Iep’KaBU BaXKJIMBO 1IEHTU(IKYBATH Ta YCYHYTH (HEUTpai3yBaTH, SHU3UTH
piBeHb BIUIUBY Ha CYCIIIBCTBO) JETEPMIHAHTH IIbOTO CYCILUIBHO HEOE3MEeUHOT 0 AiTHHS.

[lepmr HiX Oe3mocepeHHO TMpoOaHATi3yBaTH JETEPMiHAHTH  KojabopamiiHOi
JUSITBHOCTI, HEOOXIIHO BU3HAYHMTHCA 31 3MICTOM KaTeropii «konadopauiiiHa nisipHicT». Ha
ceoroani B KK VYkpaiHu, sk i OyIp-SKOMy 1HIIOMY 3aKOHOJABYOMY aKTi, e MOHATTS (abo
«KO0JIa00OPalliOHI3M») HE PO3KPUBAETHCS.

BinnoBinHo 10 «Benukoro TiymMayHOro CIOBHUKA Cy4acHOI yKpaiHCBKOI MOBHY
K0JIabOopaIlioHI3M — 11e CHIBpOOITHUNTBO 3 (alINCTChKUMH 3arapOHNKaMH B OKYIIOBAaHUX HHUMU
kpaiHax mig 4ac Jpyroi ciToBoi BiiiHH. KomabGopamioHicT, y CBOIO 4epry, — JIOAMHA, IO
criBnparroBaia 3 GpancTChKUMH 3arapOHUKaMu B OKYIIOBaHUX HUMM KpaiHax mix yac [pyroi
CBITOBOI BiiiHH [3, c. 553].

B ymoBax cworojeHHs mix kosaboparioHizmMoM (B YKpaiHi) JOpEYHO PpO3YMITH
CHiBPOOITHUNITBO TPOMAjASH YKpaiHH 3 IepKaBOIO-OKYIAHTOM (CIPUSHHA y Tilf 4u iHOIH
dhopmi okynanirHii AisIBHOCTI pociiichkoi (eneparii). Popmu Ta 000B’I3KOBI 03HAKU TaKOT'O
CHiBpOOITHUNTBA (CHPHAHHA) HPsMO IlependadeHi 3akoHOAaBLEM y aucmosumii cr. 111-1
3aKOHY NP0 KPHMiHAJIBHY BiJIIOBIAaJIbHICTb.

Sk i Oynp-sike iHIIE KpUMiHAJIbHE MPAaBONOPYIICHHS, KojabopaliliHa MisjIbHICTh HE
BUHUKAE 3 HIY0r0. BUMHEHHS BiINOBIIHOTO aKTa AENIHKBEHTHOI MOBEIIHKH OOYMOBIIOETHCS
HasBHICTIO TIOB’sI3aHUX MiXK COOOIO IETEPMiHAHTIB.

VY  KpuUMiHONOTII MiA KPUMIHOTEHHHMH JET€PMIHAHTAMH IPUHHATO PO3yMITH
CYKYITHICTh COILaJbHUX SIBUII 1 MPOIECIB, 10 BU3HAYAIOTH 3JIOYMHHICTH 5K CBill Hacuigok [6,
c.95].

TaxkuM YHHOM, caMe CHHTE3 KPUMIHOTCHHHX JETEPMIHAHTIB CIIPUSIE TOMY, IO Cy0’ €KT
KPHMIHAJIEHOTO TIPABOTNIOPYIICHHS BUMHSE T YH IHIIE CYCHUILHO HeOe3neuHe JisTHHS.

Ha cporomHi Ha HayKOBOMY PiBHi BIiICYTHS €AMHA INO3HUISA LIOJNO KIIBKOCTI BUIIB
JIETEPMIHAHTIB Ta IXHBOTO 3MicTy. HalOimbIl MOMMpPEHWM € MiaXid, BIAMOBITHO JIO SIKOTO
JeTepMiHAaHTH AU(EPEHIIIOITECS Ha MNPHYMHM Ta YMOBHM BUHMHEHHA KpPHMiHaJIbHUX
NpaBoNOpyLIeHb (KPIM TOTO, TAKOXK BUOKPEMJIIOIOTHCS KOPEIISHTH).

[lpuuuHKM BYMHEHHS KPUMiHAJBHUX IPAaBONOPYLICHb SBJIAIOTH COOOIO TaKi SIBHIIA
CYCIIIBHOTO JKMTTS, 110 MOPOJKYIOTh 3JI0YMHHICTD, MIATPUMYIOTH i1 iCHyBaHHS, BUKIMKAIOTh
ii 3poctanHs abo 3HWKeHH [7, ¢. 46].

3 BUKJIAJICHOTO BUILUIUBAE, 110 CaMe NMPUYMHM € TUMH YHHHHUKaMH, 1110 Oe310cepeHbo
MiMTOBXYIOTh Cy0’€KTa KPHMiHAIBHOIO IPAaBONOPYIICHHS 1O BUMHEHHA aKTa JETiKTHOL
TOBE/IIHKY.

Ha BigMiHy Bijg NpHYWH, MO NPSMO MOPOJKYIOTH 3JIOYMHHICTh, IIiJI YMOBaMH
NEPEBAKHO PO3YMIIOTh KOMIUIEKC SBHI, KOTpi caMi COOOI0 HE MOXYTh T'€HEpyBaTH
3JI0YMHHICTB, aJle BUCTYIAIOTh SKOCTI 00CTaBUH, L0 CNPHUAIOTH i1 BAHUKHEHHIO Ta iCHYBaHHIO
[6, c. 97].

3ayBa)xxuMO, 1110 PUYNHHU Ta YMOBU BUMHEHHS KPUMiHAJIBHUX MPABONOPYIIEHb TICHO
noB’si3aHi Mik coboro. ba Oinbire, omuH 1 TOW caMHil YMHHUK Y PI3HHX CHUTYaIisiX MOXe
ABIIATH COOOI0 SK NPUYNHY BUMHEHHS 3J0YHHY 200 KPHMiHAIBHOTO MPOCTYIKY, TaK 1 YMOBY.
Uepes 11e Ha MPaAKTHIII TOJIEKY/IU JIOBOJI CKJIaTHO (a 1HKOJIHM HaBiTh HEMOXIIUBO) PO3MEXYBATH
i KaTeropii Mixk co60I0.

Jlo BuIE3a3HAYEHOTO CIIiJT 0AaTH, 1110 HA HAYKOBOMY PiBHI NMOLIMPEHOIO € MPaKTHKa
KOMIUIEKCHOTO aHali3y MPUYMH Ta yYMOB BYMHEHHS KPHMIiHAJIbHUX IPaBOMOPYILCHb IIiJ|
YHi(pIKOBaHUM MOHATTAM «JIETEPMIHAHTH» («OOCTAaBUHMY», «UMHHUKN).

OT)Ke, BCTAaHOBUBIIM CYTHICTh KaTEropiil «IpUYMHM BUMHEHHS KPUMiHAJIBHUX
NpaBONOPYLIEHb» Ta «YMOBH BYMHEHHS KPHUMIHAJIBHMX IIPABONOPYIIEHbY», MPOAHANI3yeEMO
OCHOBHI JIeTepMiHaHTH KoslabopariitHoi aisiibHOCTI. Ha chOro/HI 10 TAKHUX HaJIEKATh:

1. BiiiHa, mo ii miacTynmHO po3modvaina pociiicbka ¢enepariis mpoTH YKpaiHH, — IS
yMOBa BHUCTyNae 06a3ucoM KosabopariitHoi misimbHOCTI. CaMe YHMCIICHHI 3JI0YMHU POCIHCHKHX
BIMICBKOBHUX, «IOIITHYHHAX [iA4iB» Ta HAWMAHI[IB, MMOEIHAHI 3 TUMYACOBHM 3aXOIUICHHIM
OKpeMHUX TepUTOpii YKpaiHu, CIpUsUIM BUHUKHEHHIO SIBHINA KOJabOpalioHi3My Ha TepeHax
Hamroi gepxasy. CIIyITHUMH BOa4alOThCs 3ayBakeHHA €. [InchMeHCHKOTO Ipo Te, M0 KpaiHH,
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TepuTopii skux nepebyBamu (a0o 3HAXOAATHCA AOC1) Mix OKyMANi€0, HEOAMIHHO CTUKAIOTHCS 3
po0IeMoI0 B3a€MOJIii CBOIX IPOMAJSH 3 OKYIAHTOM, HaJaHHA HOMY JOMOMOIH, CHPHSIHHS Y
Horo AiSIBHOCTI HA OKYNOBaHil Teputopii Tomo [8, c. 3].

OTxe, CHOCTEpIraeMO TaKy B3Aa€EMO3AJICKHICTh: UMM OLIBIIOID € KiNbKICTh
OKYNOBaHUX TEPHTOPill Ta YUM INIOOaNBHINMK MacmTa® BificbkoBOi arpecii, THM BHUIIUi
PiBEHB MOIMMPEHOCTI 3raIaHOTO aKTY JICTIKTHOI MOBEIIHKH.

3 ormamy Ha camoBigmaHi Ta MyxHi fii 3CY, iHIINX yTBOPEHUX BIAINIOBITHO IO
YUHHOTO 3aKOHOJABCTBA BIMCHKOBUX (OpPMyBaHb Ta CTIHKICTh Yyciei yKpaiHChKOI Harii
IepEeKOHaHi, 1[0 HEeB/IOB31 el YMHHUK OyAe OCTaTOYHO YCYHYTO, a SIBUIIE KOIaOopalioHi3My
— BUKOPEHEHO.

2. [Iponaranna pammcriB. Maibke onpasy micis posnany CPCP pociiicbka momiTuaHa
eniTa moyana OyayBaTH IUIAaHU IIOJO HE3aKOHHOI aHEKCii TepHUTOpiil AepxkaB, KOTpi paHimie
Bxoamwnu 1o ckinany Papsuebkoro Corosy. st pociHCbKMX BHCOKOIOCAIOBIIB po3maj Li€l
JIepKaBHU CTaB HE IIIAHCOM MOOYIyBaTH BiNbHY Cy4acHY JEMOKPAaTHUHY ACPKaBy, a CIIOCOOOM
repeposmo ity cdep BIUIMBY Ta 3aXOIUICHHS Biau (IO MiTBEPAKYIOTh oAl xoBTHs 1993 p.
y MockBi) [1, c. 34].

[Micns mopiny Biaad BCepeAWHi Jep)kaBH pociiickka Qereparlisi Baagacs 10
PO3pOONICHHS IIPOEKTIB BiAHOBICHHA immepil. Maibke ompasy X paIIUCTH PO3TOPHYIH
MOTYXHY MPONAaraHJUCTChbKy MalluHy, 10 Maia iHpopMaliiHui BIUIMB Ha IPOMAJISH JIepKaB,
aKi paimre Bxogmwnu po ckiaxy CPCP. IIpu npomy B pociiicekux 3MI (o mpomoBxyBaiu
BHUXOJMTH JAPYKOM Ta TPAHCIIOBATUCS Ha TejeOadeHHI B MOCTPAISHCHKUX JIepKaBax) aKTHBHO
MTOLIMPIOBAJIMCS HAPATHBU NPO «4y]10Be KHUTTS B PansHcbkoMy Coro3i», «OpaTHI peciyOIikm,
«rmoranuit 3axim» tomo. [Tnanu *x moxo npoBeaeHHS BIHCHKOBHX KaMMaHiil MPOTH CyCiaHIX
JiepkaB He OyJin oJipa3y BTUICHI y )KHTTS 4epe3 HU3KY YMHHHKIB Ta MOJiN (mepIia pociichKo-
yedeHchbKa BiifHa (11.06.1994-31.08.1996), cyTuuxu y marectasi (ceprneHs-BepeceHs 1999 p.),
npyra pociiiceko-dyeueHcbka BiliHa (07.08.1999-20.04.2000), TepakTH y pOCIHCHKHX MICTax,
OB ’sA3aHi 3 HmifipuBoM OyauHKIB (Bepecerns 1999 p.), tparenis Hopa-Octy (xoBTeHB 2002 p.),
3aXOIUICHHS 3apy4YHUKIB y Ko M. 6ecad (2004 p.) Tomo).

VY 2008 p. pociiickka ¢eneparis, NepexKUBIIN KPU3Yy BCEPEAMHI JIepKaBH, Nepeinuia
JI0 IPaKTHYHUX Jifl MOJO BiJHOBIEHHS cTaTycy immepii. [lepmioro Ha muixy kpaiHu-BapBapa
crana ['py3is — came y L0 He3aJeKHY JepXaBy pamuctu Bropriucs Biuitky 2008 p. Sk
BUSBIIIOCS, IS BifiChKOBa KaMIIaHisl CTala MEPIIMM €TaloM peaisamii kpemieM I100aibHOro
IUIAHY 3aXOIIEHHS TEPUTOPIN He3alexHUX JIepkaB, 110 paHime Bxoauiu 1o ckiaaxy CPCP
(Xo4a 3 OINLy Ha TEe3U POCIHCHKUX «IONITHKIBY Ta (OKypPHAIICTiB» HE BHUKIIOYEHO, IO
BIINOBIIHI IUTaHU OyNM HABITH WIMPIIUMHE) [2, c. 29].

OnHOYacHO 3 mUpOKOMAcIITaOHOIO BiifHOIO mpoTu I'pysil pocilicbka Genepamis
po3mnoyanga HOBHH eTan iH(pOpMamiiHOI BIMHM MPOTH HU3KHM CYCIOHIX AepkaB. HaiOimbin
IHTCeHCHBHI aTaku IPHIATKA caMe Ha YKpaiHy (Xoda Takoxx Oymm 3a¢ikcoBaHi HEOJHOPA30Bi
Bumajay y 6ik nepxas bantii, Pecrryomiku Kaszaxcran, Pecrry6miku Momnnosa Tomio). Jleprxasa-
OKYNaHT aKTHBHO IOIIMPIOBAJa Ta NPOJOBXKYE MOUIMPIOBATH HAPATUBH MPO HIOMTO «EIXUHUI
HapoOI», «UMHIYHUN Ta MiACTYHNHUI KOJCKTUBHHMH 3axii, W0 3aBKAW MparHe HAIIKOJUTH
CJIOB’STHaM», Ha4eOTO «IITYYHO CTBOPEHY PaJsHCHKHMMHU BOXKASAMH YKpaiHy» (y palIMCTIB, sIK
BHSIBHJIOCSI, CBOSI «00’€KTHBHA icTOpis») Toro [16, c. 823].

Jlo 2014 p. BiamoBigHa mpomarania CyrnpoBoKyBaiacs crpodamu yHidikalii pisHuX
chep CyCHiIbHOrO XHUTTS YKpaiHu Ta pociiicbkoi deaepallii B €AMHY IUIOMMHY (CTBOPEHHS
CHITBHHUX KyJIbTYPHUX IIPO€KTIB, HaMipd o00’€lHAaHHA CHOPTHBHHX (enepamiid, cmpodu
3amy4uTd YKpainy no MurtHoro corw3y €AEC tompo). Komm x Pesomromis [imHocTi
IPOJEMOHCTpYBaa, Mo IUIAX YKpaiHW 10 HOOYZOBU CydacHOI He3alexkKHOI JEeMOKPaTHIHOL
JIep)KaBM €  HE3BOPOTHIM, pAlIMCTH  BHUPIIIWIM HE TUIBKM  3arOCTPUTH  BIACHY
IPONAraHUCTChKy PUTOPHKY, ale 1 PO3IMOYaTH CHPABXKHIO TiOpHAHY BifiHY NMpOTH HAIIOL
BarpkiBoan [12, c. 737]. Bigremep i3 poCiCBKMX €KpaHIB HoYaid JyHaTH (pa3u mpo
«HE3aKOHHE 3aXOIUICHHS BIamd B YKpaiHI XyHTOIO», «BacallbHHI cTaTtyc YKpaiHuy,
«IOUIMPEHHS HALU3MY», «BOMBCTBO MUPHHUX IPOMAJISIH YKPATHCHKOIO apMI€I0 TOIION.

be3 cymHiBy, OinbIIicTh yKpaiHIB po3yMiloTh, IO MOAIOHI racia € IOBHOIO
HICCHITHHIICIO, KOTpPY BHrajana pociiicbka emiTa 3 METOK eKCIaHCii YKpaiHCHKHUX
tepuropiit. [Ipote, Ha TpeBeNnKHii Kanb, iICHYE TIEBHUH BiJICOTOK rpoMaJsiH Y KpaiHu, sKi
gepe3 BIACHI HEOCBIUEHICTh Ta MOBIPIAMBICT HOTPAalMIM IiJ BIUIUB poOCiiichkol
Mpornaranjy, 10 CTajJ0 MEBHUM MIAIPYHTSIM JUIsl BUMHEHHS HUMH B IOJAJbIIOMY aKTiB
KoabopaniinHoi qisIBHOCTI.
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J1ns1 3HMOKEHHS PIBHS BIUTMBY HA3BaHOTO YNHHUKA BAXIIUBO:

1) mpomoBxyBaTu poOOTY MIOAO OJIOKYBaHHS POCIHCHKHMX IH(QOpPMaLiiHUX pecypciB,
KOTPi NOIIUPIOIOTH IPONAraHAUCTChKY PUTOPUKY Ta (elKH Ha TepuTopii YKpaiHu;

2) po3BindyBaTu y BiTun3HsHEX 3MI nommpeHi pocificekoro denepaniero deifku;

3) nogaBatu y 3MI Ta Ha odiIifHUX pecypcax OpraHiB JAepKaBHOI BIagy JOCTOBIpHY
iH(popMalito NI0A0 370YHHIB, KOTPI IIOJIHS BYMHSIOTH PAIIMCTH HAa TEPUTOPIi HAIIOT AepKaBH,
Tomo (iXHil piBeHb )KOPCTOKOCTI, MAaCIITAOK TOIIO).

3. ComianbHO-eKOHOMIYHI YHHHUKH. Sk Brano 3a3Haudae B. KoHomenbchkuil, y xomi
pO3CHigyBaHHA KpUMiHAIPHUX MPOBa/DKEHb OyJI0O BCTAHOBJIEHO, IO  CyO’eKTamMu
PO3TIISYBaHOT'O CYCITUIBHO HEOE3MEYHOTO AisTHHS € 0CO0H, sIKi HOro BYMHSIOTH HE TUTBKH 1 HE
CTUIBKY 3 TOJIITHYHUX MOTHBIB, CKIJIBKH 3 KOPUCIIUBOI 3aliKaBieHocTi [5, c. 50].

BunHeHHS KPUMIHAIBHOTO MPaBONOPYIIEHHS, nependadenoro cr. 111-1 KK Vkpainu,
HEPIZKO BUCTYMAE SIK MEBHHUH IHCTPYMEHT JUIsl MIBHAKOTO 30aradeHHs abo K, HaBIaKH, 3aci0
30epe)keHHs HasBHOTO y KonabopaHTa MaifHa a00 TPOIIOBUX KOIITIB.

[lommpennMu TakoXXK € BHUMNAAKH, KOJIUM CYO’€KT 3raJaHoro KpUMiHaJbHOTO
NPaBONOPYLIEHHS BUMHSE BIAMOBIAHUNA aKT JEMIHKBEHTHOI MOBEIIHKHM 3 METOIO Mepe3aIycKy
abo peaHnimalii BiacHoi kap’epu. Tak, BIANOBIIHO 10 CTaTUCTHYHHX JaHWX, y 2022 p.
rpoMansiHu Ykpainu y 70 % BunajakiB BOaBanucs 10 KoJdabopauiiHol AisuibHOCTI y Bini Big 40
POKiB, TOOTO B mepiof, KO 0coba BXKe IMOBHHHA Oyla JOCATTH MEBHUX Kap €pHHUX YCHIXiB.
Ipu npomy B 56 % BHIAAKIB Cy0’€KT HA3BAHOTO KPUMIHAIBLHOTO NIPABONOPYLICHHS HA MOMEHT
BYMHEHHS CYCITIJIBHO HEOe3NeYHOoro IisHHS OyB odiuiiiHO 06e3poliTHIM abo mpane3aTHUM,
SIKMI He mpaioBaB i He HaBuaBcs [10]. Tox geMoOHCTpallist BIaCHOT NPUXHIBHOCTI OKYNAHTaM
BHCTYTIA€ JUIA HUX NIEBHUM «OCTaHHIM IIIAHCOM caMopealtizaii cebe y coriymi» (3BiCHO, B ysBi
camoro kojabopaHra).

TaxkuM 4uHOM, HepeanizoBaHi 0c0000 MHiJ yac HOOYZOBU Kap’epH BiacHi amOimii —
MOTY>KHHI AeTepMiHAHT KoJlabopaliiftHol JisUTbHOCTI.

KpiMm TOro, B OKpeMHX BHUIAAKaX Cy0’€KT KOITaOOpamiliHOI AIIBHOCTI KEePyeTbCS
CTpaXxoM BTpPAaTHTH HasBHy mnocamy. Jmsa ii 30epexeHHS KpUMIHAIHUII NPaBOHNOPYIIHUK
TOTOBHH MiTH HaBITh Ha CITIBIIPAILIO 3 BOPOT'OM.

Jlo conianbHO-eKOHOMIYHHX YMHHUKIB HalleXkKaThb TaKOXK Taki MpoOIeMH, SK: BTpara
0c00010 Yepe3 IUPOKOMACIITaOHy BiHHY poOOTH, HTJIA Ta IHIIOrO MaifHa, MarepiajJbHHUX
xomriB Ta iHmux Omar [14, c. 205]. HasBHicTe mpoOiieM MaTepialbHOTO XapakTepy
MiAITOBXYE MapriHalbHO HAJAIITOBAaHMX TIPOMaJsiH Ha 3JiHCHEHHS KoylabopaiiitHol
IiSUIBHOCTI.

3HU3UTU pIiBEHb BIUIMBY BKa3aHOI'O JETEPMiHAHTa MOXKHA IUIAXOM HOCHJICHHS
MpoLeAypH BinOOpYy Ha KepiBHI mocaau (0COOIHBO J0 OpPraHiB Jep)KaBHOI BIaJH), CTBOPCHHS
Ta MATPUMKH COLIATBHUX MPOTpaM sl 0ci0, SKi MOCTpaXkIaiu Bija BiitHU (IIiABUIIEHHS PiBHSA
COILIaIbHOI JOMOMOTH Ul BHYTPIIIHBO HepeMilmeHuX ocib Ta ocib, sKi BTpaTHIM XKUTIO Ta
(ab0) poboTy uepe3 BiliHy; MOJIEpHi3allis mporpamu «eXKUTio» Tomio).

4. Henomniku y HaliOHaJIbHO-NATPIOTUYHOMY BHUXOBaHHI. AKT KOJIa0OpamioHi3MY
ampiopi  ABigEe COOOK JAEMOHCTpamil0 Cy0’€KTOM KPHMIHAIBHOTO IIPaBOIOPYLICHHS
BiZICyTHOCTI y HBOTO MOYYTTS MaTpiotu3Mmy. OTxe, Ul MOAOJaHHS Ha3BAaHOIO AETEpPMiHAHTA
BaXJIMBO aKTHBI3yBaTH PoOOTY y HampsMi HalliOHAJIbHO-NATPIOTHYHOTO BHXOBaHHA [15, c.
194] (ocobnuBo cepen MOJIOJI, MUITXOM IPOBEICHHS KOMIUIEKCY 3aXOJiB y 3aKJialaX OCBITH,
3MI Tomo).

AXTyalbHICTh HAIliOHAIBPHO-NATPIOTMYHOTO BHMXOBAHHA TPOMAJSH 3yMOBIIOETHCS
HEOOXIHICTIO KOHCOJiJamii Ta pO3BUTKY CYCHUIBCTBA, CY4aCHHMH BHKJIHKAaMH, HIO CTOSTh
nepen YKpaiHOI 1 BHMAararmTh IOCTIHHOTO BJOCKOHAJICHHS HAIlOHAJIbHO-NATPIOTHYHOTO
BuxoBaHHs [11, c. 194].

5. Henoniku y 3akoHI MpO KPUMiHAJIBHY BiANOBINANBHICTh. SIK BiZOMO, HasBHICTb
KOJII3I Ta TpOTajuH y 3aKOHOAABCTBI CTBOPIOE YHUCICHHI CKJIQJHOWI Ui TMpPaBUIBHOI
kBamiQikaii AisHb Cy0’€KTa, NPUTATHEHHS IHOTO A0 KPUMIHAJIBHOI BIiNMOBIANBHOCTI Ta
3aCTOCYBaHHS JI0 BHHHOTO CITPaBeUTMBOTO TokapaHHsi [13, c. 79].

30Kkpema, 10 TAKUX HEAOJIKIB MOYKHA BiTHECTH:

1) HasBHICTh €AMHOTO O€3aJbTEPHATHBHOTO OCHOBHOTO BHIY IOKapaHHS y BUIJISIL
no30aBieHHsT TpaBa o00ifiMaTH TeBHI mNocaau abo 3aliMaTHCs TEBHOK MiSIIBHICTIO, MIO
MiCTHTBCS y caHKIiAX 4. 1, 2 cT. 111-1 KK Vkpainm;

2) BIACYTHICTh 3aKpilUICHOI Ha 3aKOHOJAaBUYOMY piBHI JediHimii MOHSATTS
«konabopaniiiHa IisubHICTE» 200 «KoJ1abopaLioHi3M»;
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3) BiACYTHICTH UIiTKO BHpPAXEHHX PO3MEXYBAIBHHX O3HAK CKIAJiB KPHMiHAIBHHX
MIPpaBOMOPYIIEHb, ependadeHux 4. 4 ct. 111-1 Ta cr. 111-2 KK Vkpainu, Tomo [4, c. 217-219].

Ha mamy &IyMKy, yCyHEHHS MepeNiueHMX HEJONIKiB 3]aTHe MNiABUIIUTH piBEHb
e(eKTHBHOCT] 3a00iraHHs KPUMIHATBHUM IIPaBOIOPYIIEHHAM, HependadeHuM cT. 111-1 KK
Vxpainu [13, c. 79].

BucnoBku. Omxke, Hapa3i B VYKpaiHI CIIOCTEpIra€ThbCsi TPUBOXKHA JIMHAMIKa
HOIIMPEHHS KoIabopaliiHoi gisnpHocTi. Jisg eekTuBHOT IPOTUIT IIBOMY aKTy IPOTUIIPABHOL
MTOBEIIHKY BaXKJIMBO IACHTU(IKYBATH Ta HEUTpali3yBaTH (3HU3UTH PiBEHb BILUIUBY, YCYHYTH)
OCHOBHI JIeTepMiHAHTH.

OCHOBHUMH JleTepMiHaHTaMH KosabopamniitHo1 HISUIBHOCTI BHCTYNAIOTh:
nIMpoKoMaciTabHa BiliHa, KOTPY pociiichka deepaliis MiCTyITHO po3Moyaia NpoTH YKpaiHu;
HOTY)XKHa MpOIAraHJa pAaIMCTiB, IO 3AICHIOEThCA B MexkaxX iH(popMamiliHOi BilHH;
COIlIaTbHO-EKOHOMIUHI YMHHUKHU (OakaHHs 1moOyayBaTH Kap’epy abo 30araTHTHCS 3aBISKU
OKyNaHTaM, CTpaX BTPATHTH MOCAAy TOIIO); HEJONIKH Yy HAal[iOHAIbHO-NATPIOTHIHOMY
BHXOBaHHI; MPOTAIMHK y HOPMax, IO NepeadadaroTh KPHUMIiHAJIBHY BiANOBIJAIBHICTE 3a
3JI0YMHH IPOTH OCHOB HAL[IOHAIbHOI 6e3Meku Y KpaiHH, TOLIO.

[lepcneKTHBHUM HamIpsIMOM IOJAJBIIUX IOCHIIKCHb € aHalli3 OCHOBHHX 3ac00iB
3amo0iraHHs KPHMiHAIBHUM IIPaBOIOPYIICHHAM, mepenbaueHmm cr. 111-1 KK Vkpainm,
3araJlbHIMH Ta CHEiATbEHUMU Cy0’ €KTaM¥ MPOTHIIT 3JIOYNHHOCTI.
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ABSTRACT

Roman Katorkin. Determinants of collaboration activities. The article analyzes the
determinants of such type of criminal offenses against the foundations of Ukraine's national security as
collaboration.

It is noted that the large-scale war unleashed by the russian federation against Ukraine in
February 2022 has become a powerful factor in the spread of a whole range of acts of tortious behavior,
including collaboration.

The author emphasizes that as of today, there are a number of determinants of collaboration
activities. It is proved that one of the most powerful factors of spreading this act of tortious behavior is
russian propaganda. Almost simultaneously after the collapse of the USSR, the russian federation, with
the aim of restoring the statute of the empire, created a powerful propaganda machine, the influence of
which extended to Ukraine. For a powerful information attack on the consciousness of Ukrainians, the
russian federation used narratives about the «united fraternal people», the «russian world» and the «vile
collective West». In 2014, as part of the hybrid war of the russian federation against Ukraine, the
propaganda slogans included the theses of «military coup», «junta», «spread of Nazismy, etc.

It is proved that socio-economic factors are among the determinants of collaboration: the desire
to quickly build a career with the help of the russian occupiers; fear of losing a job; lack of sufficient
material resources; fear of the occupiers, etc.

It is noted that the spread of collaboration activities is facilitated by shortcomings in the field of
national-patriotic education. To overcome this factor, it is important to conduct information campaigns
with the participation of the media and law enforcement agencies, to organize lectures for students, etc.

Keywords: determinants of criminal offenses, crime, criminal offense, collaboration activity,
crime factors.
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