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USE OF THERMAL IMPORTER FOR BIOMETRIC
IDENTIFICATION OF HUMAN

Anapiii  Tpedenok. 3ACTOCYBAHHSA TEIUIOBI3OPA 11 BIOMETPUYHOI
ITEHTUDIKALII JIIOJWHM. Po3riisHyTo CydacHi TEXHOJOTT 6ioMeTpHIHOT ieRTHiKaNii TIoIuH,
110 3aCTOCOBYIOTHCS K JUIl OXOPOHHUX CHCTEM TaK 1 Ul CHCTeM KOHTPOJIO 1 YIPaBIiHHS JOCTYIIOM, SIKi
ICHYIOTb B Pi3HHX KpaiHax CBITy 1 BAKOPUCTOBYIOThCS Ha IPAKTHII PI3HUMH YCTAaHOBAMH i OpraHi3amisiMi
y TOMY YHCIIi IPAaBOOXOPOHHUMU OpPTraHaMHU.

OcHoBHMMH  TiepeBaramu  OiomerpuuHol  imeHtudikaumii €  ckmagHicTh — MAPOOKH
inenTudikamifHOro napaMerpa, NpakTHYHA HEMOXJIMBICTh BTpaTH ineHTH(IKaTOpa, HEMOXIHBICTH
nepenadi inenrudikaropa iHmIN T0AMHI. 3UNTyBaHHS GIOMETPUYHMX MapaMeTPiB BUMAarae BijJl CHCTEMH
HAJIHHOCTI OOYHCIIOBAaJbHUX aJrOPUTMIB, @ TaKOXX BHCOKOTO MIBUAKOAIl. B iHIIOMY BHIaaky
3aIMIIAETHCS HMOBIPHICTD BHHUKHEHHS NMOMIJIOK, SKi OyBarOTh JIBOX OCHOBHHX THIIIB: ITOMHIIKOBHI
BiIMOBa B JOCTYmi a00 MOMMIJIKOBa imeHTHOiKamis. g GioMEeTpHYHHX CHCTEM HEOOXiJHO BpaxOBYBaTH
HWMOBIpHICTh BUHHKHEHHS ToMmiok FAR / FRR.

Haif wacrime B cHcTeMax KOHTPOJIO JOCTYNYy BHKOPHCTOBYEThCS Taka OiloMeTpHYHA
XapaKTepPUCTUKA, K BinOMTKU nHanbliB. OfHAK B MiCIX, IO BUMAraiooTh OLIBIIOrO piBHS Oe3mexH,
HaINpUKJIaJl, B OXOPOHIOBAHMX NPHUMILICHHAX aepPOIOPTiB, YPSAIOBUX OYAIBIAX 1 T.XI., BAKOPHCTOBYETHCS
CKaHyBaHHS CITKIBKH OKa 1 TEXHOJIOTiS pO3ITi3HaBaHHS 00IHY.

InTepec 10 HMX cucteM JyXe BEIUKMH B 3B'I3Ky 3 LIMPOKMM KOJOM 3aBJaHb, SKi BOHU
BHUpilIyIoTh. B manwmit yac momyssipHicTh TeXHOJOTIi po3mi3HaBaHHs 0oci0 B Pi3HHX cdepax MisIBHOCTI
3pocrae. TexHooril po3ni3HaBaHHS 00JIMY 3aCTOCOBYIOTHCS B HAPi3HOMaHITHIMINX cepax.

T'onoBHUIT HEROJIK TEXHOJOTII pO3Mi3HAaBaHHS O0IMY — I NOTIPIIEHHS SKOCTI PO3Mi3HABAHHS
NP TIOTIPIICHHI OCBITJICHOCTI a00 3MiHi ITOJIOKEHHS TOJOBH 1 pakypcy. I 3MEHIIeHHs MOMMIKOBHX
BiAMOB 1 XHOHMX imeHTH(IKamiifi cTajd 3acTOCOBYBaTHM TEIUIOBi3iliHI Bimeokamepu. OCHOBHa
KOHKYpPEHTHA IepeBara BiJieoKamep 3 TEIUIOBI30poM — edekTnBHa poOoTa B OYIb-IKHX TOTOAHUX
ymoBax. Ilpu cHiry, B mypry, mix gac nomty, BiTep, Taki KaMepH 3HaXOIATh METy HaBiTh SKIIO BOHA
CXOBAJIacs 3a TYCTUM JIUCTSM AEPEB.

Po3risiHyTO TakoX 0COOIMBOCTI BUKOPHCTAHHS TEJIEBi30pa T 010METPUYHOI CHCTEMH TaK SIK Ha
JaHUH MOMEHT BBaXAETHCS NEPCIIEKTUBHUM HANpPSIMOM, SKUH JJ03BOJISE NPUOpATH BCi HENOMIKH, SKi
ICHYIOTb IIPH BUKOPHCTaHHI 3BUYaifHUX BieoKamep.

Knrouosi  cnoga: idenmugixayis  1100uHu, Meniogiziiini  gioeokamepu, Oiomempuuna
agmenmu@ixayis, KOHMPOIb OCMYny.

Problem statement. Currently, there are a number of methods and technologies that al-
low you to produce identification of a person according to his biological parameters. All of
them are based on the fact that each of us has an individual combination of physiological, psy-
chosomatic, personal and other characteristics.

The use of biometrics in access control and management (ACM) systems seems natural
and logical. However, the practical implementation of this idea was not so simple. Only now,
biometrics is becoming an integral part and an important factor in the ACM market.

The development of computer technology has made it possible to create devices that are
able to quickly and reliably process biometric data using special algorithms. They have become
widely used in access control systems. The parameters read by the biometric access control
system are divided into two broad classes:

1. Static — permanent or slightly variable throughout life (outline of the face, finger-
prints, capillaries of the fingers, drawing of the iris, DNA code and more);

2. Dynamic — behavioral or psychosomatic, which are prone to major changes depend-
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ing on age and environment (handwriting or tone of voice).

The main advantages of biometric identification are the complexity of tampering with
the identification parameter, the practical impossibility of losing the identifier, the inability to
pass the identifier to another person.

Reading biometric parameters requires a reliable system of computational algorithms, as
well as high performance. Otherwise, there are two main types of errors: false denial of access
or false identification.

For biometric systems, the probability of FAR / FRR errors should be considered.
Where FAR is the False Acceptance Rate (False Reception Rate) and FRR is the False Rejec-
tion Rate. It is necessary to take into account the relationship of these indicators: artificially
reducing the level of sensitivity of the FAR system, we usually reduce the percentage of FRR
errors, and vice versa. [1,3]

To date, all biometric technologies are likely, none of them capable of guaranteeing the
complete absence of FAR / FRR errors.

Analysis of publications that started solving this problem. The problem of biometric
identification is devoted to many publications including the following authors: Lavrukhin A.I,
Ivanitsky G.R., Deyev A.A., Khizhnyak E.P., Khizhnyak L.N., Selyanichev A.L., Zakharov
V.P., Rudeshko V.I., Lavrukhin A.I., Selyanichev O.L. and others [1 — 4]. The importance of
scientific achievement and contribution to the theory and practice of information security of
these scientists can hardly be overestimated.

The article’s objective is to consider the most promising areas for the development of
biometric technologies and effective existing biometric systems, based on their effectiveness.
But the possible introduction of human identification using a thermal imager to ensure the reli-
ability of face recognition and in all weather conditions.

Basic content. Biometric systems consist of two parts: hardware and specialized software.
Hardware includes biometric scanners and terminals. They capture a particular biometric parame-
ter (fingerprint, iris, vein drawing on the palm or fingers) and turn the information received into a
digital model available to the computer. And the software tools process this data, correlate with
the database and make decisions about who is in front of the scanner.

In order for the biometric system to be able to identify the user in the future, it is neces-
sary to first register information about its user. Commercial systems (unlike those used by law
enforcement and law enforcement) do not store real IDs but their digital models. When a user
re-accesses the system, the model of his / her ID is re-formed and compared to the models al-
ready stored in the database.

Any biometric access control system includes an access control device — a reader or
scanner. This is a device that reads information, then this information is analyzed and com-
pared with the personal information of the person recorded earlier. If the data is the same, the
person is authenticated. If the authenticated user is allowed to stay in this room for that period
of time, the device beeps and opens an electronic lock.

Most often, biometric characteristics such as fingerprints are used in access control sys-
tems. However, in places requiring a higher level of security, such as in secure areas of air-
ports, government buildings, etc., retinal scans and face recognition technology are used.

Face recognition technology works on a similar principle to the human brain. After all,
we first see the image, in this case a person, pay attention to the features of his/her face and
process them in our head. The same with technology: the system must look for faces in the
image and highlight the desired area.

Different algorithms are used for this purpose. Sometimes the system determines the
similarity of proportions, selects the contours in the image and compares them with the con-
tours of individuals or distinguishes symmetry through neural networks.

Now such technologies are available in different countries, because with their help it is
possible to solve many problems in different spheres, including in the sphere of security, foren-
sics, face-control.

Facial recognition is the automatic localization of a human face in an image or video
and, if necessary, the identification of a person's identity based on available databases. The
interest in these systems is very high because of the wide range of tasks they solve. Currently,
the popularity of face recognition technology in various fields of activity is increasing.

Facial recognition technologies are used in various fields [1, p. 5]:

- providing security in places of large crowds;

- security systems, avoid illegal entry into the territory of the object, search for intruders;

ISSN 2078-3566 199



Scientific Bulletin of the Dnipropetrovsk State University of Internal Affairs. 2019. Special Issue Ne 1

- "face-control" in the segment of catering and entertainment, search for suspicious and
potentially dangerous visitors;

- verification of bank cards;

- online payments;

- contextual advertising, digital marketing, Intelligent Signage and Digital Signage;

- phototechnics;

- forensic science;

- teleconferences;

- mobile applications;

- photo search in large photo bases;

- tagging people in photos on social networks and more.

Face recognition (as well as other related operations) is a fairly common task. There-
fore, many companies provide ready-made services in the form of cloud APIs (software inter-
mediaries between applications) to qualitatively solve these problems. In addition to IT giants
like Microsoft and Google, specialized companies are also involved in face recognition. Their
products are rapidly evolving and provide even more fun features such as identifying faces and
silhouettes in a crowd.

The main disadvantage of face recognition technology is the deterioration of recognition
quality when the illumination is diminished or the head and angle are changed.

Thermal imaging cameras have been used to reduce erroneous failures and false identi-
fications. The main competitive advantage of cameras with thermal imaging is efficient opera-
tion in all weather conditions. In snow, in blizzards, in the rain, in the wind, such cameras find
a purpose, even if it is hidden behind the thick leaves of trees.

Fig. 1

Generation of a three-dimensional face surface is performed using the 3D Basel Face
Model (BFM) tool in Matlab language using the data of images of a thermal imaging camera Fig.
1. For this purpose, a vector a of 199 components is created, where al € N (0, 1) is a random
variable with normal distribution and all other values are zero. The first factor is responsible for
the shape of the face, so changing it allows you to generate identical faces with different shapes.
The resulting vector is used to generate faces using the standard BFM tool feature. [2, p. 4]

Conclusion. The use of thermal imaging cameras, for face recognition purposes, is cur-
rently considered a promising direction, which allows to remove all the disadvantages that exist
when using humble video cameras.

* Face recognition in total darkness and in low light conditions;

* Face recognition with makeup, different hairstyles, beard, hat, glasses;

* Allow to recognize twins

There are two areas that are being developed in other countries:

1. Identification by a pre-created thermogram of the identified persons.

2. Identification of a person by images obtained from a thermal imaging camera, and as
a person of standards the database of ordinary two-dimensional images is used. This problem is
solved by using deep neural networks.
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SUMMARY
The article deals with modern technologies of biometric identification of the person, which are
used both for security systems and for access control and management systems, which actually exist in
different countries of the world and are used in practice by various institutions and organizations includ-
ing law enforcement agencies. Features of the use of the TV for the biometric system are also considered.
Keywords: human identification, thermal imaging cameras, biometric authentication, access
control.
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IMPROPER FULFILLMENT OF RESPONSIBILITIES
FOR MAKING THE SAFETY OF CHILDREN’S LIFE
AND HEALTH OF: ISSUES FOR IMPROVING
CRIMINAL LAWS

Anekceii Koambuyk. HEHAJIEXKAIIEE HUCHOJHEHUE OBS3AHHOCTEH MO
OBECNEYEHHAIO BE3OHNACHOCTH JKHM3HM M 3J0POBbsI JETEH: BOIIPOCHI
COBEPHIEHCTBOBAHUSA YIOJIOBHOI'O 3AKOHOJATEJBCTBA. IIpenmerom
HCCIIEIOBAHUS CTAaThU SIBISIOTCS YTOJIOBHO-IIPABOBBIE HOPMBI, YCTaHABIMBAIONINE OTBETCTBEHHOCTH 3a
HEHaJyIeXKaIlee UCIOTHCHNE OO0SM3aHHOCTEeH MO 00ecreyeHnio Oe30MacHOCTH XHU3HH U 370POBbS JICTCH
(ct. 165 YronosHoro xomekca Pecmybmuku benmapychk). 3HaunTenpHOE BHHMAHHE B CTAaThe YAEISAECTCS
HAyYHOMY TOJKOBaHUIO IIPH3HAKOB JAaHHOTO BHMAA IpecTyluleHus. Ha oOcCHOBe IIPOBEAEHHOrO
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