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PECULIARITIES OF HUMAN RIGHTS AND FREEDOM
WHILE APPLYING INTELLIGENCE-LED POLICING (ILP)

Kapen Icmaiinos. OCOBJIMBOCTI 3ABE3IIEYEHHSA ITPAB I CBOBO/J JIIOJJUHHU
P MOJEJI MOJIIENACHKOI AISNIBHOCTI, KEPOBAHOI AHAJITHYHOIO PO3BIJI-
KOIO (ILP). Po3rnsiawThCs OCHOBHI HaIliOHAJBHI Ta MIXKHAPOJHI HOPMHU Ta MPUHIUIH, SKHMHU Kepy-
IOTBCS CIBPOOITHUKY MOJIIIT IpK 3A1HCHEHH] HOJIIeCbKOT MisIIBHOCTI, KepOBaHOI aHATITHYHOIO PO3Bi-
JIKOKO ISl 3a0€3MeYeHHs] CTaHIapTIB paB 1 cBOOOJ JIFOJAWHY 1 TPOMaJIsHUHA. 3a pe3yJIbTaTaMu aHalli3y
Crparerii po3BUTKy cucteMu MiHicTepcTBa BHYTpilHIX cripaB Ykpaiau 10 2020 poky BU3Ha4Y€HO, IO Ha
CHOT'O/IHI PiBEHb BUKOPUCTAHHA 1H)OPMALIITHO-aHATITUYHUX IHCTPYMEHTIB MOJIIICHCHKIMHU 3HAXOIUTHCS
Ha HU3BKOMY DPiBHI Ta MOTpedye BAOCKOHAJECHHS HISIXOM peani3awii KOHIeNmii JiSIbHOCTI OpraHiB cuc-
temu MBC, 3acHOBaHOT Ha BUKOpHCTaHHI pi3HUX Jxepen iHpopmanii (Intelligence Led Policing), a ta-
KOX KOMIIIEKCHOTO BIIPOBAKEHHS CyJaCHUX CHUCTEM KpHMiHaNbHOro aHamisy. CTBepIKyeThes, IO Ha-
Tenep NpaBOOXOPOHHA HiSJIbHICTH 3MIHIOETHCS SIK B ONEPATUBHIN TaKTULI, Ta 1 OpraHi3aliiHUX CTPYKTY-
pax, IUIIXOM YIpoBaKeHHs1 HOBOI (iocodii 60poTEOM 31 3II0YMHHICTIO Ta MPABOOXOPOHHOI MPAKTHKH,
SKOIO € IPaBOOXOPOHHA AiSJIbHICTh, KEPOBaHA aHAJITUYHOIO PO3BIIKOIO, KA € MOJEIUIIO, sIKa Iependadae
IHKOPIIOPYBaHHS PO3BiAYBaIbHOT aHANITHYHOI (QYHKIHi B 3arajbHy MICil0 IPaBOOXOPOHHOI CHCTEMH.
3a3HaueHo, 10 KPUMIHAJIBHHI aHaui3 Oymydn cnerupiuHUM BHIOM iH(GOpMALIHHO-aHAIITHYHOI MisUIb-
HOCTI ol popMye HOBY cepy B3aEMO/IiT CIiBPOOITHHKIB MOIII{ 3 CYCHIILCTBOM Ha OCHOBI aHATITH-
YHOI PO3BIAIKH, SIKA MA€ Psifi OCOOMMBOCTEH, B TOMY YHCIi B MHUTAHHAX JOTPUMAHHS OCHOBOIIOJIOXKHHX
npaB i cBOOOA JIOAWHHM 1 IpOMaIsIHUHA. 3pO0IEHO BUCHOBOK, IO ITOPYIISHHS IIpaB Ta CBOOOJ JIFOJUHA
IIPU MOJIENi MOMiIeHChKOi ifIbHOCTI, KEPOBAHOI aHANITUYHOIO PO3BIAKOIO € KOHTIPOJAYKTUBHHUM Ta He-
e(eKTHBHUM B JOBFOCTPOKOBIH MEPCIIEKTHBI, OCKIJIBKY 1I€ MiAPUBA€E JOBipY I'POMAaISH A0 MOIILil, TOMy
Ba)XJIMBO, 00 Pi3HI omepaTuBHI MeToau 300py iH(popMalii, AKi BTPYJalOTHCS B MpaBa JOACH MOBHHHI
MaTH e(eKTHBHUI KOHTPOJb 3 OOKY CyJOBHX a00 IHIIMX HE3aJCKHUX OPraHiB, A0 SKUX 3BEPTAIOTHCS 3a
MONEPEeTHIM JO3BOJIOM MOJIIEHCHKI IS TPOBEICHHS [IUX 3aXO0IiB.
Kntouogi cnosa: npasa ma c60600u moounu i cpomMaosHund, KPUMIHATbHUL AHATI3, AHATIMUYHA
Ppo36i0Ka.

Problem statement. In Ukraine, the protection of human and citizen rights and
freedoms is one of the main tasks of the process of reforming Ukrainian society, which is of
particular importance in the context of European integration in general and the reform of the
National Police of Ukraine in particular.

The Strategy for the Development of the Ministry of Internal Affairs of Ukraine until
2020, within the framework of crime counteraction, draws attention to the low level of use of
analytical tools of police in the fight against crime and the forecasting of relevant threats. based
on the use of different sources of information (intelligence led-policing), comprehensive
implementation of modern criminal analysis systems, including the Europol methodology [1].

Today we are already observing the creation of new analytical units of the National
Police of Ukraine (Criminal Analysis Department of NPU) and the gradual transition of other
police units to the use of modern information-analytical software and investigative methods
(SOCTA), which certainly improves the effectiveness of the activities of police bodies and
units during the execution tasks for the protection of human rights and freedoms and combating
crime. Thus, implementing a model of proactive activity that replaces the dominant paradigm
of reactive policing. Thus, with the introduction of new modern information technologies and
highly intelligent software into police activity, a new field is emerging, where the issue of
ensuring human rights and freedoms in the model of intelligence-led policing (ILP) is not yet
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discussed enough at the scientific level and at the legislative level, that is why this issue
becomes relevant today.

Analysis of publications that started solving this problem. Some aspects of the use
of the model of police activity, guided by analytical intelligence in the activity of law
enforcement agencies, were considered in their scientific works Albul S.V., Varenko V.M.,
Yesimov S.S., Zaiets O.M., Ismailov K.Iu., Kytsiuk V.P., Korystin O.Ile., Movchan A.V.,
Nekrasov V.A., Ryzhkov E.V. and other scientists.

According to Udo Moller, Head of the Operations Department of the European Union
Advisory Mission: «Some units of the National Police of Ukraine operate in accordance with
some principles of intelligence-led policing, but at present this phenomenon is not yet part of
the institutional culture of the Ukrainian police [2].

Professor Movchan A.V. in his writings analyzes the current problems of
implementation in the bodies of the National Police of Ukraine model of intelligence-led
policing [3, p. 17-22].

In the monograph «Organizational and legal support of analytical work in the system of
the Ministry of Internal Affairs of Ukraine (law enforcement and security aspects)» Professor
Korystin O.Ie. examines the fundamental rights, principles and content of basic elements in the
system of analytical intelligence [4, p. 254-266].

Yes, there is still some imperfection in the methods and tactics of law enforcement,
which is the result of the use of an outdated crime investigation system and not implementing
of intelligence-led policing [5]. Today, however, the issue of human rights observance of
police intelligence is hardly raised, and it is essential to ensure the effective short-term and
long-term enforcement of law enforcement agencies, including intelligence-led policing. Law
enforcement measures that do not respect and protect human rights are counterproductive and
ineffective in the long run, as they undermine public confidence in the police as a whole.

The article’s objective: based on the precautionary principle, the intelligence-led
policing must be firmly based on human rights standards and promote the protection of human
rights and freedoms, and be carried out in such a way as to ensure full respect for human rights,
which is in line with the key principles of democratic policing.

Basic content. As for the national legislation of Ukraine governing public relations in
the sphere of protection of human rights and freedoms, it is first of all the Constitution of
Ukraine, laws and regulations, international treaties of Ukraine, the consent of which is
provided by the Verkhovna Rada of Ukraine. Regarding specialized legal acts, it is necessary
to highlight the Law of Ukraine «On National Police», which in Art. 2 stated that one of the
main tasks of the police was to provide police services in the field of protection of human
rights and freedoms, as well as the interests of society and the state. Section II «Principles of
police activity» of the said law lists the basic principles that govern the police in its activities,
namely:

- Rule of Law. Man, his rights and freedoms are recognized as the highest values and
determine the content and orientation of the state.

- respect for human rights and freedoms. The police ensure the observance of human
rights and freedoms, which are regulated by the legislation of Ukraine, and restricts human
rights and freedoms when urgently needed and to the extent necessary for police tasks.

- legality. The police shall act solely on the basis, within the limits of their authority and
in the manner specified by the legislation of Ukraine.

- Openness and transparency. The police ensure that public authorities and the public
are kept informed of their activities in the field of protection and protection of human rights
and freedoms, combating crime, ensuring public safety and order.

- Political neutrality. The police protect human rights and freedoms regardless of
political beliefs and party affiliation.

- Interaction with the community on the basis of partnership. The activities of the police
are carried out in close cooperation and interaction with the public on the basis of partnerships
and aimed at meeting their needs.

- Continuity. The police ensure the continuous and round-the-clock fulfillment of their
tasks [6, Art. 2, Art. 6-12].

We agree with the opinion of Kolodii A.M. and Oliinyk A.Iu., that police activity has an
external and internal side. External aspect — ensuring the realization of a person's rights is
characterized by the fact that the police: a) perform their tasks impartially, in exact accordance
with the law; b) respects the dignity of the person and shows a humane attitude towards him; c)
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protect human and citizen's rights regardless of origin, property and other status, race and
nationality, citizenship, age, language and education, attitude to religion, gender, political and
other beliefs; d) do not disclose information concerning a person's personal life, degrades his /
her honor and dignity, unless his / her duties require otherwise; ¢) temporarily, within the limits
of the current legislation, restrict the rights and freedoms of a person, if it is not possible to
perform the duties assigned to him / her without this; e) ensure the right to protection and other
legal rights of arrested and detained; g) create conditions for the exercise of rights, protects and
defends the person from the offense, take all measures envisaged by law to restore the violated
right. The internal side of the activity is characterized by the fact that the police: a) within the
limits of their tasks and functions, their competence performs their duties; b) apply lawful
measures of physical influence, special means and firearms; c) use legal and organizational
forms and methods while ensuring human and citizen's rights; d) its employees should not
violate the laws, rights and freedoms of the person [7, p. 293].

For police officers who carry out analytical work, it is extremely important to comply with
the Law of Ukraine «On Personal Data Protection», which regulates legal relations related to the
protection and processing of personal data, and is aimed at protecting fundamental rights and
freedoms of individuals and citizens, in particular the right to privacy interference with the
processing of personal data and extends to the processing of personal data, which is carried out
wholly or in part by the use of automated means, as well as to the processing of personal data
personal data contained in the file or intended to be included in the file, using non-automated means.

In Art. 7 of the mentioned law there are specific requirements for the processing of
personal data, which are required by paragraph 1, which prohibits the processing of personal
data on racial or ethnic origin, political, religious or ideological beliefs, membership in political
parties and trade unions, sentencing to criminal penalties, as well as health, sexual, biometric or
genetic data. However, personal data may be processed in accordance with paragraph 2 of the
mentioned article, concerning the court's judgments, execution of tasks of operative-
investigative or counter-intelligence activity, counter-terrorism and carried out by a state body
within the limits of its powers defined by law [12].

Basic human rights norms are set out in international legal documents and standards
such as the International Covenant on Civil and Political Rights [8] and the Council of Europe
Convention on the Protection of Human Rights and Fundamental Freedoms [9]. Within which,
one of the main responsibilities of the police is to protect citizens from actions that threaten
their rights as a human being and the enforcement of these rights by law enforcement agencies.

In Ukraine, the implementation of a model of intelligence-led policing is actively
addressed by international institutions as:

- European Union Advisory Mission (EUAM), which sent a letter No. 2017-EUAM-0062 to
the Ministry of Internal Affairs of Ukraine on January 20, 2017, which contained: 1. Report on
needs for the implementation of intelligence-led policing; 2. Schedule of support for implementation
of the model of intelligence-led policing; 3. The EUAM vision of the requirements and expectations
for candidates for training and study trips. In addition, international scientific events are conducted
under the aegis of the EUAM, and a number of educational, practical, methodological and scientific
materials have been released, which are devoted to the implementation of criminal analysis in the
law enforcement activities of Ukraine.

- the Strategic Affairs Unit of the Organization for Security and Cooperation in Europe
(OSCE) Transnational Threats Transnational Threats Unit, which in June 2017 issued an
OSCE Handbook on Police Based on Operational Data and Information, as well as other
regional training materials trainings on the subject.

In their teaching materials and during trainings, the EUAM and the OSCE constantly
focus on respect for human rights and freedoms in intelligence-led policing, and cite specific
international best practices. For example, at the OSCE event on December 12-13, 2019 in
Kyiv, «Implementing proactive, operational-based and information-based approaches to the
prosecution of transnational organized crime groups» gave an example of ethnic profiling
(police activity against persons based on them) on stereotypical, broad, and unqualified
assumptions regarding nationality, ethnicity, or religion) is discriminatory, and has proven to
be an ineffective measure since it can be easily circumvented and, that criminal groups may
avoid detection, picking up people who do not meet the predefined «profiles» signs.
Alternative legal profiling methods based on specific evidence of criminal behavior rather than
discriminatory assumptions can be used as a more effective tool in policing [10, p. 24].

According to Art. 17 of the International Covenant on Civil and Political Rights, no
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person shall be subjected to arbitrary or unlawful interference with his or her personal and
family life, arbitrary or unlawful encroachments on the integrity of his home or the secrecy of
his correspondence or unlawful encroachments on his honor and reputation, and everyone has
the right to protect the law against such interference or encroachment [8].

In order to ensure that intelligence-led policing are in line with international human
rights standards and to avoid adversely affecting human rights, a number of fundamental
principles must be observed when designing and implementing such activities at the national
level [11, p. 57-59]:

- The legal, administrative and institutional framework for the implementation of
intelligence-led policing. ILP must be based on clear and precise legal provisions that will set
out the conditions in which they are to be implemented and ensure that they do not jeopardize
human rights. In addition, police officers involved in intelligence-led policing should be
properly trained in applying these laws, methods and rules in accordance with national and
international human rights standards.

- Legality, necessity and proportionality of limitations of human rights. Such as the
prohibition of torture and certain elements of the right to a fair trial, are absolute and cannot be
restricted in all circumstances, international human rights treaties allow restrictions to be
placed on certain rights, but only within clearly defined parameters (such as freedom of
movement, right to privacy, freedom of expression, assembly, freedom to profess one's
religion). Accordingly, interventions related to the conduct of police activities aimed at
obtaining intelligence are only permissible when they are required by law and necessary in a
democratic society for the legitimate purpose specifically mentioned in relevant international
human rights standards and proportionate to this goal: that is, the law is the rule, restraint
should remain the exception, and interference should always be the least intrusive means of
achieving the goal.

- Equality, non-discrimination and tolerance. Ensuring everyone's human rights without
discrimination on any grounds, such as race, color, gender, language, religion, political or other
beliefs, national or social origin, property status, birth or other status. The protection of
equality before the law and the prohibition of discrimination are the main responsibilities of the
police in a democratic society. Therefore, when collecting, processing and analyzing
information and intelligence, law enforcement agencies should, for example, refrain from
discriminating. Similarly, when it comes to decision-making on the basis of operational data
and information, police officers should exercise due care to avoid unduly harsh action on
specific communities that could lead to discrimination. Particular attention should also be paid
to the different impact of strategic decisions in the field of analytics-driven policing on women
and men. Therefore, diversity and gender should be mainstreamed into police activities aimed
at obtaining intelligence, which should be regularly reviewed for any discriminatory influence
they may have on women and men or on specific communities.

- Effective remedies, oversight and accountability. International human rights standards
provide for the right of every person whose rights or freedoms are violated to effective
remedies by a competent judicial, administrative or legislative body. Because intelligence-led
police activities can lead to potentially excessive human rights interventions, effective and
affordable remedies for human rights violations that may result from these activities are
important. In addition, to ensure that proper internal and external oversight mechanisms are in
place to ensure the accountability of agencies and individual law enforcement agencies
involved in intelligence-led policing. Such mechanisms may include control and oversight of
executive bodies, legislative oversight committees, and independent external oversight and
complaint mechanisms that enable individuals to obtain protection to ensure appropriate
safeguards against abuse in the use of intelligence-led policing [10, p. 25].

Conclusions. Thus, the National Police of Ukraine has today adopted a modern
management model for decisions on reasonable allocation of resources, taking into account the
directions and spheres of activity of serial crimes and organized criminal groups, which
involves the incorporation of intelligence analytical function in the overall Ukrainian law
enforcement system. In this process, a new sphere of interaction between police officers and
the public is formed on the basis of intelligence-led policing, which has a number of features,
including in matters of respect for fundamental rights and freedoms of man and citizen, as the
collection of data and information, as well as their processing, analysis and joint use, are
integral elements of intelligence-led policing. Clear observance of human rights and freedoms
is essential to ensure the short and long term effectiveness of the National Police. Law
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enforcement activities that are abused and / or neglected are human rights that are
counterproductive and ineffective in the long run, as they significantly undermine public
confidence in the police. Therefore it is important that the various operational methods of
gathering information, which represent different degrees of interference with human rights,
have effective control by the judicial or other independent bodies, which are requested by
police to seek appropriate action.
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Summary

In the article the basic national and international norms and principles are examined, which are used
by police officers in conducting intelligence-led policing to ensure the standards of human and citizen rights
and freedoms. It is noted that criminal analysis, being a specific type of information and analytical activity of
the police, forms a new sphere of interaction of police officers with the society on the basis of analytical
intelligence, which has a number of features, including in matters of respect for fundamental rights and
freedoms of man and citizen. It is concluded that the violation of human rights and freedoms in the model of
police intelligence-led intelligence is counterproductive and ineffective in the long run, since it undermines
citizens' trust in the police, so it is important that different operational methods of collecting information that
interfere with human rights should have effective scrutiny by the judicial or other independent bodies to
which police officers seek prior permission to carry out these activities.

Keywords: human and citizen's rights and freedoms, criminal analysis, analytical intelligence.
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LEGAL REQUIREMENTS FOR THE PURCHASE, STORAGE
AND WEARING OF WEAPONS IN UKRAINE

JAmutpo Kasnauee, Imutpo Mycaeasin. IPABOBI BUMOI'M I1OAO0 INPUJIBAHHS,
3BEPITAHHSI TA HOCIHHS 3BPOi B YKPAVHI. 3xificHero anami3 BimomMumx HOPMaTHBHO-
MIPaBOBHX aKTIB, IO PETJIAMEHTYIOTH MOPSAOK MPUIOaHHs, 30epiraHHs Ta MpojaKy BOTHENaIbHOI 30pol
rpomMaasHaM YKpaiHu, sKi JTileH31iHI BUMOTY iCHYIOTh B YKpaiHi 1010 TOKYIIKH, 30epiranHs Ta mpoja-
Ky BOTHeNaJbHOI 30poi (isnuHuM ocobaMm 1 opraHizawisM, BiIIOBIAHICTE IX cydacHUM peamism. [Iposo-
JIUTHCS] PETPOCTIEKTHBHUM aHaJi3 IOJ0 HAaBYAHHSA BOTHEBOI MIArOTOBKH KAaHAWAATIB HA NPUAOAHHS BOT-
HemaneHOi 30poi 3a yaciB Pagsacekoro Coro3y Ta B cyyacHiil Ykpaini. Po3risgaroTecst npaBoBi BUMOTH,
B TOMY YHCIIi BiKOBi TEpPMiHH 1 IapamMeTpH HaBYaHH:, BOJOAIHHS Ta KOPHCTYBaHHS 30po€ro, curyarii,
IIpaBa, yMOBH Ta Ii/ICTABH 32 SKUX TPOMAJISTHA YKpaiHU MOXYTb IPHI0aTH y BIIacCHE KOPUCTYBaHHS Hapi-
3Hy BOTHemaibHy 30poro. OcobmuBa yBara mpuaijieHa IPOBEACHHIO CIIEIiaJbHOTO HAaBYaHHS HABHYKAM
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