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BASICS OF PREVENTING THE ECONOMIC CRIMES
DURING A FORENSIC-AUDIT

Harauis IIporomonoBa, €prenisi KoBainenko-MapuenkoBa, bimkaii Kymap Kanpes.
OCHOBHU 3ANIOBIT'AHHSI EKOHOMIYHUM 3JIOYUHAM IIJJ YAC ®OPEH3IK-AYJIUTY.
B yMoBax rino0aibHOro NmoriavHaHHA Oi3Hecy B (hiHAHCOBHX MaxiHaNisfX Ta MIAXpaiCTBaX aKTyaJIbHININM
cTa€ BUKOpPHUCTaHHS (OPEH3IKy Ha MiANPUEMCTBAaX. B cTaTTi pO3IIAHYTO MOHATTA «(POPEH3IK», METOIU
Horo mpoBeAeHHsS Ta INpHU3HA4YeHHs 3arayioM. BU3HAaueHO mepeBard Ta HEMONIKH, INPOAHATiI30BAHO
HEOoOXiHICTh (HOpPEH3IK-ayIUTy SK 3aca]l 3amo0iraHHs €KOHOMIYHHUM 3JI0YMHAM. Y CTAaTTi BU3HAYCHO
MOHATTA  «(DOPEH3IK-ayAuT» SK BAXJIMBHHM aCIeKT 3amo0iraHHs eKOHOMIYHHM 3J10YMHAM Ha
mianpueMcTBax. 3a HeoOXimHOCTI (axiBLi PO3pOOIAIOTH 1 BIPOBAIKYIOTh Ha MIAMPUEMCTBI porpamy
0OpOTHOH 13 IaXpalCTBOM, sIKa BKIIIOYA€E €JIEMEHTH 3a100iraHHs, BUSBICHHS Ta pearyBaHHS.

ABTOpamMH po3risHyTO Hporec Gopensik-ayauty. Moro mponeaypa— e KOMIUIEKCHA MepeBipKa
BCIX MiAPO3JUIIB KOMITaHii. AJle adTOPUTM Ii€i MepeBIpKU MOXKE BIIPI3HATHUCS 3aJEXKHO BiJ IiIeH, s
nsKif BoHA mpamtoe. Takox (hOpeH3iK-ayAUTOpH BHBYAIOTH ITOKA3HHKU NMPHUOYTKOBOCTI MiANPHEMCTBA,
HOro JIKBIOHICTH, HAsBHICTH KPEIUTOPCHKOi 3aboproBaHoCTi, OOpriB 3i cmiath mHoAatkiB abo
po3paxyHKiB 3 mepcoHaioM. KpiM Toro, 3a JOMOMOrOI0 CHEI[ialbHUX METOJIB 3IHCHIOETHCS aHai3
CTPYKTYpH KOMIIaHII Ta pU3HUKHU 100 BiIMIBAHHS I'POIIEH, ajpke Iie JOTIOMOXE BHSBUTU BPa3JIMBI MiCIIs
B TOCIIOIAPCHKIM AIsITBHOCTI Ta 3a0J0KYBaTH iX. 3a3HaUeHO, 10 (OPEH3IK- ayJUT IPOBOAUTHCS HE TUIBKH
IpU TiJ03pi Ha PO3KpajaHHSA KOIITIB Ha mHianpueMcrsi. LI mpomemypa € CBOEpiTHHUM TecTOM Ha
e(eKTUBHICTH KOMaH/[X T4 BHYTPIIIHIX Oi3HEC-TPOIIECiB y Hill.

3po0IieHO BHCHOBOK, 110 ayIHT SIK HIKOJIM HEOOXITHUI KOXKHOMY MIATIPHEMIIIO, SIKMI TIparHe 10
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e(eKTHBHOTO BEJICHHS CBOro Oi3HECy Ta 3aXMCTy IHTEJNEKTYaJIbHOI BIacHOCTi. | 3BifcM came BYacHe
MPOBEJICHHS TaKOi €KCIEePTU3U SIK OCHOBH 3aM00IraHHs €KOHOMIYHUM 3JI0YMHAM JIO3BOJHTH BIACHUKAM
KOMIIaHi} MiHIMi3yBaTn (piHAHCOBI BTPATU Ta 3aXUCTHUTH CBOIO JIJIOBY PEyTaIlilo.

Knrouosi cnosa: ¢hopensix, popensik-ayoum, waxpaucmeo, eKoHoMiuna — 0Oesnexa,
nionpuemcmeo, 06izHec, pe3yibmamu ayoumy, epowosi NOMoKu, QiHAHCO8I pe3ynbmamu, IACHUK,
KOMNAwis, 30umxu, egpexmugHicme.

Relevance of the study. The question of economic security of the company remains
relevant for every entrepreneur. After all, the desire to have a successful and efficient business
is above all else. Nowadays, the owners are constantly trying to stay afloat. They make
business plans, monitor the market, attract specialists, try to control the work process. But it is
simply impossible to cover everything and that too 24/7. Therefore, it is more appropriate
than ever to involve forensic experts.

Recent publications review. The word «forensic» literally translates as «before the
forum» originates from the times of Ancient Rome, where there was a tradition of presenting
disputes or crimes before a large audience — the forum. Both the criminal and the accused had
to argue their position, and the most convincing one won. In English-speaking countries, the
term «forensics» is often used as a synonym for criminology — the science of investigating
crimes. Therefore, it is not surprising that there are many definitions of this concept, and
scientists who considered it from different sides.

The research paper’s objective is to define the concept of «forensics» as an
important aspect of preventing economic crimes at the enterprises.

Discussion. In Ukraine, the concept of «forensics» is a new and little-known
phenomenon, unfortunately. After all, this innovative business tool can help shed light on the
real picture of the company’s work. Corruption, fraud, raider attacks, attacks on intellectual
property, computer crimes — this is far from a complete list of threats that companies have to
face every day in the process of carrying out their activities. According to various estimates,
the most common crime that companies suffer from is misappropriation of property [7].

Forensics is an independent service, although it is considered as one of the forms of
control. By definition, the authors consider forensics as:

— activity on settlement of disputed issues;

— analysis and consideration of high-risk transactions;

— activity that examines and analyzes the actions of the organization and individual
employees that contradict laws and other regulatory acts;

— investigation of the actions of the company’s top management [8].

The only thing that is not taken into account by the authors is the fact that the main
direction of forensics is the detection of all types of fraudulent activities.

Forensics is a form of expert research that is conducted at the invitation of managers,
investors, and shareholders in order to uncover fraud and identify organizational risks [1].

Forensics is a so-called company scan. Its activities, internal processes, financial
results, absolutely everything. The main goal of forensics is to ensure the security of the
company. So that all assets, resources are used exclusively for their purpose and under the
control of the owner.

There are methods of combating corporate fraud. One of which is WBS (whistle
blowing system — feedback system). Which, in turn, is considered one of the most effective.
Forensics helps resolve corporate disputes between shareholders/partners. Forensics allows:

— resolve the situation in the order of pre-trial regulation — mediation (though not
always) and with minimal damage to one’s own interests;

— increase business efficiency;

— ensure investment security;

— to collect the evidence base for legal disputes.

For this, special methods of information collection are used. That is:

— various types of complex inspections of all business units;

— forensic check-express-diagnosis of business for fraud (fraud) within the enterprise;

— OSINT and HUMINT - special methods of collecting and obtaining information
(both directly from people and from other sources).

Moreover, forensic experts can use their own methods depending on the situation of a
specific company.

The question arises whether there are negative effects from using this procedure [3].
Of course, everyone can find their «underwater» sides here, but in any case, after conducting
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forensics, the owners have a great opportunity to check the professional competence of the
company’s managers or identify unscrupulous entities. One way or another, forensics gives an
impetus to the further work of the enterprise.

It is possible to point out a number of issues that make the need for a forensic audit

clear:

—employees are 100 % satisfied with their salary?

—employees are 100 % satisfied with their financial situation?

— employees Do they already have everything they have been striving for since
childhood?

Experts believe that if you answer «no» to these questions, the probability of fraud at
the enterprise is 50 % [4]:

— is there an approved plan for responding to fraudulent actions?

— are there resources for an independent investigation?

— have the necessary means of evidence of financial fraud been developed?

— has a system been developed for collecting electronic and documentary evidence of
financial fraud?

— were the facts of fraud discovered in the last year?

If the answer is still «no» to the previous questions, there is a 100 % probability that
the company will be stolen.

If necessary, specialists develop and implement an anti-fraud program for the
enterprise, which includes elements of prevention, detection and response.

Let’s consider the process of conducting an investigation. The forensics procedure is a
comprehensive check of all company departments. But the algorithm of this check may differ
depending on the purposes for which it is initiated. Other factors also have an impact, for
example, the size of the company or the industry in which it operates.

But in any case, the first thing that forensic experts pay attention to is:

— completeness and reliability of the company’s financial statements;

— the level of internal control systems in the company;

— the presence of corporate regulations and policies, for example, procurement policies
and the granting of discounts by the commercial department of the company;

— the presence of a conflict of interests in the company, for example, a combination of
job duties;

- audit findings for past years [2].

Forensic experts also study the company’s profitability indicators, its liquidity, the
presence of payables, debts for tax payments or settlements with personnel. In addition, with
the help of special methods, an analysis of the company’s structure is carried out for the risk of
money laundering — this will help to identify vulnerabilities in the business and block them. Or
go after fraudsters, if the fact of theft is still confirmed.

In parallel with the verification of the documentation, the HUMINT (Human source
intelligence) procedure is carried out — an operational survey of the personnel. It is of different
types and can cover both the entire staff, including top management, and individual employees.

It is important to note that forensics is conducted not only when there is suspicion of
theft of funds in the company. This procedure is a kind of test for the effectiveness of the team
and internal business processes in the company. A convenient opportunity to assess how well
the business is working and what risks are present or may arise in the future [11].

The work of forensic scientists is directly related to solving crimes and finding the
culprit, forensic scientists often conduct operational and investigative activities. They conduct
full-scale interrogations and often look for perpetrators. But only intellectual knowledge of
accounting, finance, jurisprudence, analytical potential and the ability to notice details are used
to search for evidence and form an evidence base, because it is often in them that the thread of
a fraudulent scheme is hidden. Therefore, the work teams of forensic scientists often include:
accountants, auditors, lawyers, analysts, former law enforcement officers. For all its focus on
investigating crimes, forensics is not only about fraud. It can also be used to solve other
problems:

— to conduct corporate intelligence;

— conduct a feasibility study of startups;

— check the trustworthiness of business partners, counterparties and other legal entities
and individuals;

— to collect the evidence base for forensic or forensic examination, because the
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presence of forensic examination increases the chances in Ukrainian courts.

Forensics in the world is a serious direction that unites specialists in specific
organizations. For example, ACFE (Association of Certified Fraud Examiners) is an
international association of certified fraud investigation specialists. They develop rules for
conducting investigations, codes of conduct, etc. Annual reviews by types of internal
investigations are also published [5].

Based on the results of the discussion, a number of recommendations were identified
that will be useful in the investigation of fraud:

— you need to know your counterparty and competitor;

— bypass the fictitious director;

— the counterparty’s criminal case — the owner’s case;

— use of attorney investigations as a format of evidence;

— procedures and control, control and procedures [9].

In particular, it is worth gathering as much information as possible about competitors
and counterparties, especially in the case of a criminal case investigation involving the latter,
paying close attention to the fact of the presence of a fictitious director, etc.

The main areas of internal investigations include:

— anti-corruption investigations;

— investigation into projects funded by international development institutes;

— investigation of cases of corporate fraud;

— investigation of violations of internal policies, labor discipline.

Every two years since 2009, the PWC company publishes the results of research on
the sources of fraud in Ukraine, economic crimes and fraud.

101 representatives of various Ukrainian organizations, both private and public sector,
took part in the 2018 survey. Ukraine took sixth place in the ranking of countries with the
largest number of economic crimes [2]. According to the results of the survey, the following
data were established [7]:

— 48 % of organizations suffered from economic crimes and fraud during the last two
years;

— 56 % of all cases of fraud were committed by employees of organizations;

— 73 % of respondents indicated bribery and corruption as the most significant
economic crime;

— 14 % of fraud cases were discovered accidentally. According to the results of the
survey, the following data were established [7]:

— 48 % of organizations suffered from economic crimes and fraud during the last two
years;

— 56 % of all cases of fraud were committed by employees of organizations;

— 73 % of respondents indicated bribery and corruption as the most significant
economic crime;

— 14 % of fraud cases were discovered accidentally.

Bribery and corruption (73 %) is the leader among the economic crimes that have
affected organizations over the past two years, the top 5 also include: misappropriation of
property (46 %), fraud in procurement (33 %), fraud in personnel management (33 %) and
cybercrime (31 %). 31 % of respondents noted that the losses suffered by their organization
from the most significant fraud cases amount to more than $100,000. USA, while 12 % of them
reported losses of USD 1 million. USA up to 50 million dollars USA [6].

The consequences of fraud are not only financial. Ukrainian organizations note that their
reputation/brand (50 %), relations with business partners (42 %) and interaction with regulators (38
%) were most affected by economic crimes and fraud.

58 % of Ukrainian organizations noted the deterioration of professional ethics and
behavior of employees as a result of the most significant cases of fraud.

The survey revealed a significant increase in cases of fraud in Ukrainian organizations
committed by employees (from 28 % in 2016 to 56 % in 2018), among which the share of
fraud committed by senior management also increased significantly (from 27% in 2016 to 55
% in 2018 year) [10].

Also, Ukrainian respondents noted that 67% of third parties committing fraud are
individuals and legal entities close to the organization: agents, suppliers, and clients.

Despite the increase in spending on the fight against economic crimes and fraud, many
Ukrainian organizations still do not engage in fraud prevention, but only react or defend
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themselves when the fact of fraud has already been committed.

Only 40 % of surveyed organizations in Ukraine conducted a general fraud risk
assessment during the last two years. One in five organizations (17 %) did not conduct a risk
assessment at all within two years [5].

And the share of organizations in Ukraine that answered that they have an official
professional ethics and compliance program decreased from 75 % to 59 %.

South Africa (62 %) and Kenya (57 %) are also among the top three countries with the
highest number of economic crimes. Next in the ranking are Canada (56 %), Mexico (51 %),
Ukraine (45 %), Great Britain (43 %), New Zealand (42 %) and Australia (40 %) [6; 9].

At the same time, PwC compiled a rating of countries where the number of economic
crimes is the lowest in the country. Thus, the top three countries with a low level of fraud
include Italy (19 %), Sweden (19 %) and Singapore (18 %). It was followed by India,
Indonesia, Switzerland, Finland, Romania, the Netherlands, Turkey, Hong Kong and Japan.

Conclusions. It is clear from all of the above that forensics is needed more than ever
by every entrepreneur who strives for the efficient operation of his business and for the
protection of intellectual property. And from here, just in time conducting a forensic audit as a
basis for preventing economic crimes will enable company owners to minimize financial losses
and protect their business reputation.
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ABSTRACT
Concidering global absorption of business in financial manipulations and frauds, the use of
forensics at enterprises is becoming more relevant. The article examines the concept of «forensicsy, its
methods and purpose in general. Advantages and disadvantages are defined, the need for forensic audit as
a basis for preventing economic crimes is analyzed.
Keywords: forensics, forensic audit, fraud, economic security, enterprise, business, audit results,
cash flows, financial results, owner, company, losses, efficiency.
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