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3ATIOBITAHHS IHAXPAMCTBY B IHTEPHETI

YV HaykoBill craTTi Ha3BaHO Ta IPOAHANI30BAHO HAWOIIBII IMOLIMPEHi CrOcOOM BUMHEHHS
maxpaiictBa B [HTepHETi. ABTOp DOCTIDKy€e 3aX0M MPOTUIT TAKUM KPHMiHATEHIM TPABOTIOPYIICHHSM,
3BaXAIOUM HAa icHyroui migposmimu y ckmani HamiomansHol momimii Ta dWmMHHE 3aKOHOABCTBO. Y
JIOCTKeHHI HaBeAeHO OQilliifHi CTATHUCTUYHI JdaHi, MO HANAIOTh MOXJMBICTH CAMOCTIMHO NidTH
BHCHOBKY TpO €()eKTHBHICTh HASBHMX 3axOMiB MPOTHAii ImaxpaifcTBy B IHTepHeTi Ta HEoOXimHICTH
BU3HAYEHHS iHIIMX CTPATEriYHUX HANPSMIB HOTO MOIEPEKEHHSI.

Knrouogi cnosa: waxpaiicmeo, 3anobizanns, npomuodis, lnmeprem, 3axoou.

MocranoBka mnpoGsiemu. [HTepHET cbOromHi € HalbiIBmO iH(pOPMAaLiifHO-
TENIEKOMYHIKaliifHOI0 CHUCTEMOI0, OCKLIbKM BMilllye iH(OpMalilo pi3HUX pIiBHIB i1 3 pi3HHX
rajgy3eil 3HaHb, CTBOPIOE MOMJIMBICTb /151 BHMHMKHEHHA JOrOBIpHMX 3000B’s3aHb,
NpaneBJIaliTyBaHHs, HalaHHS MOCIyT a00 BUKOHAHHA poOiT Tomo. He3Bakaroun Ha Te, 1O LS
Mepe)ka Mae CUCTEMH 3aXMCTY Bill HENPaBOMIpHUX Aili 3 60Ky NpaBOMOPYIIHKKIB, BOHA BCE IE
3IMINAETHCS BPA3NMBOIO | MOTpedye BKUTTSA 3aXONiB BIANOBITHUMHU CyO’€KTaMu s
3ano0iraHHs KpUMiHAJILHUM MPABOTIOPYIIEHHAM.

CrarucTuuHi JaHi BuMangkiB ImaxpaiictBa B IHTepHeTi (opmyroTbes sK Ha
MiDKHApOOHOMY, TaK 1 HallilOHANbHOMY piBHAX. Tak, HEMIOAAaBHO BIAMOBIOHI 3BiTH
onpumonHuia denepanbHa Topropa komicis Crnonydenux lllrariB Amepuku (mani — CIIA),
3a3HauyMBIIY, 1110 y 2021 poui maxpai BKpajii y KOPUCTYBaviB CoOLiaibHUX Mepex Maibke $770
MJIH. Y 3arajbHiii KiJIbKOCTI >KepTBaMH MNPABOMOPYIIHHUKIB crano 95 muH mopeit. Takox
JOpeYHOo 3ayBaxxuTH, o y 2020 poui maxpalicbkuMH HisiMU OyJO CIPUYMHEHO IIKOLY Ha
$258 muH, wo 3HaYHO MeHIie mopiBHAHO 3 2020 pokom [1]. Lle cBimuuTh Mpo HeraTHBHY
JUHAMIKy IaxpaiictBa y CBITi. Y 3B’S3Ky 3 THM, LIO TPOMAaisHM YKpaiHM € aKTUBHUMHU
KOpHCTYBauaMH COLIaJIbHUX MEpeX i B3araji [HTepHeTy, MOXHA CIPOrHO3yBaTH HMOBIpHICTh
CTaTH KepTBOIO IaxpaiicTBa. Hapasi maxpaiictBo B IHTepHeTi € rnobanbHOI0 NpodsieMolo y
KPUMIHOT€HHOMY pO3pi3i, YAM 3yMOBJIEHA HEOOXIAHICTH BXKHUTTS 3aXONiB Ui CKOPOUYEHHS
BUMAJKIB TAKOr0 MPaBONOPYIIEHHS. 3a HALliOHATLHUMY CTAaTUCTUYHUMHM JaHumu, y 2021 poui
3 BUIAJIKAMH OHJIaiH-IIaxpaiicTBa 3iTKHyNuCS Maibke 45 % yKpalHIiB, OJHAK TOPIBHIHO 3
2020 pokoMm Lieif MOKa3HUK OyB 3HAYHO MeHIUUM — 22 % [2]. AKLIEHTY€EMO yBary Ha HasiBHY
MEBHY KiJIbKICHY B3a€MO3A&XHICTb MK CBITOBUMM MOKAa3HUKaMM i HaliOHAJbHUMH, LIO
CBIMMTH MPO HEPO3PHUBHICTH CBITOBOI MEpeXki Ta THUIMOBICTh BUMAJAKIB INaxpaicTBa, KOTpi
MOXYTb MaTH Micle Oy/b-JIe y CBITi.

3anobiraHHs WaxpalicTBY B Mepexi IHTepHeT ciig posrisgatd AK KOMIUIEKC
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MPEBEHTUBHNUX i, 0 3Ai{CHIOIOTHCS BiIMOBIAHNMH Cy0’€KTaMH 3 METOIO 3aXUCTY i OXOPOHH
MpaB KOPHUCTYBayiB |HTepHETY, OfHAK, 3BaXKAIOUH Ha X IOBOJI IIMPOKHWII CMIEKTP, HEOOXiTHO
3BepTaTH yBary Ha e()eKTUBHICTH 3aXO/iB, II0 BKABAIOTHCS.

AHaJni3 my0aikauiii, B IKHX 3aM04aTKOBAHO BHPillleHHs L€l mpolsiemu. Baromuii
BHECOK Yy (hOpMyBaHHA TEOPETHMYHOrO MiAIPYHTA PO3CHifyBaHHA LIaxpalicTBa B IHTepHeTI
3po0uiM Bimomi nocnigHuky, cepen sikux: T. ABep’stHoBa, JI. Apoukep, 10. Anenin, B. baxin,
B. Bepna3, H. Knumenko, I. Korytuu, O. Konecniuenko, B.Konecuuk, B. JluceHko,
B. JlykameBuy, €. JIlyk’sHunkoB, I'. Haaropawuii, FO. Opno, M. Iloropeupkuii, 1. ®pinman,
JI. Vnanosa, II. um6an, K. Yannuncekuii, C. UYepnsascbkuii, B. Illepuyk, B.IleniTbko,
B. llIukaHos, O. lllnsxos, b. llyp Ta iH.

MerToro cTatTTi € aHaJi3 3aX0/iB 3aModiraHHs maxpaicTBy B Mepexi [HTepHeT.

MMocTanoBka mpo6iemu. Y cydacHoMy iH(OpMaLiifHOMy TPOCTOpPi CbOTOIHI iCHY€
YUMaJI0 CMOCOOiB BYMHEHHS IIAXpalcTBa, a TaKOX BXHMBAIOTHCA 3aXOAW MLIOAO iOTo
3anobiranns. JXeprBamu IHTepHeT-1IaxpaiicTBa MOXKYTh CTaTW HE TiIbKW TPOMAJsSHU, ane W
IOpUONYHI 0cOOM, OpraHW JAepXKaBHOI BIagy, MICIIEBOTO CaMOBPSAYBAaHHS, MiATPHEMCTBA,
YCTaHOBM Ta opradizauii pisHux ¢opm BnacHocTi. Cepel MOLIMPEHUX CHNOCOOIB BUMHEHHA
maxpaicbKux Aili ciin Ha3BaTH PO3MOBCIOIKEHHS BiAMOBIIHUX JIUCTIB €JIEKTPOHHOIO MOIUTOHO
abo Ha caiiTax, TKUMH KOPUCTYIOThCs (i3NUHi Ta FOPUANYHI 0cO0H, iHITI cy0’€KTH ynpaBIliHHA
Tommo. CBO€yacHe BXKHTTA MEBHUX 3aXO[iB Oe3MeKH MOXYTb 3aXMCTUTH MaifHO Ta MpaBa Ha
MaifHO BiJl MPOTHIIPABHUX MOCATaHb 3 OOKY «MEPEXEBUX» 3TOUNHLIB.

OcTaHHIM 4YacoM  CIOCTEepiraeTbcsi TEHJAEHIs  YpPi3HOMaHITHEHHS  CIOCOO0IB
BipTyanbpHOTO mmaxpaiictBa. Croci6 BYMHEHHS TaKOTO KPHWMIHAIBHOTO IPAaBOTIOPYIIEHHS
BinmOWBaeThCs B iHQOPMAIIMHNX CITiIaX i € BAXIJIMBAM JDKEPEJIOM BiIOMOCTEH TIPO CYCIiIBHO
HeOe3MevyHy TOBENiHKY MPaBOMOPYIIHUKA. Y Me)XaX LbOT0 TOCIiKEHHS MW 3BEPHYJIHCS 10
TEOPETHYHUX PO3POOOK, IO PO3KPHBAIOTH TOHATTA «cmocid 3moumHy». Tak, M. IlanoB
MIPOTIOHYE TIiJ OCTAHHIM PO3YMITH «TIEBHU MOPSIIOK, METOI, TOCTITOBHICTb PYXiB i MPUITOMIB,
3aCTOCOBYBAaHMX OCOOOI0 B TPOIECi BYMHEHHS CYCHIJIBHO HEOEe3MeYHOro TMOoCsATaHHS Ha
OXOpOHIOBaHi 3aKOHOM CYCIiNbHI BiJHOCHHHM, MOENHAHUN 3 BUOIPKOBUM BHUKOPUCTAHHAM
3aco0iB BUYMHEHHS 3nmouuHy» [3]. Cnig 3ayBakuTH, IO HAayKOBELb 3BEepTae yBary Ha
BUKOPUCTaHHS 3ac00iB BUMHEHHSA 3704YMHY. Y BUMainky iHdopmauiiiHoro maxpaiicTBa a0
3ac00iB BUMHEHHS 3JIOYMHY CJiJ] BiZHOCHTH KOMIT'IOTEpHY TeXHiKy, MOOiNbHI TpHUCTpoI, a
TaKoX iHIWI MyNbTH(QYHKLIOHABHI TMPUCTPOT, 3a JOMOMOTOK SKMX MOXHA 30HpaTH,
OoTpuMyBaTH abo 3YUTYyBaTM KOHKpeTHI naHi. B. KyapsBueB mniarpumye no3uuito
NONEPeHbOr0 J0C/iJHUKA, BU3HAYAOUM CHOCIO BUMHEHHS 3JI0YUMHY SK «IEBHUH MOPSIOK,
METO/I, TIOCIIIOBHICTh PYXIB i MPUHOMIB, 3aCTOCOBYBAaHMX OCOOOIO ISl BAMHEHHS 3JI0UHHY»
[4]. ®akTHYHO MU cHOCTEpiraeMo ONHOCTANHICTb cepell JOCHIIHMKIB y PO3yMiHHI TepMiHa
«Ccrnocio» sk NeBHUH MeTOH, IHCTpYMEHTapili KOHKPETHOrO KpUMiHANbHOIO MPaBONOpPYLIEHHS.
Jns 3nificHeHHsa OinblU NOBHOIO IOCHIKEHHS OOIPYHTOBAHUM € 3BEPHEHHsS A0 TIyMauyHUX
CJIOBHUKIB, III0 PO3KPHUBAIOTH 3MICT MOHATTS «CIoci0». BoHM HamaroTh NeKijbka BU3HAYEHBb
MOHSATTS «CTOCiO», OMHAK HAHOLIBII TOTMYHUM IO NOCIIIPKEHHS € TaKe: «IEeBHA Mis, MpuiioM
abo cucTeMa TPUHOMIB, KA OA€ MOMJIMBICTH 3pOOUTH, 3MIUCHATH IO-HEOYIb, NOCATTH
qorocb» [5]. Y pO3KPUTTI MOHATTA «crmoci® 3/10YMHY» HAYKOBLAMH Ta TJIYyMaueHHI B
3araJbHOMY 3Ha4Y€HHI CJIOBHMKAMHU MO)KHA NPOCTEXUTH KOPEJSILiIo y 10ro KOHLENTyaJbHOMY
po3yminHi. [ligBomsum miICyMKH, 3ayBaXMMO, IHO CHOCI0 CIiI OTOTOXKHIOBATH 3
iHCTpyMEeHTOM a00 nNpuiioMOM Ui BHMKOHAHHA KOHKPETHUX aJrOpUTMIB, Hampukian,
3ailicHeHHs 1axpaiicTBa B IHTepHeTi. SIk Hamu yske OyJI0 3a3HaU€HO BUILE, 3ralaHe CYCIHIbHO
HeOe3ne4yHe AisHHSA Mae creuu¢iuHi crmocid Ta 3HapsAANd, a TOMY € OilbUI CKJIaTHUM Y
PO3KPHTTI Ta MonepeKeHHi.

3Bakaloud Ha IIMPOKUH CIEKTp crnoco0iB BUMHEHHA BipTyallbHOro LiaxpaiicTsa,
iCHye HEOoOXimHICTh Yy pO3MIMPEHHI NPEBEHTUBHUX 3aXOMAIB IJIsI 3aXUCTY i OXOpOHHU
KOpPHUCTYBauiB Mepei BiJ NPOTUMPAaBHUX MocsiraHb. I[IpiopureTHUM HampsiMoMm poOOTH Y
MomnepeKeHHI [axpaiicTBa B Mepexi [HTepHeT 3anuiaeTbes 3aXUCT KOH(DIASHIIMHNX NaHuX,
ajpke yepe3 OTpPUMaHHA JOCTyNy A0 KOH¢imeHUiiHOI iHpopMamii peanizyeTbcs 3Ha4YHA
KiJIbKICTh IIAXpadCbKUX CXEM, 30KpeMa, 3iHCHIOIOTHCS MPOTUNPAaBHI KPEAUTHO-TPOIIOBI
omeparii. [TepeBaykHa OUNBIIICTE IOPUANIHUX OCI0 BIKMBAIOTH 3aXOMIB UIA 3aXHUCTY TaKHUX
JaHuX, ofAHaK (i3uuHi 0coOM, Yepe3 BiACYTHICTh BiAMOBITHUX TEXHIYHMX MOXKJIMBOCTEH, Y
nepeBaXkHili OLIBIIOCTI HE MOXYTb Le 3pOOMTH i B TIOAANBIIOMY MOTEPHalOTh Bij
NpOTUNpaBHUX Ail laxpaiB. Ha Hawmy OymKy, HEoOXiJHO 3BEpHYTM YBary BiAMOBiZHUX
cy0’€KTiB, 30KpeMa, CIelialbHO YMOBHOBXEHUX MiAPO3AUIIB y cdepi NMpoTHil BUMHEHHS
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KiOep3OYMHIB Ha CTBOPEHHS MEXaHi3MiB, IO 3aXWIIain 0 KOH(ineHIiHI 1aHi TpOMasIH Bif
X BUKOpPMCTaHHS IIAXpasMH U BUMHEHHS CYCIMIJIBHO HEOe3NMeyHOTO MisHHA, OCKIIbKM He
3aBXKIM TIPOCBITHMIIbKA pPo0oTa € e(QEeKTUBHOIO uepe3 HEBHCOKHWH piBEeHb pPO3YMiHHSA
rpoMasiHaM¥ MPUHIMMIB QyHKUiIOHYBaHHS iHPOpPMALIifHOTO TPOCTOPY.

Inst Toro, mo6 edeKkTUBHO 4YOMYCh 3amo0iraTd, HEOOXiJHO He TiJIbKH PO3yMiTH
0coONMBOCTI 00’€KkTa 3amoOiraHHs, ale W OKpPeMo JMAOCHiOUTH HOro pi3HOBHIAM Ta iXHi
BiacTuBoCTi. Tak, BUAM BipTyaJbHOTo LIaXpaiicTBa € Pi3HOMaHITHUMH, OJHAK MU CIIPoOyBaiu
BHOKPEMHUTH HAWOIIbII MOLIUPEHI:

— IMIaXpaiicTBO TMPH MOKYMLi ToBapiB y mepexi [HTepHet. Takuii BUA maxpaiicTsa €
PO3MOBCIOKEHUM UYepe3 MparHeHHsA KOpHCTyBaya MpuadaTh ToBap A0OpOi AKOCTI 3a LiHOMO
HIDKYE 32 PUHKOBY, OJJHAK CXeMa 3aBEPIIYETHCS HA OTPUMaHHI Bijl MOKYIIL TepeaoraTy;

— maxpalcTBo 3 GaHKIBCBKMMH KapTaMW y BWIAAKY NMpUAOAaHHSA TOBapy B Mepexi
IarepHer. Lle cToCcyeThCcsl MOBimOMIIEHHS MOAaTKoBOi iH(opmauii mpo GaHKIBCBKY KapTKy,
nMaHWX 3 [HTepHeT-MOBiMOMIICHb, BAKOHAHHS IIEBHUX OTepalliii 3 6aHKOMAaTOM TOIIIO;

— [IaxpaicTBo 3 mporno3nuiero IHTepHeT-3apo0iTKy Ta JOMOMOTHY B MOrameHHi 6opry
M®DO;

— ImaxpaicTBO uepe3 Bipycu-mndpyBallbHUKH i caliTu-danbmmBky [6].

3a panumu Jlemapramenty kibepmomiuii HamionaneHoi momiuii VYkpainu, i3
HacelleHHAM TPOBOJATHCS IUIAHOBI KOHCYNbTAalii Ta MNPOCBITHULLKI JIEKLil 3 MNpPUBOLY
BUMHEHHS BipTyaJbHOTO IIAaxpalCcTBa, JIONAM pO3’SICHIOEThCS, SKMMH CMOCO0aMH BOHHM
MOXYTb BOEpEerTcs Bil LIbOTO MPABOIMOPYLIEHHS, OJHAK HaBeIeHa HaMH BHIIE CTaTHUCTHKA
CBiTUUTBH MPO HENOCTATHIO e()eKTUBHICTh TaKOi HisTBHOCTI. I3 IIhOTO BUTUTHBAE, IO BUPIIIEHHS
MMUTAHHS CTOCOBHO BUTOKY KOH(iTCHIIIHIX TaHNX TOTpedye mpodeciitHoro miaxomy [7].

Hemaprament kibepmorinii HamionamsHoi mominii Ykpaian 3abe3neuye pearizariiro
Jep)kaBHOI TMOMITHKK Yy cdepi O0poTbOM 3 KiOKP3IOYMHHICTIO, OpPTaHi3oBYe Ta 3MiNCHIOE
BIIMIOBIMHO 1O 3aKOHOJABCTBAa OTIEPATHBHO-PO3IIYKOBY [isSUTBHICTE B O3HAUeHil cdepi.
CrpaTeriyHIMH 3aBIaHHAMH MiAPO3IIy BU3HAIOTH (OPMYBaHHS Ta 3a0e3MeveHHs peajisamii
Jep’KaBHOI MONITHUKK LIONO TOMEPeDKEHHS Ta MPOTHAIT KPUMiHAIbHUM IMPABOMOPYILEHHSM,
IO BYMHSIOTBCS 32 JOMOMOIOI EIEKTPOHHO-O0YHCITIOBANBHIUX MAIINH (KOMIT IOTEPIB),
CHCTEM Ta KOMITIOTEPHUX MEpeX, a TaKOXK Mepex eNeKTPO3B’S3KYy MUIIXOM BHBUEHHS
MeXaHi3My iX MiIroTOBKH, BUMHEHHS ab0 MPHUXOBYBAaHHSA, a TAaKOX y4yacTh Y MOMEpEIKEHHI,
BUSBJIGHHI Ta TPUNMHEHHI KPUMiHAJbHUX MpaBOMOPYIIEHb iHIIUMH  Migpo3dinaMu
HaujionanbHoi mosinil, 1m0 He MarOTh HABMYOK Y MNPOTHUIIl KiOEp3lIOYMHHOCTI, OOHAK Y
NpPOBaKEHHI AKMX nepeOyBalOTh KpUMiHaJbHI NpPOBAaIKEHHA 30 3rajlaHuM CHocooom
BUMHEHHS [7].

o crocyeTbecs IOPUAMYHMUX OCIO, TO BOHM HOBUHHI TAaKOX B)KMBAaTH KOMILIEKC
e(peKTUBHUX 3aXOAiB y MpoTuaii InTepHeT-waxpaiictBy. Hanpuknan, i3 meToro 3abe3neyeHHs
Oesneku OaHKIBCbKMX omepauiii KommaHii HEOOXiJHO BUOKPEMMUTU KOMII'IOTepH, LU0
MICTUTUMYTh (DiHAHCOBI AaHI Ta PEKBI3UTH IOPUAMYHOI OCOOW, a AJIsI BUPIIIEHHS peIuTH
MUTaHb, 30KpeMa 3MiliCHEeHHs HEeOAaHKIBCHKMX OIepamill, BUAUIUTH iHIIYy KOMII IOTEpHY
TEXHIKy, 3 JOCTYNIOM 10 Mepexi [HTepHeT, TOOTO KOMIT'IOTepH 3arajbHOr0 KOPWUCTYBAHHS.
Kpim nporo, 3a yMOBM BHBEIEHHS KOMII'IOTepa 3 MarepialibHO-TeXHIUHOI 0a3y 1opuan4YHOL
ocobu, ciix mam’aTaTi PO HEOOXIAHICTb CTBOPEHHS pe3epBHOI Komii HasBHOI iH(opmauii Ta
OUMLLIEHHS )KOPCTKOIr0 AUCKY TOLLO [8].

Ha okpemy yBary 3acnyroBye Toil (akT, 110 OaHKIBCbKi YCTAaHOBU HE HaACUJIAIOTh
EJNIEKTPOHHMX JIMCTIB a00 TEKCTOBMX TMOBiNOMIIEHb i3 NPOXaHH]IM Hagatu iH(opmMaLio
KOH(DIAEHUIIHOrO XapakTepy, KOTpPYy HE MOXKHa MOBIJIOMJISITH HaBiThb omeparopy OaHky. [lo
TOTO JK palliOHAILHOIO € JyMKa, IO 3a HasBHOCTI CYMHIBIB y mepenaui meBHOI iH(popmaril
0aHKIBCbKili ycTaHOBI HEOOXiIHO 3BepHYTHCs Oe3mnocepenHbo N0 (axiBLiB BiiuineHHs abo
odicy KOHKpeTHOro 0aHKy, 110 B MOJAJIbLIOMY MOMKE 3amoOirTM BUYMHEHHIO KPUMiHAJIbHOIO
MpaBOMOPYIIEHHS waxpasMu. CTOCOBHO AiSUIBHOCTI IOPUAMYHUX OCI0 3ayBa)KMMO, IO 3POCTAE
KiJIbKICTb €JIeKTPOHHUX JIMCTIB, KOTPi HAAXOJATh KOMMAHIsAM HIOWTO Bin moctadanbHUKIB. Ha
KLITAJIT [IaxpaicbkuX OAHKIBCHKMX ENEKTPOHHMX JIMCTIB, LI ENEKTPOHHI JIMCTH MOXYThb
BUTIIAIATA 3aKOHHWMHU, ajie¢ MiCTUTH BUMOTH II0A0 KoH(DineHmiiHOT (iHaHCOBOT iHpOpMaIii.
SAxmio oTpyMaHO TaKWii JIMCT i3 TPOXAaHHSAM HaJaTH KoH(ineHuiltHy QinaHCcOBY iH(popMarito
(HaBiTh Ty, LIO MOXKE BUMIIAAATU Tak, HiOM BOHA Haiiiiluia Bin GaHKy YW MOCTayalbHUKA),
iCHye HEeOOXimHICTh y 31i/iCHEHHI MepeBipKH JOCTOBIPHOCTI aHOTO 3anuTy [8].

[NommpenuMu cxeMamMu BMIAAKiB BipTyaJbHOro lIaxpaiicTBa € OTPUMaHHA
NpaBONOPYIIHUKAMU TMAapoJiB Ta KOAIB ANA JOCTYMmy A0 OaHKIBCBKUX AaHUX KOHKPETHOI
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ocobu. Tak, TpomMaiasiHM TMOBHMHHI PO3YMITH, IO B TEPEBaXKHiH OUIBIIOCTI MOMEpemKeHHS
BHMAJKIB IaxpaiicTBa B [HTepHETI 3aIe)KUTh caMe Bill HUX, aJpke JOCHTh YacTO KOPUCTyBadi
caMi TOBiIOMJISIIOTH MApoJi, KOTPi B MPUHLMTI HE € CKIagHUMK Ui po3mizHaBaHHS. Cepen
MOMIMPEHNX TOpaa: peryssipHa 3MiHa MapojiB A Kpamloro 3axXHCTy, 3 BHKOPWUCTAHHAM
KOMOiHaLIT JTiTep, uMdp i cneuialbHIX CUMBOJIIB, KOJIX 1ie MOXKIUBO [8].

Cepiio3HOI0 Mpo0IeMO0 B Mepexi ocTaHHIM YacoM ctaB Qimmur. Ciin 3a3HauuTH,
mo 80 % KpuMiHaJbHUX NPOBAKEHb CHOTOIHI 3aPEECTPOBAHO B TEPUTOPiaJbHUX OpraHax
HauionanbHoi  moniuii  3a  (akToM BUMHEHHA KPHMiHAJIBHOTO  MPaBONOPYLIEHHS,
nependaveHoro 4. 3 ct. 190 KpuminanbHoro konekcy Ykpainu (nani — KK Ykpaiun).

@DimMHroOBi eNIeKTPOHHI JMCTH MpPU3HAYEHi A TOro, o6 KOpUCTyBay MepeilloB 3a
MOCUJIaHHAM, HaZaHUM B €JEKTPOHHOMY JIMCTi, U MiATBEpIKeHHS abo 3MiHM CBOTO
obnikoBoro 3ammucy. YacTto mocuiaHHA B €JEKTPOHHOMY JIMCTI € CrocoOoM sl miaxpais
BCTAHOBUTH HeOe3MedyHe TporpaMHe 3a0e3ledeHHs Ha KOMITIOTep abo TpHCTpii, Imo
BHUKOPHMCTOBY€ETBCA IS JOCTYTY A0 enekTpoHHoT nowtH [9]. Lo mkimmBy nmporpamy MokHa
BUKOPHUCTOBYBATH MJisi OTPUMaHHA ocobOucToi iHdopMmarii i, BiAMOBiAHO, HOCTYyImy MO
0aHKIBCHKMX HaHWUX [y 3HATTA TPOIIOBUMX KowTiB. 3a napyre miBpiuus 2022 poky
JIHINpOBCHKUM paliOHHKMM YTPaBJIiHHIM TOJILiT OyJI0 HanmpaBJIeHO 10 Cyay 26 0OBMHYBaIbHUX
aKTiB 32 ()aKTOM BYMHEHHSI KPUMiHAIBLHOTO MPaBoNopyLieHHs, nepenbaueHoro 4. 3 cr. 190 KK
VkpaiHu, CKO€HOro 3a jJomoMororo  (imuHroBux mocunanb. Lle  cBimuuTh 1po
PO3MOBCIOMKEHHS cepell axpaiB Takoro crnocoby Ta HeoOXigHICTh GopMyBaHHS y IpoMansH
OiNbII BiNMOBiOAJBHOTO CTABJIEHHS 10 MEpPeXody 3a MOCHIAHHAMM, IO HAIXOAAThH iM Ha
eJIEKTPOHHY TTOITY a00 3’ ABJISIOTHCS Ha pi3HMX BeO-caiitax [10].

Cepen TpeBeHTWBHHX KpPOKIiB om0 mraxpaiictBa ¢axiBui y cdepi kibepOesmexn
BBAKAIOTh BCTAHOBJNEHHS AHTHBIPYCHOTO NpOrpaMHOro 3alesmedeHHs. Koro HeoGXimHO
CHCTEeMaTHYHO OHOBJIOBATHM Ta 3alycKaTH sl TOTo, MO0 3amobirTH  «3apaKeHHFO)
KoMIT'totepa. Sk 3amobiraHHs BHIMAamKkaMm [IaxpaicTBa KOPHUCHUM BW3HAETHCA TAKOXK
BCTAHOBJICHHS CTIELiaJTbHOTO MPOTPaMHOTo 3abe3neyeHHs A 3aXUCTY Bill CllaMy: Takoro, IIo
JorioMarae 3amo0irTd HaJXODKEHHIO CllaMy Ta HEMOTpiOHMX JIMCTIB y manky «Bximai» i
JONATKOBO 3axWIIae Bif (ilIMHIOBUX JUCTIB; OpaHaMayepa, WO crpuse y 3amobiraHHi
HECaHKIL[IOHOBAaHOMY [IIOCTYNy JO KOMIT'IOTepa 4epe3 BipycH Ta IUKiAJIMBE MporpamHe
3a0e3nevyeHHs; aHTULINUTYHCBKOTO MPOrpaMHoOro 3a0e3neveHHs, KoTpe 6J10Ky€e BCTaHOBJICHHS
IIMATYHCBKOTO TIPOrpaMHOro 3a0e3nedeHHs Ha KOMIT'IoTepi, 3IaTHOTO BiACTeXyBaTH abo
KOHTPOJIIOBATM ~ BUKODUCTaHHs  KOMI'IOTepa, HaAcWlaTW  CIUIMBarodi  BikHa  abo
nepeHanpaBlisiTH Ha WIKiAuBi BeO-caiiti Towto [10].

Ha Hamy aymky, HEoOXiZHO TakoX HArojOCUTM Ha HEOOXiOHOCTI MiATPUMKM
aKTyanbHOI omepauiiiHol cucTeMM KOMI'loTepa Ta IHTepHer-Opay3epa, 110 3abe3neyuTb
JOIATKOBMI 3aXUCT BiJ BUMAAKIB LIAXPalcTBA y MEpexi.

Cepen TpyZAHOLLB Yy IONEpeKEHHI €JEeKTPOHHOro llaxpaicTBa CJil Ha3BaTH
BIICYTHICTb OCOOMCTOTO KOHTAKTy MDK TpPaBOMOPYLUIHHKOM 1 JKEPTBOIO Ta MOIEKYIH
BIJICYTHICTb MOXKJIMBOCTI ineHTHU(iKyBaTH 0CO0y yepe3 HEAOCTATHICTb HAasBHUX BilOMOCTei
Mpo Yac i MeTy KOMyHikatii i3 motepminumM. Lle came cTocyeThbes i mepekasy KOMITIB, akKe BiH
TAKOX 3IIMCHIOEThCA qucTaHIiiHO [11].

Sk yxe Oyno 3a3HadeHO BHWIIE, cepel] HaWOIIbLI TMOIIMPEHHX CXeM OOMaHy
BHOKPEMJIIOIOTh INAaxpaicTBO y mpuadaHHI ToBapiB y Mepexi [HTepHer abo 3aMoBIeHHI
nocayr. Y Mexax LbOro IOCTIIKeHHs MM CIpoOyBaid BU3HAYMTU MNpaBuia 3amno0iraHHs
KOMepLiliHOMY luaxpaiicTBy B IHTepHeTi, 30KkpeMa CTOCOBHO BUKOPUCTaHHS BUKJIIOYHO
nepeBipeHnX pecypciB, 3a YMOBU MEPEBipKH MPaBUIILHOCTI Ha3BM HEOOXiJHOTrO caiiTy. 3miHa
Ha3BU cailiTy abo aapecu MoOXke BKa3yBaTH Ha (ilUMHIOBUIl XapakTep KOHKPETHOIO pecypcy
TOIIO. SIKLIO KOpUCTYBauy 3[iliCHIOE OHNAMH-MnaTix, TO [AOpPEeYHUM Oyae mNepeBipuTu
3axXMUICHICTh TIaTiXHOT onepauii. Ha Te, mo nnatixk 3aXuIleHnit, BKa3ye Ha3Ba aJpecu cailry,
OCKiJIbKM BOHA MOBMHHA MicTuTH https:// i 3HaUOK «3amoukay. He3Bakatoumn Ha e, HailO b
Oe3MevyHrM BCE OJHO CIiJ BBaKaTW HAKIaJACHMU TUIATIX, [0 BUKIIOYUTH MOXKIIUBICTH
HE3aKOHHOI0 OTPUMAaHHS MaxpasMy poLIoBUX KowTiB. KpiM Toro, 3Bakatoun Ha HEraTUBHY
MUHAMIKy BUIMAIKIB MaxXpaiicTBa, CTemiali30BaHi Miapo3Iii BXUBAIOTh JOIATKOBUX 3aXO0/IiB,
10 MOXKYTh OyTH e()eKTUBHUMHU Y TOTEPEKEHHI CycMinpHO HeOe3neuHux nistHb. Tak, Ha 6a3i
caiity kibepnoniuii gpyHKUiOHye OaHK JAaHMX, B SKOMY MOJXKHa MepeBipuTH HOMep Telie(oHy,
0aHKIBCbKY KapTKy a00 MOCHJIaHHA Ha CyMHIBHMM CalT, OCKIIbKM BOHU MOXYTb OYTH BiKe
BHECEHI TyJIM Ha Mi/ICTaBi 3BepHEeHb NoTepminux ocid [7; 11].

I'. BigHak y Mexax IucCepTaLiiiHOro AOCHIIKEHHA apryMEHTYe MO3ULII0 CTOCOBHO
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TOTO, IO OAHWM 3i cMoco0iB 3amobiraHHs BYMHEHHIO MOBTOPHMX BUMAIKIB IIaxpalcTBa B
IHTepHeTi € BOayi Ta peTenbHI eKCTIePTHI AOCTiKEHHS, MiIKPECTIOIYH, O «OIHI€ 3 (hopM
BHUKOPHMCTAHHS CIelialbHIX 3HaHb MPH PO3CIiTyBaHHI IIAaXpalCTB € MPU3HAYEHHS CyIOBHX
€KCTIepTH3Y, CIIPIMOBAHNX HAa BU3HAYECHHS CTIOCOOIB i METO/IB BYMHEHHS IIAXPaiiCTB, 30KpeMa
BipTyallbHUX. PO3yMiHHS anropuTMiB Ta CcXeM Y TMOJANbIIOMY TMOJEruye poboTy
MPaBOOXOPOHHMX OpraHiB y oMy HampsiMi [12, c. 95-96]. 3aranom mraxpaiicTBo HaOyBae
HOBMX (POPM, MOJIEPHI3y€eThCA Ta MPUCTOCOBYETHCA 10 CyYacHUX YMOB. Hampukiaz, ocTaHHIM
yacoM HaOyJM TIOIIWPEHHS TUIATKHI KapTKW Ui 3MiHCHEHHI pPi3HOMAaHITHUX TPOIIOBUX
omepauiii. 3a iHdopmauieto JlemaprameHTy (iHaHCOBMX ~ po3CiimyBaHb  VKpaiHH,
BUKOPUCTaHHA TMIATDKHUX KapTOK A€ 3MOTY: 3MEHIUMTH OOCATM BHUKOPUCTaHHS TOTiBKU;
JOAATKOBO 3aXWCTUTH TPOIIOBI KOIWITH (TTPW BTPaTi KApTKW TPOIIOBI KOWITH OJIOKYIOTHCS Ta
3aJMIIAIOThCS  HAa PaxyHKy JepskaTens KapTKH); TPOBOAWTH oOfiepalii He TIiTbKH B
HauiOHANBHIH, ane i B iHO3eMHiil BamOTi (MyJIbTUBAIOTHI KapTKN); MMPOBOIANTH PO3PaXyHKH
0100080 Ta B pi3HUX KpaiHax cBiTy [13, c. 12; 14].

BaxnuBum acmiekTom y 3anobiraHHi maxpaiicTBy B IHTepHETI TakoX € aKkTHBHA
B3aeMogis Mix ciyxOamu i migposznimamu. Ha mymky 1. T'ykoBoi, «B3aemomis ciimumx Ta
onepaTMBHUX miApo3ninie HauioHanbHoi momiwii, 3a yMOB KepiBHOT pousi ciimdoro,
CKJTAJAeThesl 3i CHIMBHUX 3yCcUIb Y NMUTAHHAX PO3KPUTTSA M PO3CHiLyBaHHA KpHUMiHAJIBHUX
NpaBMOpYLIeHb Ta BCTAHOBIEHHA YCiX O0OCTaBMH, II0 MiMIATAIOTh [OKa3yBaHHIO Yy
KpUMiHaJIbHOMY TPOBA/XKEHHI, ...BCTAHOBJIEHHS Miclil TiepeOyBaHHS Mil03pIOBaHHUX OCiO0...»
[15,c. 117].

A. Illparo 3a3Hauwae, MO «iCHye€ HHW3Ka TMPOOJEM... TiJ dYac PO3CIiTyBaHHS
KOMIT'IOTEPHUX KPUMIiHAJIGHUX TPABOMOPYIIeHBY. JOCTHimHUIS pOOWTh O3HAUeHi BHUCHOBKH,
BUXOASYM 3 aHaji3y CHemiaJbHOl JiTepaTypy Ta TPAaKTHKWA PO3CIiIyBaHHA LBOTO BHUIY
CYCHiIbHO HeOe3NMeYHuX MHigHb. TpymHOIII TOJNSTaf0Th y TOIIYKY, BHSBIEHHI, (ikcaii,
BWJTydeHHI Ta MOOCHIIKeHHI CIiiB BIiIMOBIAHO OO MeXaHi3MIB iX YTBOPEHHS, BU3HAYeHHI
TeXHIYHUX TPOILECiB, KOTpi OyJIW MpoBeneH] MPaBOMOPYITHUKOM JIJIS TOTO, MO0 peasi3yBaTH
KpUMiHaJbHO MpOTUTIpaBHY MeTy [16, c. 263].

BucHoBkM. 3BaxkalouuM Ha CTaTHCTHKY BMNAIKiB IIaxpaiicTBa B IHTepHeTi, ciin
KOHCTaTyBaTH HEJOCTaTHIO e(eKTHBHICTh 3axofiB 3amobiranud. [1ix yac mociigKeHHS HaMu
3’5ICOBaHO, IO CMEKTP LMX 3aXO[iB AOBOJi MIMPOKUA. Y JaHOMY BHUMAIKy MPOCIiIKOBYETHCS
MapagoKkc: 3a 3HAuyHOT KiJIBKOCTI MpPEBEHTMBHHMX 3aXOHiB KOMIT'IOTEpPHi KpUMiHaJbHi
NPaBONOPYLUEHHs He 3MEHILYIOThCS, a MOAEKYAM IXHA KiIbKICTb 3pocTae. Lle MoxHa NOsACHUTH
cneuudikoo 3HapsAab, KOTPUMM BOHUM BUMHSIOTbCH, aJKe BUHUKAE Mpobjema y BU3HAUYEHHI
MeXaHi3My CKO€HHS KpPWUMIHAIBLHOTO MNpPaBOMOPYIIEHHs, BUsBIEHHI, (ikcauii Ta 30upaHHI
JI0Ka30BOro Marepiaiy. 3 orjisoy Ha BMLIE3a3HAueHe IOCTa€ MUTAHHA MPO B3AaEMOJII0 MK
ciyx0amu 1 minpo3ainamu Ajs TOro, o0 MPUTATHYTH NPaBONOPYLIHHKIB 10 KPUMiHAIBHOT
BIAMOBIAANBHOCTI, ke BUNAAKM HEPO3KPUTOro LiaxpaiicTBa, Ha *ajb, HE € BUHATKOM Y
cydacHiii mpaktuui HauionanbHoi momiuii. Knto4oBuM opraHoM y po3KpUTTI KOMIT FOTEPHUX
KpUMiHaJbHUX MpaBonopyuieHs € JlenaprameHT kidepnodiuii Hanionansaol nominii Ykpainy,
0 KOMIICTEHIIi SKOTO HaNeXHTh (opMyBaHHA Ta 3a0e3leUeHHs pealizamii nepKaBHOI
MOJNITUKM MIONO 3amo0iraHHs Ta TMPOTUAIl KpPHUMiHAIbHUM NPABOMOPYIIEHHSAM, KOTpi
BUMHSIIOTHCS 32 JOMOMOTOIO €NIEKTPOHHO-00UNCITIOBATBHAX MAIIUH (KOMIT FOTEPIB), CHCTEM Ta
KOMIT'IOTepHUX MEpek, a TAKOX MEpeX eJeKTPO3B’SA3Ky, LIJISIXOM BHUBUEHHS MeXaHi3My IX
MiArOTOBKYM, BYMHEHHs a00 NpUXOBYBaHHA. TakoXk CHiA 3ayBaXUTW PO HEOOXiAHICTb
PO3BUTKY TEXHIYHUX PO3POOOK y NPOTUIT €eKTPOHHOMY LIaXpaiiCTBY, 110 MalOTh AONOBHUTH
CTparerivHi 3aB/IlaHHs CMeLiali30BaHOTO MiIPO3aiTy.
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ABSTRACT

Vasyl Berezniak. Prevention of fraud on the Internet. The Internet today is the largest
information and telecommunication system, as it contains information of various levels and fields of
knowledge, creates an opportunity for the emergence of contractual obligations, employment, provision
of services or performance of works, etc. Despite the fact that this network has systems to protect against
wrongdoing by criminals, it is still vulnerable and requires measures to be taken by the relevant actors to
prevent criminal offenses in the network.

The scientific article names and analyzes the most common ways of committing fraud on the
Internet. The author examines countermeasures against these criminal offenses, taking into account the
existing units of the National Police and current legislation. The study represenrs official statistical data
that provide an opportunity to independently draw a conclusion about the effectiveness of existing
measures to combat fraud on the Internet and the need to determine other strategic directions for its
prevention.

Taking into account the statistics of cases of fraud on the Internet, the author found insufficient
effectiveness of prevention measures. During the research, he found out that the range of these measures
is quite wide. In this case, a paradox is observed: with a significant number of preventive measures,
computer criminal offenses do not decrease, and in some places their number increases. This can be
explained by the specifics of the tools with which they are committed, because there is a problem in
determining the mechanism of committing a criminal offense, identifying, recording and collecting
evidence. In view of the above, the question arises about interaction between services and units in order to
bring offenders to criminal responsibility, because cases of unsolved fraud, unfortunately, are not an
exception in the modern practice of the National Police. The key body in solving computer criminal
offenses is the Cyber Police Department of the National Police of Ukraine, whose competence includes
the formation and implementation of state policy on the prevention and counteraction of criminal offenses
committed with the help of electronic computing machines (computers), systems and computers computer
networks, as well as telecommunication networks, by studying the mechanism of their preparation,
execution or concealment

Keywords: fraud, prevention, counteraction, Internet, measures.
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