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IHTEEKTYaIbHOr0 BUSABJICHHS 3arpo3, Ta aJIallTABHUX CHCTEM 3aXHCTY.

ITiosuwenns keanighixayii nepconany ma niod2omoseka excnepmis y 2aay3i Kibepbesnexu.:
HeoOxigHO mpOBOAMTH HaBUajbHI KypCH, TpPEHIHTHM Ta CEMiHApPW [JI [paliBHHUKIB
IIPaBOOXOPOHHUX Ta BIMCHKOBHX OpraHi3aIliii 3 muTaHe Kibep3axucty. Lle momomoxe miaroryBatu
kBautipikoBaHUX (HaxiBIIiB, SKi 3MOXKYTh BYACHO pearyBaTH Ha Kibep3arposu.

Cmeopenns cneyianizoéanux yenmpie xibepbesnexu: BaXXINBO CTBOPUTH LIEHTPH, SIKi
OyoyTh BIIOBINANBHI 32 MOHITOPHHI Ta aHaNi3 Kidep3arpo3, a TaKoX 3a pearyBaHHs Ha
IHIUAEHTH KiOepOe3neKn B yMOBaX BOCHHOI'O CTaHY.

Miocnapooune cnispobimuuymeo 6 2anysi kibepoesnexu: YKpaiHa TOBHHHA aKTHBHO
CHIBNIpALIOBaTH 3 IHIIMMH KpaiHaMH Ta MDKHapOZHHUMM OpraHizamisMu y cdepi oOMiHY
iH(OpMalli€ro Ta JOCBIIOM IIOAO KiOep3axXHUCTy Mijl 4aC BOEHHOTO KOHMIIKTY.

3abesneuenns pesepsysanns ma GIOHOGNeHHS IHopmayitiHux cucmem: BaxiuBo
pO3pOOHTH Ta BIPOBAJWUTH IUIAHW PE3CPBYBAHHSA Ta BiTHOBJICHHS IHOOPMAIIMHUX CHCTEM, IO
JIO3BOJIUTH BIHOBUTH POOOTY KPUTHYHMX IHQOpMAIIHHUX pecypciB y HAMKOpOTIIMHA TepMiH
micis KibepaTaku a00 1HIMICHTY.

IIposedennsn ceioomocmi ma nPoceimuuybKux 3axodie. BaxkxmnBo HagaBaTH iH(OpMAIIiO
TPOMAaCHKOCTI PO MOTEHMIHHI Kibep3arpo3u Ta METOAM iX 3amobiranus. Lle JomoMoxKe 3aayauTh
TPOMAJISTH JIO 3aXO/iB KiOepOe3meKu Ta CTBOPUTH aTMOC(Epy 3POCTAI0YOi YBard JI0 WX NMHUTaHb Y
CYCILITBCTBI.

3aramoM, PO3BHMTOK KiOep3axWCTy IJ dYac BOEHHOTO CTaHy B YKpaiHi BHMarae
KOMIIIEKCHOT'O IMIXOAY, CIPSIMOBAHOTO Ha CTBOPEHHS HAMIMHOTO iH(OpMAIHOTO IPOCTOPY Ta
eeKTUBHY BIANOBIAb Ha KiOep3arpo3w 3 METOK 3aXHCTy HAaI[lOHAIBHUX 1HTEpPEciB Ta
3a0e3redeHHs 0e3MeKy rpOMaIsH 1 JepKaBH.
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NEW CHALLENGES OF CYBER SECURITY

The report examines new cyber security challenges in an ever-changing threat landscape.
These include, most notably, an increased number of software abuses (e.g., crypto-ransomware)
targeting mobile applications and communications and developed using artificial intelligence and
machine learning tools [1],[2],[3].

A separate and poorly researched group of security threats is represented by situations
when supercomputers will be used on the defending and attacking sides. Currently, such scenarios
have been analysed only at the theoretical level, but their implementation is already possible in the
confrontation in cyberspace between individual countries and their groups. The uniqueness of the
situation lies in the following [4]:
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- the power of supercomputers can be used both to build defence systems using artificial
intelligence and to develop means of overcoming defence systems;

- cybercriminals have taken a swing at supercomputers and there have been cases of
supercomputers being compromised due to cryptominer infections.

These phenomena give rise to hidden and unknown threats that pose a serious danger in
connection with the development of ultra-high performance peta and exascale computing systems.
The essence of hidden threats is as follows [5]:

— supercomputers use a high-performance element base of supercomputers, there is a huge
number of components, which increases the probability of technical bookmarks and makes it more
difficult to combat them;

—supercomputers have the highest performance, a large number of simultaneously
running processes, which makes it difficult to track what is happening in them processes running
simultaneously, making it difficult to monitor their events for intrusion detection;

—the information processed using supercomputers is related to national security issues
and the solution of the most important scientific and technical tasks, management of critical
infrastructures, etc., which is a serious motivation for organising cyberattacks;

— supercomputer users are highly qualified and there are usually many of them, which
increases the risk of internal attacks;

—those interested in attacking supercomputing resources are highly skilled, usually
representing organised communities, state-sponsored organisations and individual criminals;

—the attacking supercomputer can quickly assess the state of the attacked object, find
vulnerabilities, plan and conduct a mass attack, quickly adapt to the results of the attack and
conduct a series of subsequent attacks. This scenario can be realised in automatic mode under the
control of the attacking party.

Due to changes in the threat landscape, new tasks to be initially solved should be
identified. We consider it necessary to highlight the following, relying on a number of works [6-8]:

1. It is necessary to develop a set of models that can be used to determine the impact of
new platforms on the creation and operation of computing systems in terms of protection against
unauthorised access as a major cybersecurity threat.

2. New platforms depend on and require higher power consumption. For this, robust
mechanisms must be developed to ensure secure power supply to critical processes. Otherwise, a
deliberate attack or inadvertent failure in the energy supply loop will result in the loss of huge
amounts of critical data needed to solve a large number of analytical problems.

3. The qualification requirements for cybersecurity users and administrators increase
significantly, as the volume of data processed increases, specialised software is used, and
additional training is required to work with it.

4. Supercomputers and their associations (supercomputer centres) are becoming a
strategically important link in government administration. Such centres process and store
categorised information with different classification codes. This requires a radical overhaul of
security policy.

The above list of tasks does not exhaust the solution to all existing problems, but it makes
us take a fresh look at current cybersecurity challenges.

1. Omar Santos, Samer Salam, Hazim Dahir (2024). The AI Revolution in Networking,
Cybersecurity, and Emerging Technologies. Pearson Education, Inc. ISBN-13: 978-0-13-829369-7

2. Malini Rao (2023). A/ML in Cybersecurity. Your Go to Guide to Understand AI/ML in
Cybersecurity. Independently Published. ISBN-13 978-2854456370

3. Georgios 1. Zekos (2023). Artificial Intelligence and Competition. Economic and Legal
Perspectives in the Digital Age. Springer. ISBN 978-3-031-48083-6 https://doi.org/10.1007/978-3-031-48083-6

4. Molyakov A. New-age Supercomputers: Hi-Speed Networks and Information Security //Journal
of Electrical and Electronic Engineering. 2019. T. 7. Ne. 3. C. 82-86.

5. Molyakov A. S. New Multilevel Architecture of Secured Supercomputers //Current Trends in
Computer Sciences & Applications. 2019. T. 1. Ne. 3. C. 57-59.

6. Ben Buchanan (2020). The Hacker and The State. Cyber Attacks and the New Normal of
Geopolitics. Harvard University Press. ISBN 978-0-674-24601-0

7. Ted Lee (2022). Strategic Hacker. FeelzON. ISBN 979-11-977833-1-9

8. Eric Cole (2013). Advanced Persistent Threat Understanding the Danger and How to Protect
Your Organization. Elsevier, Inc.

370



