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BikTopisn PY®AHOBA
BIKTUMHICTD KIHKU-)KEPTBU TEHJIEPHO 3YMBOJIEHOI'O HACUJIbCTBA

AHoOTalig. Y cTaTTi aHANI3yIOTHCS XapaKTEpHI BIACTUBOCTI KIHKH, CXMJIBHOI CTaTH XEPTBOIO
TeH/IEpHO OOYMOBJIEHOTO HACHIbCTBA. ABTOPOM 3a3HAYAE€ThCS, 1[0 BHTOKM T'EHAEPHOTO HACHIILCTBA
MOXO/ATH 3 ICTOPUYHO HEPiBHOCTI JKIHOK 1 YOJIOBIKIB.

HaiinommpeHimyM BUAOM TeHIEPHOTO HACHILCTBA € HACHIBCTBO B CiM'T 3 OOKy IHTUMHOTrO
napTHepa. ['eHIepHe HACHIBCTBO € IOPO/PKEHHSIM HE JIMIIE MapriHaubHOro cepenosuma. JKepTBoio
HAaCHJIbCTBA MOXKE CTaTH Oy[b-sKa )KiHKAa HE3aJIe)KHO BiJ CTaTyCy Ta CTAHOBHINA y CYCHiIbCTBI. JKiHKH
CTPaXKJalOTh BiJl TAKOTO HACWJILCTBA BUETBEPO OUIbINE, HIK YOJIOBIKH. BIKTHMHICTD JKEPTBU T€HAEPHOTO
HACHJIbCTBA IMPOSIBISIETHCS B YCBIJOMIIGHOMY 3HAXOKEHHI B TaKii cowialbHIM cuTyamii, B sKii BOHa
cBOiMH IisiMH 1 Hapaxae cebe Ha HeOe3MeKy CTaTH KEPTBOIO 3JI0YHHY.

ABTOp JOXOIWUTH BUCHOBKIB, II[O JJIS1 3HWKEHHS PIiBHS BIKTUMHOCTI BiJl TeHEIEPHO 3yMOBJIEHOTO
HACUJIbCTBA HEOOXiTHO: 3MIHUTH COLUaJbHE Ta 1HAWBIAyalbHE CHPUHHATTS HACHUIBCTBA; ITiIBHIIYBAaTH
piBeHb iH(GOPMYBaHHS CYCHIbCTBA IIOJO CHOCOOIB OTPUMAaHHS AOMOMOTH; (HOPMYBAaTH y HACEIECHHS
HETEPHIUMICTh /10 NPOSBIB HACHUIIBCTBA; 3AIMCHIOBATH NPONAraHAy MHPHOIO CIHiBICHYBaHHS I'POMajsH
Pi3HUX T'eH/EepiB; HE HOIyCKATH 3acy/DKEHHS Ta 3BUHYBAau€HHS XKEPTBH 3a T€, 110 BOHA IOCTPAKAANA BiJ
HACUJIbCTBA; NPOTAraHIyBaTH HEHACUJIbHUIBKUX B3a€MHMHH y CIM'l; HalaBaTu KBaJi(iKOBaHY JOTIOMOTY
0OKy mouinii, MPOKypopiB, CyAniB, (GaxiBLiB COLiaJbHOI, OCBITHBOI, MEANYHOI cep, YITOBHOBAKECHUX 3
IIUTaHb 3a00IraHHs Ta MPOTHIIT JOMAITHFOMY HAaCWJILCTBY Ta HACHIIECTBY 38 O3HAKOIO CTATi.

Kntouosi cnosa: renoep, renoepno oOymosneHe HACUILCMBO, OOMAWMHE HACUTLCMBO, dHCepmed,
BIKMUMHICMb, BIKMUMOIO2IA.

UDC 343.98
DOI 10.31733/2078-3566-2021-5-152-156

Iryna
DEMChENKO®

Adjunct
(Dnipropetrovsk state
University of Internal
Affairs, Dnipro,
Ukraine)

SECURITY AS A CONDITION FOR ORGANIZING AND CONDUCTING
INVESTIGATIVE (SEARCH) ACTIONS DURING AN EPIDEMIC (PANDEMIC)

Abstract. The article is devoted to the consideration of the security of participants in investigative
actions in the context of an pandemic. The article considers the content of the concept of «security» and
states that its provision is a complex multidimensional system of measures and means in its
implementation. It is noted that the provisions of the laws and regulations in question, particularly: They
are designed to protect the participants in criminal proceedings from the possibility of pressure and to
ensure their physical and mental safety, and do not take into account the condition of carrying out
investigative actions such as an pandemic. It is argued that the security of participants in an investigation
should be considered as a multidimensional category, which requires a comprehensive approach to its
assessment and decision in criminal proceedings. It is noted that due attention should be paid by
researchers to the development of reasoned proposals for legislative changes, expanding the rights to
ensure the security of criminal operators in the context of an pandemic.

Keywords: conditions of preparation and conduct of investigative actions, security, pandemic,
pressure authorized person, risk of infection.

Relevance of the study. Human activity in general and such a type as the organization
and conduct of investigative (search) actions is always accompanied by risks and threats that
can affect the results of its implementation. A person, his life and health, honor and dignity,

© 1. Demchenko, 2021
ORCID iD: https://orcid.org/0000-0001-9887-9401
k kp@dduvs.in.ua

152 ISSN 2078-3566



Scientific Bulletin of Dnipropetrovsk State University of Internal Affairs. 2021. Special Issue Ne 1

inviolability and security are recognized by Article 3 of the Constitution of Ukraine as the
highest social value. Ensuring security is a complex multidimensional system of measures and
means of its implementation.

Recent publications review. The complexity of the category under consideration is
determined by research carried out within the framework of such branches of knowledge as:
Constitutional law, life safety, psychology, sociology, medicine, criminal procedure, etc.
scholars such as A. Ababkova, I. Abakumova, L. Antonova, O. Asmolov, I. Baeva, S. Belov,
V. Ganzhin, P. Ermakov, A. Zhukov, O. Zaitsev, Z. Zinatullin, V. Zelenetsky, V. Isipkin,
T. Krasnyanskaya, H. Lisie, S. Marchenko, A. Nepomnyashchy, A. Rean, V. Rozin,
V. Rubtsov, V. Semykin, K. Chernov, V. Shapakidze, L. Shershnev, S. Shcherba and others.
Various aspects of ensuring the safety of the participants in the investigation were paid
attention to by such forensic scientists as: V. Bakhin, R. Belkin, V. Bernaz, A. Vasiliev,
A. Volobuev, V. Karagodin, V. Konovalova, V. Lukashevich, E. Lukyanchikov, M. Saltevsky,
V. Shepitko, K. Chaplinsky, B. Shchur, M. Yablokov and others.

At the same time, the issues of ensuring the safety of participants in investigative
(search) actions in the context of an epidemic (pandemic) remained outside the proper attention
of scientiststo The lack of recommendations on the activities of authorized persons in
appropriate conditions leads to the possibility of negative consequences, in particular: firstly, it
is the risk of infection with an infectious disease; secondly, the complexity (not the possibility)
of carrying out investigative (search) actions in general; thirdly, the use of the entire complex
of tactical techniques. Without an integrated approach to considering the content of the concept
of «security» we are studying, it is difficult or almost impossible to solve certain Art. 2 of the
Criminal Procedure Code of Ukraine, the task of criminal proceedings on the one hand, and to
ensure the rights of its participants guaranteed by the Constitution of Ukraine, on the other. The
explanatory dictionary of the Ukrainian language defines "security" as a state when for some
reason nothing threatens anyone [1].

The article’s objective is to highlight security as a condition for organizing and
conducting investigative (search) actions during an epidemic (pandemic)

Discussion. The Law of Ukraine "On Ensuring the Safety of Persons Participating in
Criminal Proceedings" [2] regulates the rights and obligations of bodies ensuring safety, the
rights and obligations of persons in need of protection. The security measures defined in Art. 7
of the law under consideration, are implemented by: personal protection, protection of housing
and property; issuance of special personal protective equipment and warning of danger; the use
of technical means for monitoring and listening to telephone and other conversations, visual
observation; replacement of documents and changes in appearance; change of place of work or
training; relocation to another place of residence; placement in a school educational institution
or institutions of social protection bodies; ensuring the confidentiality of personal information;
closed trial [2]. The considered normative legal act aimed at ensuring the safety of participants
in criminal proceedings in need of protection.

"Protection”, by the Big Explanatory Dictionary, is defined as the prevention of
committing something of a prohibition, protection (someone / something from attack, attempt,
hostile actions) [3]. The law of Ukraine "On operational-search activity" also requires
attention, in which Article 1 of obtaining information in the interests of the safety of citizens,
society and the state is determined by one of the tasks of operational-search activity [4].

The positions of scientists in this category also require attention. So, to determine the
optimal course of action on the part of law enforcement officials in the application of security
tools provides, according to V. Zelenetsky, the need to address the specific situation. The
author notes that in practice, in the process of combating crime, different options for the use of
the same security measures in different situations are implemented, which allows us to talk
about the functional polyvariety of security means [5, p. 116]. The above stipulates the tactics
of actions of the relevant subjects of the investigation to ensure security. It asserts B. Shur must
be taken, in particular as the most optimal system of measures; a set of tactics for ensuring
security; optimal forensic security recommendations; structural dependence of security
measures [6, p. 11].

The cited positions of scientists reflect such a widespread pre-trial investigation
condition as opposition. To overcome it, the Code of Criminal Procedure of Ukraine [7] gives
the right to ensure security measures to such categories of participants in criminal proceedings
as: suspect, accused (part 12 of Art. 42 of the Code of Criminal Procedure of Ukraine "to file a
petition to conduct procedural actions, to ensure security in relation to oneself, members their
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family, close relatives, property, housing, etcro"); victim (part 5 of article 56 of the Criminal
Procedure Code of Ukraine "if there are appropriate grounds for ensuring security in relation to
himself, close relatives or members of his family, property and housing"); witness (part 8 of
article 66 of the Code of Criminal Procedure of Ukraine "to file a petition for ensuring security
in cases stipulated by law").

The provisions of the articles of the Criminal Procedure Code of Ukraine under
consideration are primarily aimed at protecting against the possibility of pressure on the
participants in the production and ensuring their physical and mental safety. At the same time,
these provisions do not take into account the possibility of organizing and conducting an
investigation in general and individual investigative actions in the pandemic in particular. This,
in our opinion, necessitates paying due attention to this issue, which would result in well-
reasoned proposals for improving legislation with expanding the rights to ensure the safety of
participants in criminal proceedings in the pandemic.

The feeling of danger by the relevant participant will not allow him to focus on the
course of the procedural actions, which will cause their improper result and complicate the
judicial perspective. Therefore, the thesis of V. Pletnets that a directly proportional relationship
can be traced between the degree of pressure on the participants in the production and the
amount of information provided by them about the circumstances of the incident [8, p. 240], is
reflected in the conditions of conducting investigative actions during the pandemic. This is due
to the need for the corresponding participant to feel psychological safety. The latter, according
to E. Edmondson, is necessary for the most productive activity [9]. So, in the notification by
the relevant participant in the risk of infection, it will stipulate the adoption of avoidance
measures under any pretext from participating in the investigation, the change of the taken
position from a conscientious one to an unfair one, a formal attitude to the conduct of
investigative actions with his participation, etc. This will complicate to obtain the required
amount of information to establish all the circumstances of a criminal offense and carry out a
legal assessment of the actions of its participants.

It should be noted that pandemics of infectious diseases are determined by natural and
technogenic hazards [10, p.11]. At the same time, opposition to the pre-trial investigation and
the associated influence on the participants in the proceedings can be regarded as a danger that
has a social origin and demonstrates the level of formation of society on the one hand and the
effectiveness of the institutions of the state created by it, on the other. Such a natural and man-
made danger that we are considering as an epidemic (pandemic) acts as a condition for
organizing and conducting investigative actions and, depending on the level of threats to the
health of participants in criminal proceedings or unauthorized persons, can acquire both
imperative and discretionary significance. We do not exclude the possibility of the use by
persons not interested in the investigation of the participants in the manipulation by
exaggerating the risk of contracting an infectious disease as a way of countering the pre-trial
investigation. It should be noted that conditions acquire psychological content as a result of
how the person perceives it and, accordingly, how they behave [11, p. 36]. Accordingly, the
existing danger may be inspired from the outside and have no grounds for panic in the
participants in criminal proceedings.

Thus, the authorized person must take this circumstance into account when organizing
and conducting investigative actions. Accordingly, the counteraction and risk of infection with
an infectious disease should be assessed as conditions for investigation and conduct of
investigative actions. It is advisable to consider them both differentially and in aggregate in
each particular case. Determination of the factors in the formation of conditions for the
investigation and the conduct of investigative actions will contribute to the perception of the
situation as a whole picture, the correct determination of the directions for their elimination and
minimization of the possibility of their occurrence. Such an analysis will ensure the
comprehensive nature of the activities of authorized persons, in which not a single
circumstance will be overlooked. This, in turn, will allow more quickly with less time and
resources to comprehensively solve the tasks set for criminal proceedings. The expectation of
persons not interested in the investigation on the unexpected nature of their own actions and
unpreparedness for this authorized person will not have the expected effect of surprise.

Noteworthy allocated O. Chebotareva four methodical approach to determining risk:
engineering, based on statistics, the frequency calculation, probabilistic safety analysis,
construction hazard trees; model, based on the construction of models of the action of harmful
factors on an individual, social, professional groups, etc., which are based on calculations for
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which data are not always available; expert, when the probability of events is determined based
on a survey of experienced specialists, that is, experts; sociological, based on a survey of the
population [10, p. 13]. The above components of risk determination should be considered in
aggregate and comprehensively, which will ensure a holistic perception of this category and its
effective use in organizing and conducting investigative actions in the pandemic.

The danger can be eliminated by creating a system of elements that will ensure
(prevent) their occurrence. Ensuring the safety of the participants in the investigation should be
considered as a condition that determines the amount of evidentiary value of the information
received, as well as the amount of time, effort and money spent by authorized persons. The
organization and planning of the activities of authorized persons is determined by the postulate
of the effectiveness of their investigation in general and investigative actions in particular.

Thus, the subjects of the investigation must organize and carry out investigative actions
to ensure the safety of their participants determined by the Constitution and other regulatory
legal acts of Ukraine, minimizing the possibility of abuse of this condition by persons not
interested in the investigation and obtaining the maximum number of significant ones to
establish all the circumstances. criminal data production. Accordingly, the concept "Security"
we are studying is a multifaceted and complex category, which necessitates a systematic
approach to its study. The search for ways to ensure security should be one of the important
measures for the preparation and conduct of investigative actions in the pandemic. The only
certain aspects of this problem that we have identified determine the need for further more
thorough research in this direction.

Conclusions. Our study allows us to note the need for scientists to pay more attention to
the issue of developing reasoned proposals for changes in legislation with the expansion of the
rights to ensure the safety of participants in criminal proceedings in the pandemic. The feeling
of safety by the relevant participant is the key to the effective conduct of procedural actions.
Ensuring the safety of the investigators should be considered as a multidimensional category,
which necessitates an integrated approach to the assessment and decision in the framework of
criminal proceedings. The factors that determine the formation of conditions for the
investigation and conduct of investigative actions, it is advisable to consider both separately
and in aggregate.

Our further research will focus on considering the features of the organization and
tactics of conducting investigative actions in the pandemic.
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Ipuna JEMYEHKO
BE3IEKA SIK YMOBA OPTAHI3AIII i1 ITPOBEJEHHS
CJIIYAX JIA NI YAC MAHJIEMIT

AnoTtanis. CtaTrTs npucBS4YeHa PO3IJAy NUTaHHS 3a0e3nedyeHHs Oe3NeKH YYaCHHKIB CIiTUuX
nif B ymoBax maHjeMii. B craTTi po3rismaeTbcs 3MICTOBHE HAIOBHEHHS MOHSATTS «Oe3meka» Ta
HaroJIOUIy€eThes, o ii 3a0e3neueHHs sABIsie co0000 CKIAAHY 0araToacneKTHy CUCTEMY 3aXO[iB Ta 3ac00iB
B i1 peamizami.

3a3HavaeThCsl, IO IOJIOXKEHHS aHAlIi30BaHUX B POOOTI HOPMAaTHBHO-NIPABOBHMX aKTIB, Yy IHeEpIIy
4epry, CIpsMOBaHi Ha yOe3NeueHHs BiJ MOXKIMBOCTI 3[IHCHEHHS THUCKY Ha YYaCHHKIB NPOBAIKECHHS Ta
3a0e3nedeHHs X (Gi3M4HOI Ta ICHUXIYHOI OE3MEeKH Ta He BPaxXOBYIOTh TaKy YMOBY IPOBEJECHHS CIIITIHMX
nift sk maHaemis. CTBEPIDKYEThCS, IO BIMYYTTS HEOE3MEKH BIAMOBITHUM YYACHHKOM HE JTO3BOJIHTH
30CepeUTIC Ha XOJAI IPOBEIEHHS IPOIECYalbHHX JMiH, IO OOyMOBIIOBaTMME IX HEHAJIC)KHHI
pe3yiabTar Ta YCKJIAJHHUTh CYJOBY IEpCIEKTHBY. BopHowac, BiT4yTTS BIiJIIOBIIHMM YYaCHHUKOM
NICUXOJIOTIYHOI Oe3neku € HeoOXIMHMM JUIs HaMOLIBII NMPOJYKTHBHOI MisUIBHOCTI. Bu3HawaeThbes, MmO
YCBIZIOMJIEHHS BIIIOBITHMM YYaCHUKOM PH3UKY iH(iKyBaHHS 00yMOBIIIOBATHME NPUIHATTS HUM 3aX0/iB
YHUKHEHHA HiJ OyIb-SKUM MPUBOJOM BiJ y4acTi B PO3CIiAYyBaHHI, 3MiHY 3aiHATOI MO3HMIIT 3 CyMIIIHHOT
Ha HECYMJIIHHY, ()OpMasbHe CTaBJICHHS 10 MPOBEASHHS 32 HOTOo y4acTi ciiguux Ai Ta iH. [lintpumyerscs
te3a B. IlnetHens mpo Te, MO MK CTyNEHEM 3aXHUILEHOCTI YYaCHHKIB NMPOBA/LKEHHS Ta KUIBKICTIO
HaJlaHUX HUMH BiIOMOCTEl Npo 0OCTaBHHM BUMHEHOI MO/l MOXe MPOCTEXKYBATUCS MPSAMO HpoIopuiliHa
3aeXHICTh. HarosomryeTbes, mo HOMIyK HNUIAXiB 3a0e3lmedeHHs Oe3MeKd Mae BUCTYNATH OIHIEI0 3
Ba)XKJIMBHX 3aXO0/IiB MIITOTOBKH Ta MPOBEICHHS CIITUMX il B yMOBaX MaHIEMIi.

Y BHCHOBKax HaroJjoUIyeThCs, W0 3a0e3neyeHHs Oe3MeKH YYacCHUKIB PpO3CIiAyBaHHA Mae
po3mIsAaTHCS K 0araToacnekTHa KaTeropis, 1o 00yMOBIOE HEOOXIIHICTh KOMILIEKCHOTO MiIX0ay JIo 1i
OLIHKM Ta BHpINIEHHS B paMKaX KPUMIHAaJIbHOTO IpOBa/LKeHHSA. KpiM TOro, HaroJyomyerscs Ha
HEOOXiTHOCTI MpHIUIEHHA 3 OOKy MOCTIIHHUKIB OUIBIIOI yBarW NMUTAHHIO PO3POOKH apryMEHTOBaHUX
MPOMO3UIIH 0 3MiH B 3aKOHOJABCTBO 13 PO3LIMPEHHSM IIpaB Ha 3a0e3leucHHs Oe3IeKH YYacHUKIB
KPUMIHQJIBHOTO IIPOBA/DKEHHS B yMoBax maHaemii. UnHHUKM Ta QakTopH, IO OOYMOBIIOIOTH
(opMyBaHHS YMOB PO3CJITyBaHHS Ta MPOBEACHHS CIIIYMX [iH, JOMIIBHO PO3IIAAATH SIK OKPEMO, TaK 1 y
CYKYIIHOCTI.

Kniouosi cnoea: ymosu niozomoexu ma npoeedenus criouux Oil, 3abesneueHHs Oe3nexu,
namoemis, MUcK, YnoeHOBANCEHA 0COOA, PUSUK THDIKYBAHHSL.
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MAIN DIRECTIONS OF ADMINISTRATIVE AND LEGAL CONTROL
OF ILLEGAL TRAFFICKING OF DRUG SUBSTANCES USING THE INTERNET

Abstract. Research on the issue of administrative and legal counteraction to illicit drug
trafficking using the Internet. The paper states the existence of an extensive system of preventive research
in the field of combating both illicit drug trafficking and tort in general. Based on a three-tier system of
anti-anesthesia: general; special and individual.

According to the results of the study, the following conclusions were made: With the
development and accessibility of the Internet, a whole system of drug culture promotion emerged, as well
as new ways of distributing drugs (so-called bookmarks). Administrative and legal counteraction to illicit
drug trafficking using the Internet should be carried out at the following levels: general; special and
individual.

Keywords: drugs, narcotic substances; opposition, Internet; web resource.

Relevance of the study. Prevention plays an important role in combating drug
trafficking, its analogues and precursors. Prevention is the precautionary mechanism that does
not allow mass criminalization of society with all the negative consequences. With the
development of information technology and the comprehensiveness of the Internet, illegal
activities in the field of drug trafficking have moved to the virtual sphere, which in turn
requires the prevention of illegal behavior in the virtual space. This problem is especially acute
with the emergence of so-called "bookmarks", through which the sale of drugs takes place
without contact between seller and buyer.

Recent publications review. Problems of counteraction to narcotization were studied
by scientists-administrators through the object of research, so features of administrative
responsibility for offenses in the field of trafficking in narcotic drugs and psychotropic
substances were devoted to such works by such scientists as K. Afanasyev, O. Volokh,
L. Golosnichenko. etc. [1-5]. The issue of anesthesia of minors was considered separately by
scientists A. Sivchuk, N. Yuzikova, I. Cormorant. The general prevention of drug offenses was
not left out of consideration by such scientists as A. Musica, A. Savchenko, O. Yarmish,
H. Yarmaki. In our study, we will try to reveal the directions of administrative and legal
counteraction to illicit drug trafficking using the Internet.

The article’s objective is to develop areas of administrative and legal counteraction to
drug trafficking using the Internet.

Discussion. It is worth mentioning the rather extensive system of research on
preventive activities in the field of combating both drug trafficking and torts in general. Given
the diversity of assets, we consider it appropriate to adopt and use a three-tier system to combat
the drugzation of society. In general, according to the accepted systematization of directions of
counteraction to illicit trafficking in narcotic drugs, their analogues and precursors it is
accepted to divide into: general; special and individual.

General counteraction includes the activities of the state in general, as well as its bodies
and institutions, non-governmental organizations and formations aimed at resolving social,
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economic, political and cultural-moral contradictions related to drugzation of the population.
Exactly the conduct of state and social policy in this direction is the key to effective
prevention. Such activities are nationwide and cover long-term social relations. Accordingly,
planning is carried out for a long period, usually for 5 years and is reflected in the relevant
program approved by the highest executive body.

The subjects of the direction of administrative and legal counteraction to illicit drug
trafficking with the use of the Internet are the state represented by the highest state authorities,
local self-government bodies, public formations and individual citizens with an active position
in life. Religious organizations and their leaders play an important role in this system.
According to the analyzed paradigm, this range of actors is designed to influence the causes
and conditions that contribute to the spread of drug addiction in society. In counteracting this
phenomenon, a set of legal, social, cultural and religious norms is used with the use of the
Internet. The object of the general administrative and legal counteraction to the drug addiction
of society with the use of the Internet are the subjects of the social sphere. A feature of the
object in this area is its division into two main blocks.

The first includes groups of people involved in the distribution of drugs, their analogues
and precursors via the Internet. The specificity of this implementation is the lack of direct
contact between seller and buyer. The sale of drugs is contactless, through a system of
"bookmarks" and non-cash transfers. The Internet is full of advertisements about the possibility
of "safe purchase" of narcotic and psychotropic substances. In addition, in public places in
large settlements, it is not uncommon for e-mail addresses and links to sites where you can
order and purchase these substances to appear. The second specific block of administrative and
legal counteraction to illicit drug trafficking using the Internet is the entire virtual system. This
is primarily due to the free opportunity to promote drug using. In this approach, the object of
such a warning are individuals - users of computer equipment, mainly the Internet, as well as
certain groups of network users: prone to drug use or are in unfavorable family or social
conditions; have experience of first drug trials, or have friends who use drugs; increased risk;
use drugs; are addicted to drugs; wishing to stop using them.

The administrative and legal counteraction to illicit drug trafficking with the use of the
Internet at the general level should include: public monitoring of the Internet; creation of "hot
lines" to obtain information about the detection of suspicious content; detection, collection and
systematization of information with subsequent transfer to the relevant authorities of
information on Internet resources promoting drugs; encouraging the development of content on
the Internet that advocates for a healthy lifestyle. Among these activities, a special place is
occupied by encouraging the development of content on the Internet that campaigns for a
healthy lifestyle. This is due to the need to increase the legal literacy of the population, their
legal culture and consciousness. At the same time, it is necessary to state an unreasonably
small amount of Internet content in this direction. This is primarily due to the lack of attention
of the state and the public to this issue.

It is worth noting that the World Wide Web is a fairly mobile phenomenon that is
constantly changing and responding quickly to changes and needs in society. This is primarily
due to the wide distribution of the network and the ability to access it. Today, due to easy
access to the Internet, almost anyone can create a certain electronic resource, including a
resource that promotes the use of drugs, as well as distribute the same drugs, their analogues
and precursors. Thus, the fight against anesthesia depends not only on the state as a whole and
its bodies in particular, but also on the public and individual citizens. Special prevention of
drug offenses on the Internet is the localization and neutralization of the negative impact on
homogeneous social relations in society, creating a basis for strengthening the legal behavior of
citizens [1], establishing the principle of legality and ensuring the irreversibility of punishment
for the offense. Carrying out such a large-scale counteraction requires the concentration of the
efforts of the entire state with the broad involvement of the population. However, the
implementation of such large-scale measures requires the adoption and approval of a long-term
state target program with an implementation period of at least five years. Special counteraction
to drug trafficking of their analogues and precursors on the Internet should be provided at the
state level and includes the activities of law enforcement agencies and special institutions
aimed at combating narcotics.

In general, the special impact on the negative effects of the Internet is aimed at:

— creating obstacles to the legalization of funds received for offenses in the field of
anesthesia;
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— ousting methods of anesthesia of the population from the Internet;

— together with the public monitoring of the network in order to identify, localize, block
and identify those involved in the distribution of pro-narcotic content;

— improving methods of detecting such content on the Internet [2].

In order to strengthen the general and special administrative and legal counteraction to
illicit drug trafficking using the Internet, the priority tasks are:

1.Ensuring the intensification of activities to identify and stop the activities of sites with
pro-narcotic orientation. Emphasis on countering web-resources that distribute drugs, as well
as applications to mobile phones that do not use the mobile network but work via the mobile
Internet also serve as a means of anesthesia;

2.Creating and ensuring the proper functioning of an effective mechanism for the
promotion of Internet resources that promote a healthy lifestyle, have an educational function
about the harm of drug health, etc. [3].

To solve the tasks, it is necessary to provide:

1) constant monitoring of the Internet.

Continuous monitoring of the network is necessary in order to timely identify and
adequately respond to the content posted on the relevant resources, which: offers to purchase
drugs, their analogues and precursors; promotes the use of these substances, as well as content
that allegedly reveals the safety and misconceptions of society about drugs (as an example, as
if smoking marijuana does not pose a threat to physical and mental health).

The system of monitoring Internet sites and applications for mobile devices should be
based on the following special principles: priority of primary prevention; clear interaction
between prevention units, cyberpolice, the public and individual citizens; causality.

Monitoring should detect and record the following: characteristics of information about
the drug posted on the Internet; the dynamics of site visits (total number, time of day and
season, if possible, age and gender of persons who visited the site, etc.); the method of network
activity of visitors (through network access or a special application in the mobile phone);
method of resource promotion (pop-up ads, inscriptions on buildings, etc.); the state of activity
of anti-drug sites and other resources; e-mail address of the pro-drug resource, domain;
society's readiness to counteract, etc. [4].

Areas of network monitoring:

— control over newly created sites;

— detection of facts of placing information banners;

— tracking the facts of dissemination of information about narcotic substances, their
analogues and precursors (for example, sending letters to e-mail boxes or messages in mobile
phone applications);

— monitoring and verification of information on social networks (Facebook, Twitter,
etc.);

— analysis of information from chats of mobile phone applications.

Standards for the effectiveness of administrative and legal counteraction to illicit drug
trafficking using the Internet are:

1) The number of detected and blocked pro-narcotics resources; the number of active
anti-drug resources; the amount of time required to detect and block pro-drug resources;
identification and prosecution of persons involved in the creation, promotion of pro-drug sites
and the actual sale of these substances [4].

2) Establishing clear cooperation in conducting administrative and legal counteraction
to illicit drug trafficking using the Internet between prevention units, cyberpolice, and the
public. The organization of interaction will allow: to react in time to the facts of registration of
sites of a pro-narcotic direction; obtaining information on the facts of posting in public places
information on electronic resources for pro-narcotics and their timely destruction; holding joint
meetings, briefings, trainings, etc.

3) Introduction of public control and establishment of a system of interaction with the
public and citizens.

Public control occupies one of the important places in the life of the state and society.
Given the mass digitalization and the growing transition of people's lives to the virtual
network, the involvement of citizens in combating narcotics is especially relevant. Establishing
a clear system of interaction will allow you to quickly and timely receive information about the
registration of a new resource on the Internet, its characteristics, which in turn will provide an
opportunity to respond in a timely manner and terminate their activities. Public control should
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be aimed, first of all, at improving the effectiveness of administrative and legal counteraction
to illicit drug trafficking using the Internet by the relevant state institutions.

The essence of public control should be to monitor the activities of relevant state
institutions, identify problems and miscalculations in their activities, disseminate positive
results, draw public attention to the problems of narcotics via the Internet, interaction between
the public and society in combating narcotics, public performance of certain law enforcement
functions. by prior agreement, joint preventive measures, etc.

Individual administrative and legal counteraction to illicit drug trafficking using the
Internet is aimed at a specific person who uses the network to purchase drugs, or is reasonably
suspected of such actions. The purpose of such activities is to neutralize the negative antisocial
behavior of a person who could potentially develop into a criminal activity (drug addiction can
push a person to commit a crime). Individual prevention should be based not only on criticism
of drug use, but mainly on focusing on positive personal qualities. Individual counteraction
must be based on legal methods and provide for the protection of the rights and freedoms of
everyone. Measures of individual administrative and legal counteraction to illicit drug
trafficking with the use of the Internet include: preventive conversations with persons prone to
drug offenses via the Internet; registration of persons prone to committing these offenses;
providing legal, social and humanitarian assistance to such persons, paying special attention to
the accounts, domains and other Internet resources of such a person; sending relevant messages
to the place of study / work of such persons, etc.

Conclusions. The article considers the peculiarities of administrative and legal
counteraction to drug trafficking using the Internet. The relevance of this direction for modern
society in the era of digitalization is determined. According to the results of the study, the
following conclusions were made:

1. With the development and availability of the Internet, a whole system of drug culture
promotion has emerged, as well as new ways of distributing drugs (so-called bookmarks).

In order to administratively and legally counteract illicit drug trafficking using the
Internet, the following is proposed: to constantly monitor the Internet in order to identify
resources that promote drug use and offer the sale of such substances, to immediately stop their
activities and bring the perpetrators to justice; to ensure constant interaction of the public with
the relevant state institutions, with the motto of promoting a healthy lifestyle and timely
detection of prohibited content on the Internet.

2. Administrative and legal counteraction to illicit drug trafficking using the Internet
should be carried out at the following levels: general; special and individual.
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Anapiii YAYC
OCHOBHI HATIPSAIMHA AJIMIHICTPATUBHO-ITPABOBOI TPOTHIIT
HE3AKOHHOMY OBIT'Y HAPKOTUYHUX PEHOBUH
I3 BAKOPUCTAHHSIM MEPEXI IHTEPHET

AnoTanisi. B po60Ti KOHCTaTOBaHO HASBHICTH PO3TATY>KEHOI CHCTEMHU JOCIIVKEHb IPEBEHTHBHOT
IISUTIBHOCTI B cdepi MpoTUAil K HE3aKOHHOMY 00Iry HapKOTHYHHMX PEYOBHH, TaK i aJMiHICTPaTHBHHM
NPaBOIIOPYIIECHHSM B3arajii. B3sTo 3a OCHOBY TPHpPIBHEBY CHCTEMH NPOTHAII HApKOTH3ALIl: 3arajibHy;
CrelianbHy Ta IHAUBIyalbHy. 3arajJbHa IPOTHUIIS BKIIOYAE B cede MISUIbHICTD Aep)KaBU B3aralli, a TaKoxX
i opraHiB Ta IHCTUTYTIB, HEJEp)KaBHUX OpTaHi3amii Ta (opMyBaHb HaIpaBlieHy Ha BHPILNICHHS
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COIIaJIbHUX, €KOHOMIYHMX, HOJITHYHUX Ta KyJIbTypHO-MOPAIBHUX MPOTHPIY IIOB’SI3aHUX i3
HapkoTu3aniero HaceneHHs. CaMe NPOBENEHHS Jep>KaBHO-COIAIBHOT MOJITHKN B JAaHOMY HANpPSIMKY €
3aMOPYKOI0 1i€BOT PO (PiTaKTHKH.

CrenianeHa npoQiakTHKa HApKONOPYIIEeHb B Mepexi IHTepHeT sBiste co0010 JOKamizalio Ta
HeWTpami3alilo HEraTHBHOTO BIUIMBY Ha OJHOPiAHI COIiajbHI BIAHOCHHHM B CYCHIJIbCTBi, CTBOPEHHS
MATPYHTS A7 YKPIIUIEHHS MIPAaBOCBIAOMOI MOBEIIHKH I'POMAaJsH, BCTAHOBICHHS NPUHLUITY 3aKOHHOCTI
Ta 3a0e3eyeHHs] 0€3M0BOPOTHOCTI MOKapaHHs 3a BUMHEHE IIPaBONIOPYIICHHSI.

[anuBityanbHa aqMiHICTPaTUBHO-TIPABOBA MPOTUIS HE3aKOHHOMY OOIr'y HApKOTHYHHMX PEYOBUH
i3 BUKOPHCTAHHAM Mepexi [HTepHeT HamnpaBlieHa Ha KOHKPETHY 0C00y, sfika BUKOPUCTOBYE MEPEXY UL
npua0aHHS HAPKOTHYHHX 3aC00iB, 800 OOIPYHTOBAHO MiO3PIOETHCS B TAKHX IisIX.

3a pe3yabpTaTaMy JOCIIDKEHHS 3p00JIEHO BUCHOBKHU:

1. 3 pO3BHTKOM Ta MOCTYIHICTIO BHUKOPHCTaHHS Mepexki I[HTepHeT BHHMKIA IIila CHCTEMa
NpOTIaraHAy HapKO-KYJIBTYPH, & TaKOX HOBI CHOCOOM PO3IOBCIOKEHHS HAPKOTHYHHX PEUOBHH (Tak
3BaHMX 3aKJIAT0K).

2. AIMiHICTpAaTUBHO-TIpAaBOBa MPOTHIisl HE3aKOHHOMY OOy HapKOTHMYHHX PEYOBHH 13
BUKOPHMCTaHHAM Mepexi IHTepHeT mNOBMHHA 37iMCHIOBATHCS Ha HACTYNHHUX PIBHAX: 3arajbHU;
crenialbHUN Ta 1HAUBITyadIbHUH.

Knwowuogi cnosa: napxomuxu; HapKOmMuuHi peyosuHu; npomuois, inmeprem, eb-pecypc.
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THE RIGHT OF CONVICTS TO HEALTH CARE

Abstract. The Article examines the application of imprisonment to persons, which restricts their
ability to exercise a number of rights and freedoms, but the state undertakes to provide such persons with
access to medical care and treatment. However, the procedure for exercising and ensuring the right to
health care has its peculiarities due to the nature of criminal punishment in the form of imprisonment.
Despite the great attention of scientists to the definition and legislative consolidation of human and civil
rights and freedoms in Ukraine, the complexity of the task of administrative and legal support and
establishing guarantees of the right to health of citizens sentenced to imprisonment requires more detailed
study. The state of ensuring that convicts exercise their right to health care and adequate medical care has
recently been extremely unfavourable. According to prosecutors, the main shortcomings in the
organization of health care are insufficient staff, lack of necessary medicines and emergency medical
care, untimely detection, diagnosis and prevention of diseases, especially chronic ones and inability to
provide proper treatment in remand prisons.

The system of health care facilities that can provide medical care in general and special order
should be specifically defined, as these aspects are rather chaotically regulated in the criminal-executive
legislation. In addition, the main problem of the imperfect functioning of the program to guarantee the
right of the convict to health care is the insufficient material and financial support of penitentiary
institutions, as most of them are in extremely unsatisfactory condition and objectively unable to provide
normal living conditions.

Keywords: ensuring, right to health, legal status, convict, administrative support, legal support,
protection of public health, imprisonment in Ukraine.

Relevance of the study. One of the most crucial components of the social and
economic rights and freedoms system of the citizens is the right to health care. Health care
implies certain measures that are taken by the government bodies and local authorities, their
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