Scientific Bulletin of Dnipropetrovsk State University of Internal Affairs. 2022. Special Issue Ne |

ISSUES OF PUBLIC AND PRIVATE LEGAL REGULATION
OF SEPARATE SOCIAL RELATIONS

UDC 343.4

DOI 10.31733/2078-3566-2022-5-158-164

Olena Eduard
RYABCHYNSKA © STOMATOV ©
Dr. of Law, Professor Ph.D. (Law),
(Classic Private Associate Professor,
University, Judge (Komunarskyi
Zaporizhzhia, District Court,
Ukraine) Zaporizhzhia,
Ukraine)
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Onena Psaéuuncbka, Eayapn CromatoB. KPUMIHAJIBHO-IIPABOBA OXOPOHA
NPABA HA IPUBATHE XWUTTS Y MEJIWYHIA COEPI: MIKHAPOJIHUI TA
HAIIIOHAJIbHUI KOHTEKCT. VY crarti npoaHani3oBaHO OCHOBHI IONOEHHS IIPABOBOIO
perymroBaHHs 3MicTy iH(poOpMamii mpo CTaH 3J0pOB’S O0COOM y MDKHApOJHUX JOKYMEHTAaX, TaK 1 B
HAI[IOHAJEHOMY 3aKOHOJABCTBI, Ta ii CIIBBIJIHONICHHS 3 TAaKUMH MOHATTSIMHU K OCOOHCTE Ta CiMeiHe
JKUTTS, KOHQiNeHNiHHa iHpopMallis, MeandHa iH(opMallis, JIiKapCchka TAEMHHUIS, MEIUYHA TAEMHUIIS,
BPaxOBYIOUYH MiXKHApOJHO-TIPABOBI CTAHAAPTH y Wil cdepi, a TaKoxkK HAyKOBI JOCIIDKEHHS 3 Teopil mpaBa
Ta ragy3eBUX AUCHUIUTIH, 30KpeMa KOHCTUTYIIIHHOTO, KpUMIHAIBHOTO, aIMiHICTPATHBHOTO Ta LIUBUIBHOTO
IpaBa, 3aKOHOJaBCcTBa y cdepi iHdopmarii, oxoponu 310poB’st Ta mpaktuku €CILJL, Tomo.

IlepcriekTHBHUMK ~ HamNpsIMKaMH  JOCHIIKEHb y cdepi KpUMIHAIBHO-IIPABOBOI OXOPOHU
HEIOTOPKAHHOCTI MPHBATHOTO JKUTTA B MEAWYHIN cdepi €: aHAm3 CHIBBIIHOIIEHHS NpaBa 0coOM Ha
ocobucte Ta ciMeliHe XUTTA K 00’€KTa KPUMIHAIBHO-IPAaBOBOI OXOPOHH Ta 00’€KTa KpHMiHAJIBHHUX
NIPaBONOPYIIeHb, ependadeHux cr. 132 Tta cr. 145 KK Vkpainu; yTo4HeHHS 3MICTy MOHSTH «JIiKapchKa
TAEMHUIIA», «KMEINYHA TAEMHUIS», «KOH(INEHIIHHA iHpOpMaLis PO CTaH 3JI0POB’sH» 3 METOI0 YCYHEHHS
ICHYIOUMX HEYIiTKO BH3HAYEHUX, CYICPEWINBHX MOJIOXKEHb, NPOTAIMH HOPMAaTHBHO-NPABOBOi 0a3u B
yacTuHi iHQOpPMAIiMHUX Ta TIPABOBIAHOCHHY, IO HETaTUBHO BIUIMBAIOTh Ha 3a0e3NedeHHS
KOHCTHTYLIHHUX IPaB i CBOOO JIFOJMHY 1 TPOMajIsTHIHA; BCTAHOBJICHHS 0Ci0, SIKi MOXKYTh MaTH JOCTYII 10
Takoi KoH(pineHniHoi iHdopMarii, 3 MeToro 3’sCyBaHHS Kojia 0ci0, sSKi MOXKYTh OyTH BU3HaHI Cy0’ €KTaMHI
KPUMIHAJIBHOTO IIpaBOIOpYyIIeHHs, nependadeHoro cr. 145 KK VYkpaiHn; ynocKOHaJICHHS IPaBOBOTO
perynioBaHHA NOPSAKY 30upaHHs, 30epiraHHs, BUKOpHCTaHHS Ta oOiry iHdopmamii, 30kpema, mpo
NCHUXIYHUH CTaH 0coOH, 11 MPHUMycOBOro OOCTEXKEHHS Ta JIKyBaHHS, BUKOPHCTAHHS KOH(IAECHIIHHMX
naHux y cepi nemxiarpii, 1o sikoi Koncruryniitanit Cyn Ykpainu 3BepHYB yBary IpH TIyMadyeHHI cTaTtei
3,23,31, 47,48 3akony Ykpaiau «IIpo inpopmariro» Tomio.

Kniouosi cnosa: npaso na nosazy 00 npusamuoeo dcumms, iHopmayis npo cmau 300pos s
JH00UHY, KOHGDiOenyilina ingopmayis, nikapcoka MaemMHuys, MeOUdHa MacMHUYA.

Relevance of the study. The European Convention on Human Rights (ECHR) states that
everyone has the right to respect for their private and family life, their home, and correspondence.
To comply with these requirements, the Constitution of Ukraine guarantees the inviolability of
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the dwelling place (Art. 30), the secrecy of mail, telephone conversations, telegraph and other
correspondence (Art. 31), and non-interference in private and family life, except in cases
envisaged by the Constitution of Ukraine (Art. 32). The right to secrecy of private (personal) and
family life is considered in the aspect of the right to information privacy [1, p. 95]. According to
Pt. 2 of Art. 8 of this Convention, public authorities shall not interfere with the exercise of this
right, except in cases where the interference is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety, or the economic welfare of
a country, for the prevention of riot or crime, for the protection of health or morals, or for the
protection of the rights and freedoms of others.

Protection of a person from interference in their private and family life is one of the basic
principles of information relations in the state (Art. 2), and ensuring everyone’s access to
information is the direction of the state information policy (Art. 3) [2]. Information about the
condition of human health also belongs to this sphere of privacy.

Recent publications review. Admission of information about the human health condition
as an element of their lives’ privacy is declared, first of all, at the international level in such
documents as: the Directive 95/46/EC of the European Parliament and of the Council "On the
protection of individuals with regard to the processing of personal data and on the free movement
of such data" in terms of regulation of provisions on access to medical information; the Geneva
Declaration of the World Medical Association (1948); the Declaration on the Promotion of
Patients’ Rights in Europe (adopted by the World Health Organization in 1994), which contains
a provision that all information about the patient’s health status, diagnosis, prognosis, and
treatment of their disease, as well as any other personal information, should be kept confidential,
even after the patient’s death, etc.

The need for special legal protection of the patient’s interests is also enshrined in a number
of declarations and conventions adopted by international organizations of doctors and patients, in
particular the World Health Organization (WHO) and the World Medical Association (WMA).
Among them: the WHO Declaration of Alma-Ata on Primary Health Care (1978), the WHO
Ljubljana Charter on Reforming Health Care in Europe (1996), the WMA Tokyo Declaration on
Guidelines for Physicians Covering Torture and Other Cruel, Inhuman, or Degrading Treatment or
Punishment in Relation to Detention and Imprisonment (1975), the WMA Declaration of Lisbon
on the Rights of the Patient, the WMA Declaration on Euthanasia (1987), and the WMA
Declaration on Transplantation of Human Organs (1987) [3, p. 79].

Among the international documents on patients’ rights, the most important are the
Declaration on the Promotion of Patients’ Rights in Europe (1994) and the European Charter
of Patients’ Rights of 2002 [4, p. 126]. In the Declaration on the Promotion of Patients’ Rights
(1994), among the principles of patients’ rights, along with such as respect for human dignity,
self-determination, physical and mental inviolability and protection, respect for moral,
cultural, and religious values, the possibility of protecting one’s own health to the extent that
existing measures of prevention and treatment of diseases allow, and the possibility of
achieving the highest level of health for oneself, the principle of respect for confidentiality is
also indicated [5].

The article’s objective is to analyze the fundamental provisions of legal regulation of
the content of information about a person’s health status and its correlation with such concepts
used both in international documents and national legislation as private and family life,
confidential information, medical information, medical secrecy, and medical privacy, taking into
account international legal standards in this field as well as academic research in the theory of
law and branch disciplines, in particular constitutional, criminal, administrative, and civil law,
legislation in the field of information, health care, and ECHR practices, etc.

Discussion. Today, the European Charter of Patients’ Rights of 2002 defines the optimal
scope of patients’ individual rights. Among them are: 1) the right to preventive measures; 2) the
right to accessibility of medical services; 3) the right to information, i.e. the right to receive any
information about own health status, about medical services and ways of receiving these
services; 4) the right to consent, i.e. the right to receive any information that will allow the patient
to actively participate in decision-making about their health; 5) the right to freedom of choice
between different medical procedures and institutions (specialists) on the basis of relevant
information; 6) the right to privacy and confidentiality of personal information; 7) the right to
respect for the patient’s time; 8) the right to comply with quality standards of medical care; 9) the
right to safety; 10) the right to innovation; 11) the right to prevent, if possible, suffering and pain;
12) the right to an individual approach to treatment; 13) the right to appeal; 14) the right to
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compensation in case of physical or moral and psychological harm caused by the actions of a
medical institution [6].

According to Pt. 2 of Art. 11 of the Law of Ukraine "On Information" it shall not be
allowed to gather, store, use, and disseminate confidential information about a person without
their consent, except in cases determined by law and only in the interests of the national security,
economic welfare, and protection of human rights [2]. Confidential informationl about an
individual includes health data (Pt. 2 of Art. 11 of the Law of Ukraine "On Information").
Moreover, everyone is provided with free access to information that concerns them personally,
except in cases provided by law. According to Art. 286 of the Civil Code of Ukraine, an
individual has the right to secrecy about their health status, the fact of seeking medical care, the
diagnosis, as well as information obtained during their medical check-up. It is prohibited to
demand and submit information about the diagnosis and methods of treatment of an individual
at the place of work or study. An individual is obliged to refrain from spreading information
specified in Pt. 1 of this Article, which became known to them in connection with the fulfillment
of their official duties or from other sources (Art. 286) [7]. Thus, the secrecy about the health
status in the context of this Article is information about: 1) the fact of seeking medical care;
2) the diagnosis; 3) information obtained during the medical check-up; 4) information about the
methods of treatment of the person.

The Constitutional Court of Ukraine emphasizes that "when studying this issue, it is
necessary to clearly distinguish the rules for the use of information related to medical privacy
(information about the patient) as opposed to medical information (information for the
patient)" [8]. The obligation to provide medical information is stipulated in Art. 39 of the
Fundamentals of Legislation of Ukraine on Healthcare and consists in the fact that the doctor is
obliged to provide the patient, their family members, or their legal representatives with such
information in full and in an accessible form.

The content of medical information is evidence of the status of a person’s health, their
medical history, the purpose of the offered examinations and treatment measures, and the
prognosis of the possible development of the disease, including the existing risk to life and
health. According to the legal regime, medical information is confidential, i.e., restricted access
information. In cases of refusal to provide medical information or intentional concealment of it
from the patient, their family members, or their legal representative, they can appeal the actions
or inactions of the doctor directly to the court or, at their own choice, to a medical institution or
health authority. Intentional concealment of medical information from the patient is a violation
of the right to access information.

The analysis of Art. 39, 391 and 40 of the Law of Ukraine "Fundamentals of the
Legislation of Ukraine on Healthcare" shows that the patient’s right to secrecy about their health
status, the fact of seeking medical care, the diagnosis, as well as information obtained during
their medical check-up (medical information), corresponds to the prohibition of medical workers
and other persons who, in connection with the fulfillment of professional or official duties,
became aware of the disease, medical check-up, examination, and their results, of intimate and
family life of a citizen, to disclose this information, except in cases provided for by legislative
acts. It is also prohibited to demand and provide information about the diagnosis and treatment
methods of the patient at the place of work or study.

Criminal law protection of human privacy field in terms of information about their health
status is currently limited to criminalization of medical privacy disclosure (Art. 145 of the
Criminal Code of Ukraine) and disclosure of information about medical check-up to detect
infection with human immunodeficiency virus or other incurable infectious disease (Art. 132 of
the Criminal Code of Ukraine).

Therefore, in the context of criminal law, it is about medical privacy, which, according to
Art. 40 of the Law of Ukraine "Fundamentals of the Legislation of Ukraine on Healthcare", is a
broader concept than confidential information about the health status of a person, because along
with information about the disease, medical check-up, examination, and their results, it also
includes information about the intimate and family aspects of a citizen’s life.

In the criminal law doctrine, the objective side of the illegal disclosure of medical privacy
is interpreted, in particular, as the disclosure of the following information: 1) the fact of applying
for psychiatric care and treatment in a psychiatric institution or staying in psychoneurological

! As well as data on their ethnicity, education, marital status, religious beliefs, address, date and
place of birth, etc.
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institutions for social protection or special training, as well as other information about the
condition of person’s mental health, their private life; 2) infection of a person with a sexually-
transmitted infectious disease, conducted medical check-ups and examinations in this regard,
data of an intimate nature obtained due to performing professional duties by officials and medical
workers of health care institutions; 3) results of medical check-up of persons who have applied
for marriage registration [9].

Specialists, studying the legal status of the patient, emphasize the consideration of such
fundamental aspects that make up the content of such status as: "the object of confidentiality is
personally sensitive information for the patient, the disclosure of which will lead to significant
moral suffering; a significant range of subjects who must comply with the rules of
confidentiality; a multi-component subject of confidential information; a permanent
confidentiality of information.

Compliance with medical privacy is considered one of the legal guarantees of patients’
rights as a basic structural element of the patient’s legal status" [10, p. 6; 17]. Among the offers for
improving the principle of confidentiality at the regulatory level, the following deserve attention in
particular: harmonization of terminology by replacing it with a single "medical secrecy" term;
development of clearly defined instructions for the preservation of medical privacy, a list and forms
of documents on the transfer of such information, permits of subjects of primary medical
information, obligations of medical workers not to disclose medical secrecy; clear definition of
subjects that must keep patient information confidential, in particular healers, pharmacists,
employers, if personal medical records are kept at the place of work [10, p. 23].

The research literature suggests that "in recent years, the number of crimes committed in
the medical field is constantly growing. Attention is drawn to crimes related to non-compliance
with patient rights and violation of medical privacy, especially by law enforcement agencies of
Ukraine" [11, p. 57]. We cannot unconditionally agree with this point of view, based on statistics
for the last five years2 (from 2017 to 2021), because for the commission of criminal offenses
under Art. 132 and Art. 145 of the Criminal Code of Ukraine, for all these years, 9 criminal
proceedings under Art. 132 of the Criminal Code of Ukraine and 44 criminal proceedings under
Art. 145 of the Criminal Code of Ukraine were registered, while no one was notified of suspicion
and no one was sentenced [12].

Despite the existing mechanism for preventing violations of this right in the legal system
of the country, the statistics of applications of Ukrainian citizens to the ECHR due to violation
of this conventional right is considered disappointing [13, p. 100]. In particular, the ECHR has
in its portfolio more than one decision on the violation of the rights, for example, of patients to
respect for private life, as such recognizes the following situations: disclosure without the
patient’s consent of medical records (case histories) containing confidential personal data about
the patient by the clinic to the Social Insurance Administration and, accordingly, to a wider range
of civil servants (see M.S. v. Sweden, 27 August 1997, § 35, Reports 1997-1V); disclosure of
medical data by medical institutions, in particular to the patient’s employer (see Radu v. the
Republic of Moldova, no. 50073/07, § 27, 15 April 2014) (count 35 of the judgment); the
hospital’s failure to inform the applicant of the results of her HIV test and the disclosure of the
applicant’s positive HIV status to her mother and workplace (M.K. v. Ukraine (no. 24867/13)).
Any interference with the individual rights under Art. 8 of the European Convention on Human
Rights may only be justified under Par. 2 Art. 8 of this Convention if it is in accordance with the
law, pursues one or more of the legitimate aims referred to in that Paragraph and is necessary in
a democratic society for the achievement of that aim (see Azer Ahmadov v. Azerbaijan, no.
3409/10, § 63,22 July 2021) (count 36 of the judgment) [14].

The ECHR has previously recognized that employers may have a legitimate interest in
information about the physical health of employees, especially in the context of assigning them
certain professional duties related to specific skills, functions, or competencies, but emphasized
that the collection and processing of relevant information must be lawful and ensure a fair
balance between the interests of the employer and the candidate’s privacy concerns (see Surikov
v. Ukraine, no. 42788/06, § 91, 26 January 2017) (count 54 of the judgment).

Conclusions. It is advisable to define the following as a promising area of research in
the field of criminal law protection of private life of a person in the medical field: analysis of
the correlation between the right of a person to private and family life as an object of criminal

2 In between 2008-2012, no one was sentenced under Art. 132 and Art. 145 of the Criminal Code
of Ukraine.
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law protection and the object of criminal offenses under Art. 132 and Art. 145 of the Criminal
Code of Ukraine; clarification of the content of the "medical privacy", "medical secrecy", and
"confidential information about the health status" concepts in order to eliminate the existing
unclearly defined, conflicting provisions, and gaps in the regulatory framework in the part of
informational and legal relations that negatively affect the ensuring of constitutional rights and
freedoms of a person and a citizen; identification of persons who may have access to such
confidential information in order to clarify the circle of persons who may be recognized as
subjects of a criminal offense under Art. 145 of the Criminal Code of Ukraine; improvement
of the legal regulation of the procedure for collection, storage, use and circulation of
information, in particular, on the mental state of a person, their compulsory examination and
treatment, use of confidential data in the field of psychiatry, to which the Constitutional Court
of Ukraine drew attention when interpreting Articles 3, 23, 31, 47, 48 of the Law of Ukraine
"On Information", etc.
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ABSTRACT

The article analyzed the fundamental provisions of legal regulation of the information content
about a person’s health status and its correlation with such concepts used both in international documents
and national legislation as private and family life, confidential information, medical information,
medical secrecy, and medical privacy, taking into account international legal standards in this field as
well as academic research in the theory of law and branch disciplines, in particular constitutional,
criminal, administrative, and civil law, legislation in the field of information, health care, and ECHR
practices, etc.

The following are the promising areas of research in the field of criminal law protection of a
person’s privacy in the medical field: analysis of the correlation between the right of a person to private
and family life as an object of criminal law protection and the object of criminal offenses under Art. 132
and Art. 145 of the Criminal Code of Ukraine; clarification of the content of the "medical privacy", "medical
secrecy", and "confidential information about the health status" concepts in order to eliminate the existing
unclearly defined, conflicting provisions, and gaps in the regulatory framework in the part of informational
and legal relations that negatively affect the ensuring of constitutional rights and freedoms of a person and
a citizen; identification of persons who may have access to such confidential information in order to clarify
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the circle of persons who may be recognized as subjects of a criminal offense under Art. 145 of the Criminal
Code of Ukraine; improvement of the legal regulation of the procedure for collection, storage, use and
circulation of information, in particular, on the mental state of a person, their compulsory examination and
treatment, use of confidential data in the field of psychiatry, to which the Constitutional Court of Ukraine
drew attention when interpreting Articles 3, 23, 31, 47, 48 of the Law of Ukraine "On Information", etc.

Keywords: the right to respect for private life, information about the human health status,
confidential information, medical secrecy, medical privacy.
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CRIMINOLOGICAL CHARACTERISTICS OF THE IDENTITY
OF THE ABUSER WHO COMMITS A CRIMINAL OFFENSE
IN THE HOME SPHERE

Katepnna Bypsax. KPUMIHOJIOITYHA XAPAKTEPUCTUKA OCOBHU KPUBJIHUKA,
SIKAYW BUMHSIE KPUMIHAJIBHE ITPABOIIOPYIIEHHS Y MMOBYTOBIN C®EPIL V crarti
JOCIDKEHO 0c00y KpWBIHUKA, SKUM BYMHSE JOMAIIHE HACHIBLCTBO. 3alpOIIOHOBAHO BH3HAYEHHS
KPUBJIHHAKA, KU BUMHSE IMOOYTOBHHU 3JIOYHH, SIK CYKYNHICTh CYCHUIBHO 3HAUYIIMX XapaKTEPHCTHK 1
BIZTHOCHH 0COOH, III0 XapaKTepU3yIOTh ii sIK BUNHEHHS 3JIOYHHIB y cepi CiMEHHO-IOOYTOBHX BiJHOCHH.
[IpoananizoBaHO CTPYKTYPHI €JIEMEHTH KPHUMIHOJOTIYHOI XapaKTEPUCTUKH OCOOM 3JIOYMHILI, a came:
comiaibHO-IeMorpadivuni;  KpPUMIHAIBHO-IPABOBHUH;  COLIAIbHO-PONBOBI;  MOPAJBHO-IICHXOJIOTIYHI.
ComianbHo-1eMorpadiydi XapaKTepUCTHKH OCOOHMCTOCTI 3JIOYMHIS BHCBITIIOIOTHCS BIJOMOCTSMH PO
CTaTh, BIK, OCBITY, MiCIle HApODKCHHS 1 MPOXKMBAHHS, I'POMAJISHCTBO Ta IHIIUMH JAeMOrpadpiyHUMHU
JAHUMHU.

KpumiHanbHO-IpaBoBa XapakTepUCTHKAa — L€ BIIOMOCTI IO CKJIaJ BYMHEHOrO 3JI0YHHY,
CHPSMOBAHICTh 1 MOTHBALiIO 3JI0YHHHOI MOBEIIHKH, OZHOOCIOHICTh UM TPYNOBHH XapakTep 3JI0YHMHHOI
IisbHOCTI, (opMy cIiBydacTi (BHKOHaBeIlb, OpraHi3aTrop, mig0yproBad, ITOCOOHHK), IHTEHCHUBHICTh
3JI0YMHHOI JISUIBHOCTI, XapakTep 3JI0YMHHOI AISUTBHOCTI, XapakTep 3JIOYMHHOI AiSUIbHOCTI. HasBHICTh
cymumoctedl 1 Tak gami. CoIialbHO-pOJIBOBI XapaKTEPUCTUKH PO3KPHBAIOTH (DYHKHIT OCOOMCTOCTI,
3yMOBJIEHI Ii CTAHOBHIIIEM Y CHCTEMI ICHYIOUHX CYCHIJIBHUX BiJTHOCHH, HAJIEXKHICTIO JI0 IEBHOI CONIaIbHOT
IPyIH, B3a€EMOMIEIO 3 IHIIWMH JIIOJBMHU Ta OpraHi3allisiMH B pi3HHX cepax CyCHiIbHOTO KHUTTA. [0
MOpPaJIbHUX SIKOCTEH JIOMUHM HaJeXaTh i CBITOTJIAA, AYXOBHICTh, MOTVISAM, HEPEKOHAHHS, YCTAaHOBKH,
LiHHICHI Opi€eHTALil.

3N0YMHIIB Bipi3HA€ HEraTUBHE a00 Oaliy’ke CTABJICHHsS JO BUKOHAHHS CBOIX TPOMAJICBKUX
000B’s13KiB, JOTPUMAHHS IIPABOBUX HOPM, BUOip MPOTHIPABHUX 3aC00IB 3a0BOJIEHHS 0COOMCTUX MOTPEO,
eroi3M, IrHOpPYBaHHS CyCHUIBHUX iHTepeciB Tomo. CHOpMOBAHO MOPTPET 3JOYMHIA, SKUH BUYHMHSE
JIOMAIIHE HACWJIBCTBO. 3alpoOIlOHOBAHO €(QEeKTHBHY CHCTEMYy 3aXOMiB 13 3amoOiraHHs Ta HPOTHIIl
JIOMAITHbOMY HACHJIBCTBY, fKa Mae 0a3yBaTuCs Ha €(QEKTHUBHIM MPOCBITHUIBKIA AISIBHOCTI ILIOJO
CHPUYMHEHHS MOOYTOBUX 3I0YMHIB.

Knrouogi cnoea: kpusonux, OOMAWIHE HACUTLCMBO, NOPMPem O0OIUYYS 310YUHYS, NPOMUOLs
O0OMAUWIHLOMY HACUTLCGY.

Relevance of the study. With Ukraine obtaining candidate status, there are many social
issues that need to be addressed, the introduction of European regulation and values, the sphere
of family relations and the problem of domestic crime is no exception. For the correct selection
of the mechanism for regulating the counteraction and prevention of domestic crime, we decided
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