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scouts were able to successfully use affordable and simple serial drones, such as DJI or Autel, to
determine the positions of the Russian military and direct artillery strikes. Drones helped destroy a
significant amount of enemy equipment, personnel and artillery. For example, assistance from the
Mavik-3 drone, which has a value of about UAH 100,000, contributed to the destruction of the
Ural vehicle, valued at approximately UAH 2 million. [5].

From the analysis presented in this study, it can be concluded that the development and
use of unmanned aerial vehicles (UAVs) is becoming a significant factor in the field of law
enforcement and defense. According to the stated data, the use of UAVs opens up new
opportunities for conducting military operations, in particular for performing tactical tasks and
delivering precise strikes on strategic targets. UAV technologies are used for reconnaissance,
establishing the coordinates of enemy objects, as well as for directing artillery strikes, which
contributes to more effective warfare and reducing risks for personnel.

It also states that scouts and drone operators have learned to successfully use affordable
and simple drones to locate enemy positions and deliver strikes.

This allows to destroy enemy equipment and personnel with minimal losses on the part of
their own troops. For example, the use of Mavik-3 drones contributed to the destruction of an
enemy object, which is worth much more than the drone itself.

This approach to the use of UAV technologies, which is based on their availability and
capabilities, allows to increase the effectiveness of combat operations, as well as to reduce risks
for one’s own personnel. Programs aimed at maximizing the use of reconnaissance and attack
UAVs show that developers and the military are rapidly adapting to new challenges in modern
military technology to ensure the safety and effectiveness of military operations.
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PRIORITIES FOR ENSURING CYBERSECURITY OF UKRAINE
IN THE CONTEXT OF ARMED AGGRESSION

In today's world, which is becoming increasingly digital and dependent on information
technology, the role of cybersecurity is extremely important and crucial. It creates the basis for
security and resilience in the information space, protecting individuals, companies, government
agencies and national interests from potential threats.
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Mixcnapoona ma nauionanbHa 6e3nexka: meopemuyHi i RPUKIAOHI acheKkmu

Currently, this topic is of particular importance, as Ukraine is in a difficult geopolitical
situation where cyberattacks can be used as a tool of hybrid warfare. Significant human, material,
and financial resources are involved in the conduct of anti-Ukrainian information influence, which
makes it possible to effectively "brainwash" some of our compatriots [1].

Protecting Ukraine from cyberattacks is a complex and multifaceted task that requires
cooperation between government agencies, the private sector, and the public. It includes some key
strategies that can be used for defense, namely:

1. Establishing a national cybersecurity strategy: the government of Ukraine should
develop and implement a national cybersecurity strategy that defines the main areas of activities
and resources to protect against cyber threats.

2.Increase investment in cybersecurity: the government should allocate sufficient
resources to develop and maintain cybersecurity measures, including infrastructure upgrades,
training of personnel, and cyber exercises for the public.

3. Strengthening cybersecurity legislation: it is important to improve legislation governing
cybersecurity, including prohibiting cybercrime, defining liability for cyberattacks, and ensuring
transparency and accountability in relations between government agencies, the private sector, and
the public.

4. Establishment of cybersecurity centers: the government may consider establishing
specialized cybersecurity centers that will be responsible for monitoring, analyzing and responding
to cyber threats.

5. Increasing education and awareness: it is important to conduct ongoing education and
awareness campaigns for the public, businesses and government officials on cybersecurity,
including training on the most common cyber threats and how to prevent them.

6. Cooperation with international partners: Ukraine should actively cooperate with
international organizations and partners in the field of cybersecurity, exchanging information on
cyber threats and best practices.

7. Human resource development in the field of cybersecurity: it is important to develop
human resources in the field of cybersecurity, including training of cybersecurity specialists and
attracting talented professionals to this field.

In today's military realities, it is difficult and even inappropriate to deny the role of
information as a tool of confrontation, in fact, a weapon. Information allows you to win a war
without firing a single shot, by creating and fomenting internal contradictions [2]. Therefore, it is
appropriate to outline the priorities that Ukraine should set to ensure cybersecurity in the context
of armed aggression:

1. Protection of critical infrastructures: the primary task is to protect critical
infrastructures, such as energy, transportation, telecommunications and finance, from cyberattacks
that could lead to serious consequences for national security and the economy.

As a result of Russia's full-scale invasion of Ukraine in 2022, the number of cyberattacks
by Russia doubled, and before the anniversary of the military aggression, it increased sixfold [3].
An example of this is the unpleasant situation that occurred on the morning of December 12
throughout Ukraine, namely, a large-scale failure of the Ukrainian telecommunications company
Kyivstar: mobile and Internet communications disappeared, causing significant losses to the
company and citizens who were left without communication, which plays an important role in
wartime, as fast and reliable communication allows the military, law enforcement agencies and the
public to coordinate actions, perform urgent actions and respond to threats.

2.Increase preparedness for cyber attacks: the government of Ukraine should increase
preparedness for cyber attacks by developing and implementing cyber defense strategies and
technologies, and training personnel to respond to cyber threats.

3.Ensuring information security: it is necessary to ensure the security of information
resources and systems of government agencies, military structures and critical infrastructures from
cyberattacks and cyberespionage.

4.Strengthening legislation and regulatory measures: the government should consider
improving legislation and regulatory measures in the field of cybersecurity, including defining
liability for cyberattacks and increasing fines for their commission.

S.International cooperation: Ukraine should actively cooperate with international partners,
including NATO, the European Union, and other countries, to share information on cyber threats
and respond to them jointly.

6.Raising public awareness: it is important to conduct information campaigns and
educational activities for the public on potential cyber threats and methods of preventing them.
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7. Developing and implementing cyber defense technologies: it is necessary to actively
develop and implement cyber defense technologies, such as systems for detecting and preventing
cyber attacks, encrypting data, and identifying anomalous activity.

These priorities and strategies will help Ukraine strengthen its cybersecurity and preserve
national security in the face of armed aggression and bring the country closer to victory.
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JUCKYPC IIOJ0 PO3YMIHHA OKPEMUX ACIIEKTIB
3ABE3INEYEHHSA KIBEPBE3ITEKHN

Cy4acHuil nmporpec Jro/ICTBA BU3HAYAETHCS MBUIKAM PO3BUTKOM 1H(POPMAIIHHUX HOBAILIIH,
30KpeMa KOMIT'IOTEpHHX TEXHOJIOTiH, SIKIi € HEeBiJ’€MHOI0 CKJIaJIOBOIO CydacHOCTi. [HTepHer,
0e3IepevHo, CTaB HEOIMIHHOI0 YacTHHOIO Hamoro >kuTTs [1]. OgHak y KibGeprpocTopi moumpeHi
pI3HOMaHITHI 3arpo3W, Taki sK MaHimynsuii, nesiHopmaris, mnponaranna (i3UYHOTO YH
CEeKCyaJIbHOTO HACHJLISI, TIOIMPEHHS 3a00pOHEHHX TOBAPIB, MiI0YPIOBAHHS 10 CAMOT'yOCTBA Ta 1HIIII.
CycHiJibcTBO YCBIIOMITIOE MOTPe0y Y BIIPOBaDKEHHI MEPEIOBUX 3aX0/iB KibepOe3nekH, ajie BapTo
3ayBaXKUTH, IIO JIMIIE CBIJIOMICTh HE € J0cTaTHbOW. KibepOesneka MOCTIHHO OOTOBOPIOETHCH,
OCKUIBKH CYCIHIJIbCTBO IIIE€ HE M€ JIOCTATHBOI MEIarpaMOTHOCTI ISl TIOBHOTO PO3YMIHHS 3arpo3.
3pocTaHHsl KUIBKOCTI KPHMIHAIBHHX IIPABOIOPYIIEHb Y KiOepmpocTopi MiAKPECIoe BaKINBICTH
LBOTrO NIUTAHHS SIK Ha HAIllOHAJBHOMY, TaK 1 Ha MI>)KHAPOJHOMY PiBHSX [2].

Bynp-gxuil CTpiMKHI PO3BUTOK CYHNPOBOKYETHCS K MMO3UTHBHUMH, TaK i HETaTUBHUMH
sIBUIIAMH. 3TiJHO 3 porpamMHuMu nokymeHtamu OOH, yHiBepcanbHe miJiBUIIEHHS KibepOe3neku
nepe0avae BpaxyBaHHs PI3HUX acCIEKTiB, TAKMX SK 1H()OPMOBAHICTH, BiIIOBIJAJIbHICTD, €THKA,
JIEMOKpaTisi, OI[iHKAa PH3HKIB, BIPOBA/PKEHHS 3ac0o0iB O€3NeKH Ta yNpaBiIiHHS HUMH, a TaKoX
nepeoninka [3]. Haminenumu Hanpsmamu 3abesneueHHs Oes3rnekd B KibeprpocTopi €
iHpopmaniiiHa Oe3reka, Oe3meka Mepexi, Oe3neka I[HTepHETY Ta 3aXUCT KPHTHYHUX
inppactpykryp [4].

OmHUM 13 HEJOCTATHHO BUBUYCHUX ACIEKTIB OOPOTHOU 3 II€I0 3JIOUMHHICTIO € COLiaIbHUI
IUIaH 10A0 (OPMYBaHHS IIO0ATBHOI KYJIBTYpH KiOepOe3nekH, 30KpeMa B Taily3i OCBITH Ta HayKH
3aranoMm. Kowmm’torepHa Oe3rnexka mMae y CBOEMY CKIaJi HIMPOKHH CIEKTp mpobiieM y cdepi
TEJIEKOMYHIKalliii Ta iHQOpPMATHKH, TTOB’13aHUX 3 KOHTPOJIEM Ta OL[IHKOI PU3UKIB, 1110 BUHUKAIOTh
IIPY BUKOPHUCTAaHHI KOMIT I0TEPiB, Ta/DKETIB Ta KOMIT IOTEpHUX Mepex [5].

3rinno 3 3akoHoMm VYkpainm «IIpo ocHoBHI 3acagm 3abe3meueHHs KibepOesneku
VYkpaiau», KibepOe3nexa BU3HAUA€ThCS SIK 3aXUCT 1HTEPECiB JIIOIMHH, CYCIIIECTBA Ta ACPIKaBH B
kibeprnpocropi. OcoOnuBy yBary ciiiji 3BepHYTH Ha MPaBOBI, MOPaJbHI Ta CYCHUIbHI aCIeKTH
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