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SECURITY OF THE FUTURE: HUMAN RIGHTS
IN THE FIGHT AGAINST FAKES

Today, fakes have become part of our social life. Sometimes the information
contained in fakes significantly affects relations in society, can cause clashes based
on racial hatred or cause panic in the population about the spread of diseases. Let’s
consider the main regulatory acts in the EU, designed to regulate social relations in
the information space and protect human rights in the field of available truthful
information.

In accordance with Recommendation No. R (97) 7 of the Committee of
Ministers of the Council of Europe on public services and the rights of users of their
services, all important services providing social and administrative services must be
periodically evaluated taking into account the needs of users, followed by a public
discussion. assessment.

In addition, it is important to note that cooperation with the public sector both
at the individual and supranational levels is defined as one of the priorities in the
Directive on network and information security, adopted by the European Parliament
in 2015 and implemented in the national legislation of the EU member states.
According to this directive, the national governments of the EU member states
undertook to comply with the requirements set forth in it and to create their own
information security incident response center, as well as a corresponding center in
each state. In addition, an advisory board was formed at each center, which included
members of the public to perform advisory and control functions. Given the growing
number of incidents and the role of the information sphere in the life of European
society, these measures have become urgent [1].

The EU leadership pays special attention to the institutional organization of
cooperation with the public sector in matters of information security. On March 10,
2004, the European Network and Information Security Agency (hereinafter ENISA)
was established — a specialized EU intergovernmental institution that focuses its
efforts on strengthening the information security of the European Community and
solving urgent problems. related to her. One of ENISA’s priorities is to strengthen
interaction between information security subjects by stimulating an active dialogue
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between state bodies and non-state subjects. This element of the agency’s activities
allows EU member states to better coordinate the efforts of governments and civil
society to protect Europe’s information space. In addition, this method ensures the
implementation of democratic principles in the security sector, as social groups and
individuals are involved in the decision-making process and directly influence the
political system.

In addition, it is worth mentioning the activities of such an organization as the
European Security Forum (EISF) — an independent network of coordination centers
on security issues, which includes a number of European non-governmental
organizations. The main goal of this organization is to effectively influence
management processes in the security sector and promote effective countermeasures
against modern risks. EISF was created in 2006 at the initiative of the leaders of
European NGOs whose activities were aimed at ensuring security in Europe.

Paying attention to the functional component of the organization, it should be
noted that it is based on coordination. The EISF Secretariat works in constant
cooperation with its members and coordinates security sector initiatives within its
framework. In addition, the EISF acts as a resource for others interested in security
risk management in the humanitarian sector. This network includes humanitarian
workers, UN staff, government officials, researchers, security consultants and many
others. The organization’s main tools for achieving this goal are forum meetings
(twice a year) for a comprehensive discussion of current security issues in Europe,
regular seminars and ongoing dialogue, exchange of information between members
and the wider community (including both public and private). This allows the EISF
to be an interdisciplinary and transnational platform for cooperation between
European state and supranational structures, on the one hand, and civil society
institutions, on the other.

One of the strategic areas of EISF activity is countering information risks that
threaten the security of the European community (including states, social groups,
individuals). As for information security, the main efforts of the organization are
aimed at a broad discussion of the most relevant issues of information security with
the involvement of experts, leaders of public opinion, scientists, and civil servants.
The final stage of this work is the formation of appropriate conclusions and
recommendations regarding sustainable functioning and elimination of security
problems [2].

Studying international experience, it is important to analyze modern
initiatives and practices of state-public cooperation in the direction of countering
hybrid threats to national and international security systems, in particular in the
information sphere. Scientific interest in this issue is caused by the fact of the global
hybrid war, which prompts both the political elite and the general public to look for
methods of accumulating resources and efforts to neutralize the destructive effects
of potential and real threats. At the same time, it is worth noting that this process is
not static, the evolution of the forms and methods of applying the strategy of hybrid
warfare in recent years determines the search for optimal options for adapting
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security systems in European countries to modern challenges.

Today, Ukraine is also taking steps to combat false information, in particular,
the former Chairman of the Verkhovna Rada Committee on Humanitarian and
Information Policy, Mykyta Poturaev, considered it necessary to enshrine the
concept of «disinformation» in legislation and prosecute those who systematically
use it.
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IICUXOJIOI'TYHA TA COIIAJIBHA PEABUIITAIISA HACEJIEHHSA
YKPAIHU 3 BAKOPUCTAHHSIM IHTEPHET-PECYPCIB

CrpusTi TICUXOJIOT1YHIM Ta CoIllajibHIM pealuiTaiii HaceJIeHHs, SKE CTallo
JKEPTBOIO BIMHU, IIe HE JIMIIIE MOpaJbHE 3000B’s3aHHS, aje W HEOOXIAHICThH IS
3a0e3MeUeHHs CTa0lIBHOCTI Ta PO3BUTKY CyCHUIbCTBA. AHAJI3, BUKJIAJICHUNA y LN
Te3l, Ma€e Ha MeTI BHU3HAYCHHS TPYAHOIIIB, SKIi BHUHHKAIOTh Y KOHTEKCTI
MICUXOJIOTIYHOI Ta COLlalbHOI peadimiTalli HaceIeHHs YKpaiHH, IKE MOCTPaXAaio
Bl BIMHM, a TaKOX JJi BHSIBJICHHS MOJJIMBOCTEH 1 NUIAXIB 3a0e3leueHHs
MICUXOJIOTIYHOTO Ta COIIAIbHOIO 0J1aronoayydsi rpoMasiH.

[Icuxonorm Ta cowlaJbHI NpPALiBHUKA BIAICPAIOTh BAaXIUBY pOJIb Y
peabuTITAlIiHOMY MpOLEC] JAJISl MOCTPpaKAaNuX Bij BiitHU B Ykpaiui. [Icuxonoru
3IMCHIOIOTh J1arHOCTHKY Ta OIIHKY ICUXIYHOTO CTaHy, BUSIBJISIIOTH CHUMIITOMHU
MOCTTPABMATHYHOTO CTPECOBOTO PO3JaAy Ta 1HIIMX MCUXOJOTIYHUX TpaBM. BoHu
HAJAIOTh TICUXOTEPANIEBTUYHY JOMOMOrYy 4epe3 IHIUBIAyallbHI KOHCYJbTAIlli,
rpymnoBi Tepamii Ta poboty 3 cim’samu. [IcuMXojgorn TakoX CHPUSIOTH Y
NICUXOCOLIaNbHIN peabimiTarii, COpsSMOBaHI Ha MOKPAIIEHHS CAMOOLIHKH Ta
KOMYHIKaIIiHuX HaBu4yokK. ColliaiibHI MpalliBHUKKH BHU3HAYAIOTh COIlaJbHI Ta
€KOHOMIYHI ~TOTpeOM MOCTPaXKJaIMX, CTBOPIOIOTh IHJIMBIAYyallbHI  IIJIAaHU
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