Mamepianu Misxcnapoonoi naykoso-npakmuunoi koughepenyii ({IAYBC, 02.12.2022)
HAKJIACTH IMIIPOBI30BaHy OKJIFO31MHY IOB’SI3KY 3 MaTepially sIKHUH HE NpPOIyCKae
HOBITPs Ta 3aiKCyBaTH il 3 yCIX OOKIB JIEHKOIJIACTUPOM. 3a BIJCYTHOCTI TaKoOl
MOKJTMBOCT1 PO3IJISHBTE TUCK Ha paHy JIOJIOHEIO B I'yMOBiW pykaBuui [3].Takux
3aXO0JliB BUCTA4a€ Ha JCKIJIbKAa XBUJIMH, MICJSI YOTO IMXAHHS MOCTPAXIaJIoro 3HOB
YCKJIAHIOEThCSI. B TakoMy pa3i HWXKHIA Kpal BIAKJICIOETHCS, CITYCKAETHCS
MOBITPsI, HA BUJIOC1 3HOB TEPMETUYHO 3aKPUBAETHCS.

SIKi1o npeaMeT CTUPUYUTH 3 TPYJIHOT KIITUHHU, BaXKJIMBO HE BUTITYBATH HOTO
3 paHHW, a HAKJIACTH TePMETHYHUN MaTepiaJl HaBKOJO MpeaMeTa I00 CTBOPHUTH
HACTUIbKU T€PMETHYHY OB’ 3Ky, HACKUIBKH 1€ MOXJINBO. CTaOUTI3yiHTe MpEeaMET,
HaKJIABIIIM JIOBKOJIA BAaTHO-MapJieBY MOB’ 3Ky, 3p00JIeHY 3 HaNOUIbII CTEPUIbHUX
niapyyHux matepiams. 1100 3adikcyBaTu repMeTHYHUN Martepial 1 MOB’SI3KM Ha
MICIIi, HAKJIaiTh IMIIPOBI30BaHi OB’ s13KU. He 3akpuBaiiTe nmpeameT, 110 CTUPUYUTH,
noB’si3kamu [1]. 3BICHO 3a TPaBMOBAHOIO OCOOOO 3 IMI03POI0 HAa ITHEBMOTOPAKC
HEOOX1AHO TOCTIMHO HAIIMJaTH Ta BXXKHTH 3aXOdiB 13 3amoOiraHHS
MEPEOXOJIOIKEHHSI.

Takum YWHOM, mepesiueHl 3HAHHS Ta PEKOMEHJAIlli Il 4Yac HaJaHHS
JIOMEIMYHOI JJOTIOMOTH TOTEPIJIOMY 3 ITHEBMOTOPAKCOM JO03BOJISIIOTh HE TUIBKHU
HE T1aBaTUCS MaHIIll, a 1 30eperTH XUTTS MOTEPIIIIOMY.
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Bbpaxuuk /1. C.,

aJIBOKaT, aciipanT kadenpu
KPUMIHAJIICTUKU Ta IOMEAUYHOI
MIArOTOBKU J[{HIPONETPOBCHKOIO
JIEP’KaBHOTO YHIBEPCUTETY
BHYTPIIIHIX CIIpaB

JETAJIBALIS (BZIMUBAHHS) MAVHA, OJEP2KAHHOI'O
3JIOYMHHUM LLISIXOM, I3 BAKOPUCTAHHSIM IHOOPMAIIMHO-
TEJIJEKOMYHIKAIIMHUX CUCTEM TA TEXHOJIOI'TH TA il BIUIUB HA
HAIIOHAJIBHY BE3MEKY JJEP’KABU B YMOBAX BOEHHOI'O CTAHY

[IpoTsaroM OCTaHHIX JeCATUPIY B YKPAiHi Ta B CBITI 3arOCTPIOETHCS MUTAHHS
neramizamii  (BiAMHMBaHHS) MaifHa, OJIEPKAHOTO 3JOYMHHHUM IIIAXOM, 13
BUKOPUCTAaHHAM 1H()OpPMAIIITHO-TEIEKOMYHIKAIMHUX CUCTEM Ta TEXHOJIOTIH, 110
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CyyacHi BUKJIMKH Ta aKTyaJIbHI po0OsiemMu 3a0e3neueHHs MiXKHAPOAHOT Ta HalliOHATHHOT
Oe3rneku (TeHeHIT, TPOoOJIeMH Ta NUIAXHU X BUPIIICHHS):

CIPUYMHEHO WIBHIKHUM PO3BHTKOM «IEPEIOBUX IU(PPOBUX TEXHOJOTIH», a came
KOMIT'IOTEPHOI ~Ta  MOOUIBHOI  TEXHIKM, [JOJATKiB, IHQOpMaUIiHUX Ta
TEJIEKOMYHIKAIIIMHUX CHUCTEM, BIPTYaJlbHO-BAIIIOTHUX OIp)XK Ta ayKIOHIB,
€JIEKTPOHHUX KOWITIB, B TOMY 4YHUCIl 1 Yy 3B’SI3Ky 3 HOSIBOIO Ta (DaKTHYHOIO
JCIIEHTPATI3all€l0 PUHKY BIPTYadbHO-BAIIOTHUX oOIlepaliid (KpUNTOBATIOTHUX
O1px).

Came CTpIMKHMII pO3BUTOK I1HTEpHET-OAHKIHTY, HEJOCKOHAJIAa IOJITHKA
(hIHAHCOBOTO MOHITOPUHTY OaHKIBCBKUX Ta BIPTyaJIbHO-BaJIOTHUX OIEpallii,
MeXaH13MiB 11eHTH(iKalli Ta ayTeHTU(IKAILll 0cOOH, MOsABa €JIEKTPOHHUX KOILTIB
Ta BIPTyaJIbHUX BAJIIOT, Yy TOMY YHCIl 1 KpPHUIITOBAJIIOT, CTAJIO BEJIMYE3HOIO
npoONeMor0 K i1 MDKHApOAHMX IPABOOXOPOHHHMX OpraHiB, Tak 1 JJIs
BITUM3HSHUX B YACTHH1 OOPOTHOM 13 BIIMUBAHHSIM MaiiHa, OTPUMaHUX 3JIOYMHHUM
IUIAXOM, SIKE B CBOIO 4YEpry, CTae OJHUM 13 €(dEeKTUBHUX CIIOCOOIB BEIEHHS
«TIHPOBMX  OI3HECIB»  TpPAaHCHAUIOHAIBHMX  MacluTadiB, MOB’A3aHUX 13
(1HaHCYBaHHSIM TEPOPUCTUYHUX OpraHizaliid, BEIEHHAM TIOpUAHMX BIMH Ta
CTBOPEHHSM IITYYHUX KOH(JIIIKTIB B CBITI 3 METOIO 3MIHHU BJIaJI1, TOPTIBIIs 30pOET0,
HApKOTUYHUMU 3aco0aMu Ta JIIOAbMH, II0 HEraTUBHO BIUIMBAE€ Ha HAI[IOHAJIbHY
0e3neKy Hallol Aep’KaBU B YMOBaX BOEHHOTO CTaHy.

Bxasane 3yMOBJTIOE HEOOX1AHICTh OerCJ'II/ITI/I Ta KOPOTKO PO3KpHTH
3araJibHUM  MeXaHi3M BYMHEHHS 3JI0YMHIB, TIOB’A3aHUX 13 JIEralli3ali€io
(BiIMUBaHHSM) MaiHa, OTPUMAHOrO 3JIOYMHHUM IUIIXOM, BUMHEHHMX 3a
JOTIOMOT010  1H(QOPMaIIITHO-TEIEKOMYHIKALITHUX CHUCTEM Ta TEXHOJIOTIH Ta iX
BILJIMB HA HAI[IOHAJIbHY 0€3MeKy HAIlIO1 AepKaBU B yMOBaX BOEHHOTO CTaHy.

Ha miacraBi aHanizy HayKOBHX Mpalb y JTaHOMY HalpsiMi, Pi3HOMaHITHUX
KYPHAIIICTCBKUX PO3CIIiyBaHb, BHUPOKIB Cyay, iHdopMarii BiJ NpaliBHUKIB
0aHKIBCHKOTO cekTopy ((piHAaHCOBOrO MOHITOPUHTY), a TaKOX IpalliBHUKIB
NPaBOOXOPOHHHX oprasiB, (icKaJbHOI CIy>KOH, IO 3aliMaJNCh pOBCJ’IlILYBaHHHM
jeramizamii  (BIAMUBaHHS) MaiiHa, OJIEPKAHOTO 3JIOYMHHUM  HUIIXOM, 13
BUKOPUCTAHHSIM 1HQOPMALIHHO-TEICKOMYHIKAI[IHHUX CHUCTEM Ta TEXHOJIOT1H,
MOKHA 3a3HA4YUTH, 1[I0 JlaHA KaTeropis 3JI0YMHIB BUYMHSIETHCS 3a 3arajbHUM
MEXaH13MOM, 10 BKJIFOYAE Pi3HI CIOCOOU AOCSITHEHHS MPOMIKHUX LUIEH Ha HUIXY
70 KiHI[eBOro pe3ynpTaTy. [Ipu 1mpoMy, CIlif HAroJOCUTH HA TOMY, IO 1€ BHI
3JI0YMHIB BUMHSAETHCA, SIK TIPABUIIO, Y CKJIal OPTaHi30BaHOI 3JI0YMHHOI FPYIIH.

3o0kpema, Ha MIArOTOBYOMY €Talll OpraHi3aTop 3IMCHIOE KOMYHIKAII 13
3aMOBHUKOM BIJJMUBAaHHSI MEBHOI CyMH KOIUTIB a00 MaiiHa ((hakTUYHO OTpUMYE
3aMOBJICHHSI Ha Jeranizaiiio abo (akTuyHy oriaTty 3a00pOHEHOr0 3aKOHOM
TOBApPY/BUMHEHHS [II 3 MOJANBIIMM BIJIMUBAHHIM LMX KOIITIB). TakoX Ha IbOMY
eTari TOCOOHHMKH 3a JIOTIOMOTOI0 pi3HUX Jokepen (Hampukian, DarkNet)
HiITYKYIOTh OC10, SIK1 TOTOBI MepeaaTu (SK MpaBUjIO MPOAaTH) CBOI MEPCOHATBHI
naHi (macmopTHi naHi, (iHaHCOBUU Tene(OH, Mapojii JAOCTYIMy Ta IHIIE) IMIOAO
JOCTYIY JI0 1HTEPHET-OaHKIHTY Ta eJleKTpOoHHO-IudpoBux Oipxk. Jlami, Bij imMeH1
ux oci0 B1IOYBa€TbCA peecTpallisl Ta BIAKPUTTS LU(PPOBUX paxyHKIB B OaHKax Ta
Ha €JICKTPOHHO-IIM(PPOBUX OlprKax.
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Ilin yac Oe3nmocepeHBOr0 BUMHEHHS 3JIOYMHHUX 1 BuKOHaBli O3Y
BUMHSIOTh HEOOXITHI Jii BIJl IMEHI «IIiJCTaBHUX OCi0» B CHUCTEMI I1HTEpHET-
OaHkiHTY 1010 TpaHchopmalii MaitHa (KOIITIB) B €JIEKTPOHY BatoTy (el 'pormii,
KpPHUIITOBAJIIOTA Ta 1H.), @00 MPOCTO 3A1MCHIOIOTh TPUHOM OIJIATH 3a MEBHUN TOBAp
a0o Aii, B TOMY 4YMCI1 1 MDKHApPOAHI TIJIATeX1, MIHYIOUM MeXaHi3MU (PiHaHCOBOTO
MOHITOpUHTY. [0 TOro », OCHOBHHMI €Tal BKJIIOYA€ «3aILTyTYBaHHS CIIIJIIB)»
HUISIXOM KOHBepTalii el’pomell Ta KpUNTOBAIIOT Ha OIp’KOBUX AayKIIOHax Ta
Toprax (abo mMpoCTO oriata 3a00pPOHEHOr0 3aKOHOM TOBapy B TOMY YMCII 1 3a
KOPJOHOM), Ji¢ BiIOyBaeTbcsad (DaKTUYHO NPOJAXK HE JErajizoBaHOro MaiHa
(komTiB) B cucTeMy Oipxi (aHajgor KOp.paxyHOK y OaHKy, Jie¢ BigOyBarOThCS
OJIHOYAaCHO MUIBHOHI Oomepariil pi3HUX KOPUCTYBauiB) Ta OTPUMAaHHS JIETAIbHHUX,
TaK 3BaHUX «UYMCTHX» KOIITIB BiJ IUX omepariil (I0ch Ha KIITAIT IPUOYTKY Bij
KYIIBJI-TIPOJAXy IIHHUX ManepiB Ha (POHIOBUX PUHKAX).

VY miacymMKy 37I0YMHII «BUBOJASTHY JIETANI30BaHE MAalHO (KOLUTH) 4Yepes
IHTEpHET-0aHKIHI HAa PaxyHKH «IIACTaBHUX 0cCi0», ab0 HUISIXOM IMepeKa3y LHX
€JIEKTPOHHO-IIM(PPOBUX BATIOT HA €JIEKTPOHHI TaMaHIll, TaK 3BaHUX, «BATFOTHUKIB)
Ta OTPUMAHHS peaTbHUX KOIITIB.

OTxe, CTPIMKIH PO3BUTOK «IEPEAOBUX ITUPPOBUX TEXHOJIOT1i», BIICYTHICTh
MOBHOLIIHHOI'O KOHTPOJIIO PHUHKY BIPTyaJIbHUX BajlOT 3 OOKy BiIaaM, 3acTapuil
IHCTpYMEHTH (DIHAHCOBOTO MOHITOPHUHTY, a TaKOX BIJICYTHICTh >KOPCTKOT
O0pOTHOM 13 TIHBOBUM BaJIFOTHUM PHUHKOM Ta PUHKOM TOPTiBII MEPCOHATLHUMH
JaHUMH, B YMOBAaX BO€HHOI'O CTaHy, NpU3BEAE 10 OLIbII BaKKOi OOpOTHOM 13
3JI0YMHAMHU, TIOB’S3aHMMM 13(pIHAHCYBaHHS TEPOPUCTUYHMX OpTaHizamiii abo
OKpPEMHX IUIWTYHIB, JMBEPCAHTIB, fKI (PAKTUYHO MOXYTh IIATH HAa HaIIH
TepuTopii 1 (IHAHCYBATUCh KpaiHOI arpecopoM, 4YUM (PaKTHUYHO CYTTEBO
BIITEPMIHOBYE HAIIly TIEPEMOTY, a HaJal, MOXKe CTaTH MPOOJIEMOI0, TIOB’SI3aHOIO 13
PO3TOPTaHHIM HEJErajJbHOro O13HECY (TOPTriBis 30pOr0, HAPKOTUUHUMU 3aco0amMu
Ta JI0JIbMHU) Ha TEPUTOPIi HAIIIOI IepP>KaBH.
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