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REGULATORY AND LEGAL SUPPORT FOR THE ACTIVITIES
OF CERTAIN ANTI-TERRORIST UNITS OF THE SECURITY
AND DEFENCE SECTOR OF UKRAINE

I'anna TypuanikoBa. HOPMATHUBHO-IIPABOBE 3ABE3INEYEHHSI JISIJIBHOCTI
OKPEMHUX KOHTPTEPOPECTUYHHUX NIJAPO3A1JIIB CEKTOPY BE3IIEKH TA OBOPOHU
VKPATHH. V crarTi Ha OCHOBi KPUTHYHOTrO aHAMi3y YHHHOTO 3aKOHOAABCTBA, IO PETYIIOE CYCIiThHI
BIJTHOCHHH Yy CekTopi Oe3meku i OOOpOHM JepkaBH, PO3IJIIHYTO CTaH HOPMAaTHUBHO-IPaBOBOIO
3abe3neueHHss OOPOTHOM 3 TEepOpH3MOM Ta opraizamito i ¢opMu B3aemonii cy0d’ekTiB GopoTHOH 3
Tepopu3MoM. Y CTaTTi Ha OCHOBI KPUTHYHOIO aHAIIi3y YHHHOTO 3aKOHOJABCTBA, II0 PETYIIOE CYCIIIbHI
BIJHOCHHH Yy CeKTopi Oe3mekd i OOOpOHM [ep)kaBd, PO3IJIIHYTO CTaH HOPMATHUBHO-NPABOBOIO
3abe3neueHHss OOpOTHOM 3 TEepOpH3MOM Ta opraizamito i ¢opmu B3aemonii cy0d’ekTiB GOpoTHOH 3
TEPOPHU3MOM.

OmHuM i3 KIIOYOBHX SBHIL, L0 YHEMOXJIMBIIOE a00 YCKIQJHIOE peaji3alifo HalliOHAIbHUX
iHTepeciB Ta 30epe)KeHHs1 HaliOHAJNBHUX I[IHHOCTeW YKpalHH, € Tepopu3M — CYCIJIBHO HeOe3redHa
NSUTBHICTD, SIKa TMOJNATa€ y CBiZIOMOMY, LiJNECIPSIMOBAHOMY 3aCTOCYBaHHI HACHJIBCTBA IILISIXOM
3aXOIUIEHHS 3apy4HUKIB, MiNaaiB, YOMBCTB, TOPTYp, 3aIIKyBaHHS a0 IHIIMX MOCATAHb HA KUTTS X
3/I0pOB’Sl HI B 4YOMy HE BHHHHX JIOJeH a0 IOrpo3 BUMHEHHS 3JIOYMHHHUX i 3 METOI0 JOCATHEHHS
3JIOYMHHUX LJIEH.

JisbHICTh HEHTPAIbHUX OPraHiB BUKOHABYOI BIIAJM, HAJIJICHUX BIAJHAMH [1OBHOBA)XCHHSIMHU Y
ctepi 60poTHOU 3 TEPOPUCTHYHOO TisUTBHICTIO, BIAMIOBITHO /IO IX KOMIIETEHIIIT Ta ITiICIiJHOCT1 3II0YHMHIB
koopaunHyeThest Ciyx0010 Oes3mexn YKpaiHM — AepKaBHMM OpPraHOM CIEHialbHOTO NPH3HAYCHHS 3
NIPaBOOXOPOHHUMH  (DYHKIISIMH, SKHH 3a0e3nedye JepkaBHy Oes3meky VYkpaiHM Ta 3iHCHIOE
"HonepepKeHHs, BUSABJICHHS, IPUITHHEHHS Ta PO3KPUTTS KPUMIHAJIBHUX PAaBONOPYLIEHb IPOTH MUPY Ta
Oe3IeKH JIOACTBa, TEPOpU3MY'.

OpraHizamist B3aeMOAil Ta KOOpIHMHANISA JiSUIBHOCTI Cy0’€KTiB OOpOTEOM 3 TEpOopH3MOM
MIOKJIAIA€Thesl Ha AHTUTEpOpHCTHIHUN neHTp npu Ciryx0i Oe3nekn YkpaiHu Ta 3[iHCHIOETECS 3aJIEKHO
BiJ] piBHIB TEpPOPUCTHYHOI 3arpO3H IIUIIXOM 0OMiHY iH(popMaIi€lo, KoopauHanii Ailf cy6’eKTiB 60pOTEOH

M

3 Tepopu3MOM. Y pa3i BCTaHOBJICHHS PiBHSI TEPOPHCTUYHOI 3arpo3u "depBonuit" (3arposza), "cuniid"
(moreHuiitHa 3arpo3a) Ta ">xoBTHI" (HMOBipHa 3arpo3a) y Gpopmi 3acinanb MixBigoM4oi KOOpJHHALIHHOT
KoMicii AHTuTepopucTHIHOro LeHTpy npu Cmyx6i Oe3mexn YKpaiHH, a TaKOX KOOPAWHAIIWHHUX TPy
IIpH perioHabHUX opranax Ciryx6u Oesmexn YkpaiHu.

V pasi BCTaHOBIECHHS PIBHS TEPOPHCTHYHOI 3arpo3u "depBOHMI (peanbHa 3arpo3a)" B3aeMOmIis
cy0’ekTiB GOpOTHOHM 3 TEPOPU3MOM 3MIHCHIOETHCS LUISIXOM CIIJIBHOrO BHKOHAHHS OOHOBHX 3aBIaHb y
(opMi IPOBEICHHSI aHTUTEPOPUCTUYHOI oreparlii — KOMIUIEKCY CKOOPAMHOBAHUX CIIEIialIbHUX 3aXO/iB 3
TIOTIEPEKEHHS, 3armo0iraHHs Ta NPHUITUHCHHS TEPOPUCTHYHOI [isSUTBHOCTI, 3BUIPHEHHS 3apydHHKIB,
3abe3neueHHss Oe3MEeKN HaceIeHHs, 3HEUIKO/DKCHHS TepOPUCTIB, MiHIMi3alii HACHiAKIB TepOPHCTHYHOL
JUSUTBHOCTI.

Knrouogsi cnosa: nayionanvha 6esnexa, mepopuszm, cy6’exmu Oopomvbu 3 mMepopuzMoM,
Aumumepopucmuunuil yenmp, cysic6060-6otiosa Oisnsricms, Hayionanvna noniyia Yxpainu, 63acmoois.

Relevance of the study. According to the Constitution, Ukraine is recognised as a
sovereign and independent, democratic, social and legal state [1, Art. 1], and Ukraine’s
sovereignty extends to its entire territory [1, Art. 2].

In turn, the protection of the sovereignty and territorial integrity of Ukraine, ensuring its
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economic and information security are the most important functions of the state [1, Art. 17].

The President of Ukraine, as the head of state and guarantor of state sovereignty,
territorial integrity, and observance of human and civil rights and freedoms [1, Art. 102],
ensures state independence and national security [1, Art. 106, para. 1], and exercises leadership
in the areas of national security and defence [1, Art. 106, para. 17].

Thus, the creation of an effective system and functioning mechanism for ensuring
Ukraine’s national security as the protection of state sovereignty, territorial integrity,
democratic constitutional order and other national interests of Ukraine from real and potential
threats [2, para. 9, part 1, art. 1] is a key element of state-building and preservation of the
identity of the Ukrainian people, development and strengthening of Ukraine as a democratic,
social and legal state, ensuring human rights and freedoms and decent living conditions.

These issues have become particularly relevant in the context of disintegration
processes destabilising the state system, growing contradictions between the interests of
different social groups and segments of the population, antagonistic intentions of the Russian
Federation, encroachments on Ukraine’s state sovereignty and attempts to overthrow the
democratic constitutional order, which were particularly acute in 2013-2014.

One of the key phenomena that make it impossible or difficult to realise the national
interests and preserve the national values of Ukraine is terrorism — a socially dangerous activity
consisting in the deliberate, purposeful use of violence by taking hostages, arson, murder, torture,
intimidation of the population and authorities or other attacks on the life or health of innocent
people, or threats to commit criminal acts in order to achieve criminal goals [3, Art. 1].

The Cabinet of Ministers of Ukraine [3, Part 1, Art. 4] is responsible for combating
terrorism as an activity aimed at preventing, detecting, suppressing and minimising the
consequences of terrorist activities [3, Art. 1] and providing it with the necessary forces, means
and resources.

Recent publications review. The study of problematic issues of ensuring the national
security of Ukraine is devoted to the works of O. Bandurka, A. Voloshchuk, S. Husarov,
O. Dolzhenkov, Y. Dubko, 1. Zozulya, 1. Kirichenko, V. Kovalenko, V. Konoplyov, O. Kopan,
M. Kornienko, V. Krutov, S. Kuznichenko, V. Lipkan, I. Musienko, V. Nastiuk, V. Olefir,
A. Podoliaka, M. Saakyan, O. Shaptala, O. Shmakov, O. Yarmysh and others.

The role of law enforcement bodies in ensuring national security is the subject of
scientific research by Y. Allerov, S. Belyi, A. Berlach, G. Drobakha, R. Kaliuzhnyi,
V. Kolpakov, O. Kryvenko, V. Laptii, O. Ostapenko, V. Petkov, S. Poltorak, A. Spasskyi,
S. Yarovoi, H. Yarmaki.

The immediate theoretical basis for the study of the regulatory and legal framework of
the service and combat activities of the security forces of Ukraine was the scientific research of
V. Antipenko, Y. Ivanov, T. Zhovtenko, O. Konev, V. Mayorov, S. Pecherytsia, D. Savochkin,
M. Semykin, M. Slipchenko, A. Spasskyi, D. Talalai, O. Shevchenko.

The article’s objective is to critically analyse the current legislation regulating public
relations in the state security and defence sector and the interaction of the actors involved in the
fight against terrorism.

Discussion. The concept of terrorist activity under Ukrainian legislation covers a wide
range of unlawful acts, namely planning, organising, preparing and carrying out terrorist acts,
incitement to commit terrorist acts, violence against individuals or organisations, destruction of
property for terrorist purposes; Organisation of illegal armed groups, criminal groups (criminal
organisations), organised criminal groups to commit terrorist acts, as well as participation in
such acts; recruitment, arming, training and use of terrorists; propaganda and dissemination of
terrorist ideology; terrorist training; leaving and entering Ukraine for terrorist purposes;
financing and other assistance to terrorism [3, Art. 1]. The above in turn implies the use of a
certain range of subjects to combat activities aimed at preventing, detecting, suppressing and
minimising the consequences of terrorist activities.

The breadth of the object and the wide range of subjects of the fight against terrorism,
although regulated by the Law of Ukraine "On Combating Terrorism", which defines the legal
and organisational basis of this fight and in its entirety creates the national system of
combating terrorist activity as a set of subjects of the fight against terrorism and their
capabilities in this area organised in accordance with the legislation of Ukraine [3, Art. 4; 4,
para. 2, item 1], which is endowed with system-forming factors, includes the participation of
central executive authorities within the limits of their competence, established by laws and
other regulatory legal acts adopted on the basis thereof.
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At the same time, a number of laws and regulations provide an interpretative definition
of such a system: "a unified state system for preventing, responding to and suppressing terrorist
acts and minimising their consequences" [5, para. 1]; "a nationwide system for combating
terrorism" [6, R. 2; 4, para. 2, R. 1], which, in our opinion, leads to some inconsistency and
ambiguity in the application of the law in the service and combat activities of counter-terrorism
actors.

The formation of terminology is not the subject of our study, but at the same time,
considering that the concept of "terrorist activity" is broader than "terrorist act" and
"terrorism", we believe that subordinate legal acts should be harmonised with the provisions of
the Law of Ukraine "On Combating Terrorism" and the definition of "national system of
combating terrorist activity" should be used in law enforcement.

Undoubtedly, from a practical point of view, it is expedient to focus not so much on the
fight against terrorism, which in principle refers to already identified terrorist groups, but rather
on the identification of a certain type of activity as terrorist and countering it, which
corresponds to the modern dimension of terrorism.

However, returning to the subject of the study and taking into account the above, the
following questions arise: How does this range of actors coordinate their activities? What are
the forms of interaction between these actors in the fight against terrorist activity?

The analysis of the current legislation and regulations leads to the conclusion that the
activities of the central executive bodies vested with powers in the field of counter-terrorism in
accordance with their competence and jurisdiction over crimes are coordinated by the Security
Service of Ukraine, a special state body with law enforcement functions, which ensures the
state security of Ukraine [7, Art. 1] and, in accordance with its tasks, provides "prevention,
detection, suppression and disclosure of criminal offences against peace and security of
mankind, terrorism..." [7, Part 2, Article 2].

The subjects of the direct fight against terrorism are Security Service of Ukraine; Ministry
of Internal Affairs of Ukraine (National Police of Ukraine, National Guard of Ukraine, State
Border Guard of Ukraine, State Emergency Service); Ministry of Defence of Ukraine; State
Penitentiary Service of Ukraine; State Protection Service of Ukraine; central executive body
implementing state tax policy, state policy in the field of state customs [3, Art. 4].

The Ministry of Internal Affairs of Ukraine, together with the National Police, organises
the fight against terrorism by:

— preventing, detecting and suppressing crimes committed for terrorist purposes, the
investigation of which falls within the competence of the National Police under Ukrainian law;

— providing the Anti-Terrorist Centre of the Security Service of Ukraine with the
necessary forces and means during anti-terrorist operations;

to ensure the effective use of forces and means during anti-terrorist operations [3, Part 2,
Article 5].

In accordance with the provisions of the Law of Ukraine "On Combating Terrorism",
the following tasks are assigned to the bodies directly involved in combating terrorism:

— cooperation to stop the criminal activities of persons involved in terrorism, including
international terrorism, financing, supporting or committing terrorist acts and crimes
committed for terrorist purposes

— exchange of information;

— promoting effective border control, control over the issuance of identity and travel
documents in order to prevent their counterfeiting, falsification or illegal use;

— preventing the actions or movements of terrorists, terrorist groups or terrorist
organisations, as well as persons suspected of committing terrorist acts or of being members of
international terrorist groups or organisations;

— to prevent attempts by aliens with information on their involvement in international
terrorist groups or organisations to transit through the territory of Ukraine [3, Part 1, Article 8].

Coordination of the activities of the unified state system for combating terrorist
activities and counter-terrorist actors in the prevention of terrorist acts is entrusted to the Anti-
Terrorist Centre, a permanent body under the Security Service of Ukraine [8, para. 1; 5, para.
5], which has significantly increased the coordination and coherence of the security and
defence forces of Ukraine in the performance of counter-terrorist tasks.

The main tasks of the Counter-Terrorism Centre are:

— Development of conceptual frameworks and programmes for combating terrorism,
recommendations aimed at increasing the effectiveness of measures to identify and eliminate
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the causes and conditions that facilitate the commission of terrorist acts and other crimes
committed for terrorist purposes;

— collecting, collating, analysing and evaluating information on the state and trends of
the spread of terrorism in Ukraine and abroad in accordance with the established procedure

— organising and conducting counter-terrorist operations and coordinating the activities
of bodies engaged in counter-terrorism and specific counter-terrorist operations;

— Organising and conducting command, staff and tactical special exercises and training;

— Participation in the preparation of draft international treaties of Ukraine, preparation
and submission of proposals in accordance with the established procedure for the improvement
of Ukrainian legislation in the field of counter-terrorism, financing of counter-terrorist
operations by entities engaged in counter-terrorism, implementation of measures to prevent,
detect and suppress terrorist activities;

— cooperation with special services, law enforcement agencies of foreign states and
international organisations on counter-terrorism issues [3, Part 1, Article 7; 9, Clause 3].

The Counter-Terrorism Centre consists of an Interdepartmental Coordination
Commission and Headquarters, as well as Coordination Groups and their Headquarters located
at the regional offices of the Security Service of Ukraine.

The Interdepartmental Coordination Commission of the Anti-Terrorist Centre, which
includes, inter alia, the Deputy Ministers of Internal Affairs of Ukraine and the Deputy Heads
of the National Police, is directly responsible for coordinating the actions and interaction of
actors in the fight against terrorist activities at the national level and for coordinating the
activities of the functional subsystem of the unified state system for preventing, responding to
and suppressing terrorist acts and minimising their consequences [5, para. 5].

Coordination groups at the regional offices of the Security Service of Ukraine, which
analogously include representatives of the Main Departments of the National Police in the
regions, are responsible for coordinating the actions and interaction of the actors in the fight
against terrorist activities at the local level and for managing the territorial subsystems of the
unified state system for preventing, responding to and suppressing terrorist acts and minimising
their consequences [5, para. 5].

Depending on the level of terrorist threat, the interaction of counter-terrorism actors is
built by:

1. If the level of terrorist threat is "grey" (possible threat):

— Providing the Counter-Terrorism Centre with information on the causes and
conditions contributing to the emergence and spread of terrorism, providing the Counter-
Terrorism Centre with methodological support and recommendations for identifying and
eliminating these causes and conditions;

— Coordination of actions of the subjects of the fight against terrorism in order to
expand cooperation with law enforcement bodies and special services of foreign countries,
anti-terrorist structures of the UN, OSCE, NATO, EU, other international organisations
involved in the fight against terrorism, on the basis of international agreements of the Anti-
Terrorist Centre [5, para. 1, item 9].

2. If the terrorist threat level is set to "blue" (potential threat):

— Providing the Counter-Terrorism Centre with information on the targets of possible
terrorist attacks, on preparations for a terrorist act;

— Coordinating the actions of the subjects of the fight against terrorism in order to verify
the information on the probability of preparation or commission of a terrorist act by the Anti-
Terrorist Centre. [5, para. 2, item 9].

3. In the event that the terrorist threat level is set at "yellow" (probable threat), by
implementing the measures defined for the terrorist threat level "blue" (potential threat); and

— ensuring the timely exchange of information between counter-terrorism actors on
developments related to the threat of a terrorist act through the Counter-Terrorism Centre. [5,
paragraph 3, subparagraph 9].

4. In the event that the terrorist threat level is set at "red" (real threat) by implementing
the measures defined for the terrorist threat levels "blue" (potential threat) and "yellow"
(probable threat), and

— Providing the Anti-Terrorist Centre with forces and means to carry out an anti-
terrorist operation;

— Coordinating and organising measures to stop a terrorist act and the actions of units
and forces involved in the implementation of such measures by the Anti-Terrorist Centre;

ISSN 2078-3566 99



Scientific Bulletin of Dnipropetrovsk State University of Internal Affairs. 2023. Special Issue Ne 1

— Ensuring the participation of all or individual counter-terrorism subjects, forces and
means in the implementation of the counter-terrorism operation by the Counter-Terrorism
Centre;

— Ensuring the interaction of the subjects of the fight against terrorism with the relevant
central and local executive authorities, local self-government bodies, military-civil
administrations, enterprises, institutions, organisations, regardless of their subordination and
form of ownership by the Counter-Terrorism Centre. [5, para. 4, item 9].

Conclusions. Summarising the above, it should be noted that the breadth of the object
and the wide range of subjects of the fight against terrorism, although regulated by the Law of
Ukraine "On Combating Terrorism", which defines the legal and organisational bases of this
fight and in its entirety creates the national system of combating terrorist activity as a set of
subjects of the fight against terrorism and its capabilities in this area organised in accordance
with the legislation of Ukraine [3, Art. 4; 4, para. 2, item 1], which is endowed with system-
forming factors, shall include the participation of central executive authorities within the limits
of their competence, which shall be determined by laws and other regulatory legal acts adopted
on the basis thereof.

The activities of the central executive authorities vested with powers in the field of
combating terrorist activities in accordance with their competence and jurisdiction over
criminal offences are coordinated by the Security Service of Ukraine, which is a special
purpose state body with law enforcement functions ensuring the state security of Ukraine [7,
Art. 1] and, in accordance with its tasks, provides "prevention, detection, suppression and
disclosure of criminal offences against peace and security of mankind, terrorism..." [7, Part 2,
Article 2].

The subjects of the direct fight against terrorism are Security Service of Ukraine;
Ministry of Internal Affairs of Ukraine (National Police of Ukraine, National Guard of
Ukraine, State Border Guard Service of Ukraine, State Emergency Service); Ministry of
Defence of Ukraine; State Criminal Enforcement Service of Ukraine; State Protection Service
of Ukraine; central executive body implementing state tax policy; state policy in the field of
state customs.

The organisation of interaction and coordination of activities of counter-terrorist actors
is entrusted to the Anti-Terrorist Centre of the Security Service of Ukraine and is carried out,
depending on the level of terrorist threat, through exchange of information, coordination of
actions of counter-terrorist actors (in the case of establishing the levels of terrorist threat "grey"
(possible threat), "blue" (potential threat) and "yellow" (probable threat) in the form of
meetings of the Interagency Coordination Commission of the Anti-Terrorist Centre of the
Security Service of Ukraine and coordination of the activities of the Anti-Terrorist Centre of
the Security Service of Ukraine.

If the level of the terrorist threat is set at "red" (real threat), the interaction of counter-
terrorism actors takes place through the joint implementation of combat missions in the form of
an anti-terrorist operation — a set of coordinated special measures aimed at preventing and
suppressing terrorist activity, releasing hostages, ensuring public safety, neutralising terrorists
and minimising the consequences of terrorist activity.
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ABSTRACT

The article, based on a critical analysis of the current legislation governing public relations in the
security and defense sector of the state, considers the state of regulatory and legal support in the fight
against terrorism and the organization and forms of interaction between the fight against terrorism. The
article, based on a critical analysis of the current legislation governing public relations in the security and
defense sector of the state, considers the state of regulatory and legal support in the fight against terrorism
and the organization and forms of interaction between the fight against terrorism. One of the key
phenomena that makes it impossible or difficult to realize the national interests and preserve the national
values of Ukraine is terrorism — a socially dangerous activity that consists in the deliberate, targeted use
of violence by hostage-taking, arson, murder, torture, intimidation or other encroachments on the life or
health of innocent people or threats to commit criminal acts in order to achieve criminal goals.

The organization of interaction and coordination of the activities of the subjects of the fight
against terrorism is entrusted to the Anti-Terrorist Center of the Security Service of Ukraine and is carried
out depending on the levels of terrorist threat by exchanging information, coordination of actions of the
subjects of the fight against terrorism: "red" (real threat), "blue" (potential threat) and "yellow" (probable
threat) in the form of meetings of the Interdepartmental Coordination Commission of the Anti-Terrorist
Center of the Security Service of Ukraine, as well as coordination groups at regional bodies of the
Security Service of Ukraine. In the case of establishing the level of terrorist threat "red" (real threat)
interaction of the subjects of the fight against terrorism is through the joint implementation of combat
missions in the form of anti-terrorist operation — a set of coordinated special measures to prevent, prevent
and stop terrorist activities, release hostages, ensuring the security of the population, neutralizing
terrorists, minimizing the consequences of terrorist activities.

Keywords: national security, terrorism, subjects of fight against terrorism, Antiterrorist center,
service and combat activity, National Police of Ukraine, interaction.
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