Hayxoesuii ¢icnux JI/IYBC. 2024. Cneyianvuuii gunyck No 1

population in particular, etc.

The prospects of further scientific research in this direction are outlined, which will be aimed at
developing conceptual approaches to the prevention and counteraction of economic criminality in Ukraine
under martial law and in the post-war period.
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Enyapa Puxkkos. IPOTAIIS KOPYIIIIIE B YKPATHI Y COEPI IHOOPMATH3AIIIL B
YMOBAX BOE€EHHOI'O CTAHY. [locmikeHo akTyalbHI mpobieMu mpoTuiil xopymmii y cdepi
iHpopMaLiitHOT Oe3rexy YKpaiHi B yMOBaX BOEHHOTO CTaHYy.

Harosnomieno, mo KOpymiuilHi NPOsIBU B I[bOMY CEKTOPI CTAHOBISTH 3arpo3y He JIMIIE IS
e(eKTUBHOCTI (DYHKI[IOHYBaHHS ACPKABHHUX 1HCTUTYIIIH, a i IS HAlliOHAJILHOI OE3IeKH 3arajioM.

BuBueHO KITIOYOBI MPUYMHHU KOPYIIIHHUX PHU3UKIB, IO OOYMOBIIOIOTH HETaTHWBHI HACIiAKH,
30KpeMa BUTOKM KPHUTHYHO BaXKIMBOI iH(pOpMamii, KOMIPOMETALil0 Aep)KaBHUX PEECTPIB 1 3HMIKCHHS
000pPOHO3]ATHOCTI.

Oco0iuBy yBary MpuAiICHO aHANi3y KOHKPETHHX IMPUKIAAIB KOPYHLIHHUX HisHb y CEKTOpi
iHpopMaLiiiHOi Ge3rneKu Ta BUKIHUKIB, MMOB’SI3aHUX 31 BIPOBA/DKEHHSIM CY4aCHHUX TEXHOJIOTiH, 30Kpema
MITYy9HOTO IHTENEKTY, SIK €BOTO IHCTPYMEHTY IJIs1 OOPOTHOH 3 KOPYIIIII€TO0.

AKIEHTOBAHO, 10 KOPYMIiHHI MPOSBYU B iHGOpMaLiiHill chepi € KpUTHIHO HEOE3NeUHIMH IS
(YHKIIIOHYBaHHS AEPXKABHHUX IHCTUTYLiN Ta 000pPOHO3AATHOCTI YKpaiHM, OCOOJIIMBO B YMOBaX BOEHHOTO
crany. Taki [nisiHHS MiAPUBAIOTH JAOBIPY CYCHIUJIbCTBA 1O MAEPXKABHOTO YIPABIIiHHS, 3HMKYIOTb
e(peKTUBHICTh POOOTH CHJIOBUX CTPYKTYP Ta MOXYTh IPH3BOJMTH /IO BHTOKIB CTPATEriYHO BaXKIMBHX
JIAHMX.

3anponoHOBaHO KOMILIEKC 3aXOJiB JUIS MiHIMI3amil KOPYNIIHHUX PU3HKIB, SK-OT IOCHICHHS
TIPaBOBUX CAHKIIH, onTuMi3amis GYHKIIN Aep>KaBHUX 1HCTUTYLIH, PO3BUTOK MDKHAPOAHOI CHiBIpali Ta
3aMpoBa/KeHHs TEXHOJIOT1# aBTOMATH3aLli1.

ITy4Huii iHTENEKT Ta aBTOMATH30BaHi CUCTEMU PO3INISAAAIOTHCS SK BAaXKJIMBI IHCTPYMEHTH
MiHiMi3alii KOPYNMIIHHMX PH3MKiB. X BHKOPMCTaHHS J03BOJMThL MiJBHMIIMTH IIPO3OPICTh MPOILECIB,
3HU3UTH PU3UKH HE3aKOHHOTO BTPYYaHHs Ta ONTHMIi3yBaTH (YHKIIOHYBAaHHS JICPKAaBHOIO arnapary.

3po6i1eHO BUCHOBOK, 1[0 €(heKTUBHA MPOTUALS KOPYMIii B iHpopManiiiHiii cdepi € HEBiA EMHOIO
CKJIaJIOBOIO 30€pe)KeHHS HalllOHAJIBHOI OE3IEKH Ta CyBEPEHITeTy YKpaiHH.

Knrouoei cnosa: kopynyis, cekmop Oesnexu i 06opoHu, Kibepbesneka, ingpopmayitini mexHonoeii,
wimyunuil inmenexm, eocunuti cman, 1T-cghepa, IT-xoaniyis.

Relevance of the study. In Ukraine, as in many other countries, the functioning of state
institutions responsible for information security is accompanied by corruption risks and negative
manifestations. Corruption in this area not only undermines the efficiency of these structures but
also poses significant threats to national security, especially during armed conflict. These
negative phenomena require not only prompt responses from state authorities but also active
public involvement in exposing, preventing, and combating corruption.

One of the key factors in ensuring the effectiveness of Ukraine’s multi-tiered and
complex information security management system is a comprehensive approach to minimizing
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corruption risks. This involves the clear identification, prevention, and eradication of corrupt
practices within the State Service of Special Communications and Information Protection of
Ukraine, the Security Service of Ukraine, the Armed Forces of Ukraine, and other military
formations and law enforcement agencies stipulated by the current legislation.

During martial law, when Ukrainian society has united to defend the country’s territorial
integrity and sovereignty, the fight against all forms of corruption in governance and national
security systems becomes critically important. Particular emphasis must be placed on eradicating
corrupt practices among leadership, military personnel, and law enforcement officers, as these
structures ensure the country’s defense capability and the stability of public institutions.
Achieving this task is not only a component of national security strategy but also a guarantee of
public trust in state governance and the effective functioning of the defense sector.

Well-documented cases of corruption in the country’s information sector during martial
law highlight the significant impact of such illegal actions on the nation’s defense capability due
to their societal danger.

Therefore, combating corruption in Ukraine’s information security sector should
become a priority area of state policy. This policy should involve scientifically grounded
approaches, the implementation of information and technological innovations, active
interagency cooperation, and public participation to achieve a high level of security and defense
capability.

Recent publications review. The issue of combating corruption in the field of
informatization under martial law is addressed in Ukrainian scientific literature in a limited and
fragmented manner. In most cases, the legal aspects of anti-corruption efforts within law
enforcement, the Armed Forces, the Security Service of Ukraine, the State Service of Special
Communications and Information Protection, and other security and defense sector entities are
only part of broader studies on national anti-corruption policy.

The topic of corruption in Ukraine has been explored in the works of scholars such as
V. Averyanov, O. Bandurka, L. Zubkova, R. Kalyuzhny, Yu. Kovbasyuk, M. Kravchuk,
I. Lavriv, M. Melnyk, A. Movchan, A. Moshnin, A. Novak, Ye. Pashchenko, S. Rohulsky,
V. Fedorenko, M. Chaly, and others.

At the same time, the search for the causes of corruption in Ukraine’s informatization
sector under martial law requires separate scientific investigation.

The article’s objective is to study the causes of corruption in Ukraine’s informatization
sector under martial law and to identify measures to counter it.

The article continues with detailed descriptions of: Legislative frameworks such as
Ukraine’s "Law on the Basics of Cybersecurity"; Critical issues specific to the IT sector,
including restricted access classifications and state monopolization; Real-world examples of
corruption cases and their consequences; Proposed solutions, including leveraging artificial
intelligence and international collaboration to combat corruption.

The conclusion emphasizes the urgent need for systemic measures to combat corruption
in Ukraine’s information sphere, particularly during wartime, to safeguard national security and
sovereignty.

Discussion. Ukraine’s information sphere, according to current legislation, specifically
the Law of Ukraine "On the Basic Principles of Cybersecurity in Ukraine," is recognized as a
priority area for state protection [1]. This sector is critically important due to several factors:

e The sensitivity of information containing data about citizens and the management of
critical infrastructure;

e The significant volume of financial and material resources involved in its operation;

e The high level of responsibility required from users of information systems, which
imposes special requirements on them.

For these reasons, the IT sphere is additionally protected by classifications of restricted
access and confidentiality, given the nature of the information it processes. It has a limited circle
of users, which, in turn, imposes specific restrictions on these individuals, including additional
requirements.

The information sector is effectively under state monopoly, necessitating enhanced
accountability for officials. Given the limited public oversight of this sphere, their level of
responsibility before the law must be unconditional.

The international and domestic experience since 2014, supplemented by analytical
insights into contemporary challenges, demonstrates that during martial law, corruption risks in
the information sector can lead to severe societal consequences. These include: A decline in the
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country’s defense capability, particularly due to leaks of strategically important data; Reduced
efficiency of key state institutions such as the Armed Forces of Ukraine, law enforcement
agencies, and critical infrastructure facilities; The compromise of state registries and the banking
system, posing threats to economic stability; The vulnerability of citizens due to data breaches,
which can be exploited by adversaries for manipulation and destabilization.

Over the decade of Russian military aggression against Ukraine, the frequency of
corruption cases in the security and defense sectors has shown a growing trend.

According to A. Moshnin, the general causes of increasing corruption in Ukraine
include inefficient management, legislative deficiencies, societal moral decay, the rise of new
moral values centered on personal success and enrichment, and the inefficiency of most state
institutions [2, p. 107].

Corruption in the information sphere, as revealed through law enforcement
investigations, reports by civil society organizations, journalists, and international partners,
reflects a persistent negative situation marked by repeated illegal practices.

During martial law, this situation creates additional risks to national security and
defense, beyond undermining the fundamental societal relations protected by law in the realm of
public order.

Analysis of Key Examples of Corruption. The analysis of known corruption cases
highlights the significant vulnerability of the information sector in the security and defense
domains. Key incidents include:

1. The organization of a criminal group by a former head of the IT Department of the
Ministry of Internal Affairs, involving the illegal use of information from the National Police’s
Information and Communication System Portal [3].

2.  Embezzlement of budgetary funds by leaders of the State Service of Special
Communications and Information Protection of Ukraine through criminal schemes [4].

3.  The scandal surrounding the illegal enrichment of the Head of the
Counterintelligence Protection Department in the Information Security Sector of the Security
Service of Ukraine, which led to his dismissal [5].

4.  Dataleaks from the "Diia" application [6], the lack of public dialogue on this issue,
and the failure to hold individuals accountable even after the acknowledgment of this fact by
U.S. judicial authorities [7].

5. The absence of public accountability for individuals responsible for the inadequate
protection of information in state registries, with breaches, damage, and destruction occurring
following enemy cyberattacks in late 2024 [8].

6.  Lobbying of legislative initiatives to strengthen the influence of the State Service
of Special Communications and Information Protection of Ukraine in the information security
sector, despite corruption scandals [9].

7. Exposure of a series of abuses in the implementation of information policies by a
former Deputy Minister of Defense of Ukraine [10].

A common feature of these offenses is the conducive environment for their commission
and the lack of enforcement of the principle of inevitable punishment for the perpetrators.

It is likely that the situation would improve if the proposal voiced by legal experts and
society were implemented—corruption during martial law should be equated with acts of treason
or, at the very least, collaboration with the enemy.

We support the view of Ye. M. Pashchenko and M. H. Chaly that there is a need to
ensure full implementation of the principle of inevitability of punishment for individuals in
uniform who commit acts of corruption [11, p. 216].

In any case, it is evident that during wartime, applying measures designed for peacetime
to officials whose activities exhibit signs of corruption is insufficiently effective. This is
especially critical for individuals involved in corrupt activities in the information sector, which,
as previously noted, is highly vulnerable and has the potential to result in societal harm of a more
destructive nature, up to and including the loss of statehood and sovereignty.

Under martial law, corruption in some cases is closely linked to treason or facilitates it
in the most direct manner, given favorable conditions and prerequisites.

From our perspective, based on the moral and legal principles developed by humanity
at the start of the 21st century, corruption by public officials in a country under martial law
reflects a profoundly deficient level of personal awareness and legal consciousness. Such
individuals should be stripped of their authority and punished in the most appropriate manner
available in the state, taking into account the potentially dangerous societal consequences of their
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actions.

A real alternative to subjective thinking and improper actions by individuals prone to
corruption lies in artificial intelligence (AI) and machine learning tools, which are inherently the
most effective instruments in the field of information technology.

Although Al technology still lacks clear legal regulation, Ukraine has already made
initial steps toward its development [12, p. 123]. For instance, in 2020, Ukraine adopted the
Concept for the Development of Artificial Intelligence, which outlines the main directions for
its advancement in the country [13].

In any case, given the shortage of state resources caused by the war, Al represents
perhaps the only truly effective tool capable of compensating for this factor and positively
influencing the country’s recovery during and after the war.

Moreover, artificial intelligence can be successfully utilized as an analytical tool for
solving criminal offenses, including corruption-related crimes [14, p. 38].

Thus, what measures can a society under martial law take to combat corruption in the
IT sector? In our opinion, the necessary measures should include the following:

1. Equate the qualifying characteristics of corruption crimes to those of treason during
martial law, or expand the qualifying features of corruption offenses to allow for stricter
sanctions.

2. Develop international cooperation through the creation of IT coalitions analogous
to "Ramstein," uniting international partners in combating cyber threats and corruption in the
information sphere.

3. Prevent the establishment of structures within the public sector that exhibit
monopolistic influence on the IT services market or in performing state information functions.

4. Optimize the functions of public institutions by transferring non-core financial and
economic functions to the private sector under strict regulation and supervision.

5. Legally oppose lobbying efforts aimed at introducing legislation to advance corrupt
interests and monopolistic influence in IT-related societal relations.

6. Consider the possibility of introducing artificial intelligence in the informatization
sphere at the level of state policy formation and implementation. Minimize the human factor in
automation processes to optimize and enhance efficiency.

Conclusions. The main causes of corruption in the information sphere include the low
accountability of officials, limited public oversight, legislative inefficiencies, and management
shortcomings. Corruption is further exacerbated by monopolistic practices in the information
security sector and inadequate anti-corruption mechanisms.

Corruption in the information sector during wartime acts as a catalyst for risks to
national security and sovereignty. Implementing a systemic approach to combating such
manifestations, including strengthening accountability, fostering international cooperation, and
enhancing public oversight, is critically important for maintaining state stability.

The analysis of corruption causes and consequences during wartime requires further
scientific research, particularly regarding the integration of advanced technologies into the
national security domain. Strengthening legislation aimed at increasing accountability for
corruption crimes is also a vital direction.

Combating corruption in the information sphere under martial law is not only a
challenge but an essential condition for ensuring Ukraine’s national security, territorial integrity,
and sovereignty. A comprehensive approach encompassing legal, organizational, and
technological measures is necessary to ensure the state’s resilience against internal and external
threats.
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ABSTRACT

The article explores the pressing issues of combating corruption in Ukraine’s information security
sector, particularly under martial law. It emphasizes that corruption in this sector threatens not only the
efficiency of public institutions but also national security as a whole. The key causes of corruption risks are
analyzed, along with their negative consequences, such as the leakage of critically important information,
the compromise of state registries, and a decline in defense capability. Special attention is paid to specific
examples of corruption in the information security sector and the challenges associated with implementing
modern technologies, such as artificial intelligence, as effective tools for combating corruption.

The article highlights that corruption in the information sphere poses critical dangers to the
functioning of public institutions and Ukraine’s defense capability, especially during martial law. Such
actions undermine public trust in state governance, reduce the efficiency of security structures, and can lead
to the leakage of strategically important data.

A comprehensive set of measures is proposed to minimize corruption risks, including
strengthening legal sanctions, optimizing the functions of state institutions, fostering international
cooperation, and implementing automation technologies. Artificial intelligence and automated systems are
considered essential tools for mitigating corruption risks. Their use will increase transparency, reduce the
risks of illegal interference, and optimize the functioning of the state apparatus.

It is concluded that effective anti-corruption measures in the information sector are an integral
part of preserving Ukraine’s national security and sovereignty.

Keywords: corruption, security and defense sector, cybersecurity, information technologies,
artificial intelligence, martial law, IT sector, IT coalition.
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