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ry boards for the activities of the police and members of the appraisal commissions for the se-
lection and attestation of the police.
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Summary

The article analyzes the models of construction and functioning of the legal support system and
organization of public control over the activities of the police of the leading countries of the world.

Taking into account the analysis of foreign experience in the implementation of certain forms of
public control over the activities of the police in a number of countries and in individual countries, in
particular, the prospective ways of its introduction in Ukraine are identified.

Keywords: police, public control, means and methods of public control, foreign experience, direc-
tions of implementation.
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Puxkos E. COHIAJIBHI MEPEXKI SIK OB’€EKT IHTEPECY ITPABOOXOPOHHHUX
OPT'AHIB. VY crarTi po3risaacTses cowianizamnis Mepexi Internet, Ta i Buxix Ha iCTOTHO HOBHUII piBEHb,
10 1 3yMOBIIOE HEOOXiJHICTh BpaxyBaHHS 3HAYHOTO MAacHBY OIepaTHUBHOI iH(opMaril B IpaKTHYHIN
JSUTBHOCTI MPAaBOOXOPOHHUX OpPTaHiB.

VY cydacHOMy iH(OpMaIIfHOMY CYCIIJILCTBI COIiaIbHI MEpeXkKi BCe JaCTillle BUKOPHCTOBYIOTHCS
HE 3a CBOIM OCHOBHMM LIbOBUM NPU3HAYCHHSM. Bee yacrilie BOHU CTalOTh SK 3HAPSAIIM, Tak i Miclem
CKOEHHsI 310uyMHy. JlaHa TEHICHLIs BHMarae BiJ NPAaBOOXOPOHHHUX OPraHiB HE TUIBKK 3OIHCHEHHS
MOHITOPHHTY Ta TIIOLIYKy OCi0 B WiJsSX ONEPaTHBHO-PO3LIYKOBOI MisJIBHOCTI, ajiie 1 y iHTepecax
JIOCY/IOBOT'O PO3CIIiIyBaHHS.

Jlenani BUHHMKae HEOOXITHICTH BHKOPHCTAHHS DPI3HOMaHITHHX IHTEpHET pecypciB, sIK JDKepel
OIlepaTUBHO-3HAUYIIOl iH(popMamii. [HpopmamiiiHi MacHBH CONmIAIBHUX MEpEX BHUCTYIAIOTH Mi€BUM
IHCTPYMEHTOM TIPOTH[ii 3JI0YMHHHAM IIpOSBaM Ta JUKEpelIoM iH(opMmamii, sika CTAaHOBUTH OIEPATHBHUM
iHTEpEC.

Kniouogi cnosa: coyianvhi mepedici, npagooxoponHi opan, OnepamueHo-po3uLlyKosa inghopmayist.

Problem statement and the state of its research. Assessing the current scientific and
technical situation in the world, it can be argued that humanity develops in an era of infor-
mation society. In recent years, information, becoming one of the decisive factors in the devel-
opment of modern society, is gaining increasing importance. Information processes that are
observed in the world affect not only the scientific and technical sphere, but also on a wide
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range of social relations. In particular, such a manifestation is the impact of social networks on
the world community.

It is natural that with the expansion of the use of social networks, the number of offens-
es related to this technology is increasing as they become not only a method of committing
crimes, but also an instrument. It is the use of scientific and technological achievements in the
commission of crimes that has always caused many problems for law enforcement agencies in
the world.

A number of scholars, in particular I.A., were engaged in research on the problems of using
social networks in law enforcement activities. Voronov, O.V. Bochek, Ye.O. Zvonok, VO Golubev,
O.E. Corinth, M.V. Korchevsky, LA Osipenko, E.D. Patarakin, V.V. Pizhugida, E.V. Ryzhkov,
Yu.V. Stepanov, M.Yu. Litvinov and others. At the same time, it should be noted that the work of
predecessors is sufficiently substantiated and fundamental, but they require additional comprehen-
sion, addition and interpretation, first of all, in the modern youth environment.

The purpose of this article is to study the peculiarities of using social networks in the
interests of law enforcement.

To achieve this goal it is supposed to solve the following scientific tasks: to analyze the
genesis of the history of the emergence and concept of the social network; to explore functions,
tasks and features of social networks; to carry out a comprehensive analysis of the legal basis
for the use of information; obtained through social networks in law enforcement activities;
characterize the international experience of using social networks by law enforcement agen-
cies; to conduct a comprehensive analysis of ways to search and use information that is of op-
erational interest in law enforcement activities to counteract criminal manifestations.

Presenting main material. Analyzing the goal and tasks set forth, it should be noted
that the concept of "social network" is not new in science, but at different stages of the devel-
opment of information networks, its content and thematic content constantly changed, depend-
ing on the evolution of technologies.

Exploring the genesis of the development of social networks as a social and legal phe-
nomenon, we consider it expedient to propose the following stages of periodization.

The first stage is 1971-1995. The first social network using computer technology has
become the technology of e-mail, which was introduced in 1971, and was used by the US mili-
tary in the ARPA Net network.

The second stage (1995-2004) dates back to 1995, when Classmates.com, the first social
network in the modern sense, was created by Randy Conrad. The concept of this network at
that time met the needs of both separate social groups and society as a whole.

The next stage is from 2004 to the present. Begins with the foundation in 2004 of Face-
book, which in a few years became the most popular social network in the world. At the heart
of this network is the mechanism of communication, but in a different plane, which led to a
revolution in this area. The number of active users by mid-2016 - more than 900 million. In
2006, its analogue appears - Vkontakte, which numbers more than 157 million users.

In 2006, the microblogging service Twitter launches - a system that allows users to send
short text notes (up to 140 characters) using a web interface, SMS, instant messaging, or third-
party client applications.

In 2010, Instagram is gaining momentum - a resource for sharing photos and videos,
both recording, and in real time. By 2017, the number of users reaches 200 million people.

As reported in the study conducted for the Internet Association of Ukraine (InAU), in
April 2015, there are 12.8 million regular Internet users aged 15 and over in Uanet. The highest
level of attendance is among young age groups: 65% of Internet users belong to the age group
from 15 to 29 years old and 35% to 30 to 44 years old. Every third Ukrainian uses the Internet
on a monthly basis, and every fifth is practically every day [1].

According to a recent study by We Are Social and Hootsuite, in 2017, the number of
people using social media around the world was more than 3 billion [4].

The number of active users of the main social platforms was: Facebook - more than 2
billion (remains the leading social network in 119 of 149 countries), YouTube - 1.5 billion.
Significantly increased use of WhatsApp applications - 1.2 billion, Facebook Messenger - 1, 2
billion users [5, p. 205].

Among those who communicate using social sites, only 28% teach on their profile
(page in the social network) the maximum of personal information, the main part - 69% of
them outline the minimum of information. The reliability of this information in many (69%) is
100 percent. 73% of respondents are sure that if necessary they can easily remove their page
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from the social site.

Among the benefits of communicating in social networks, respondents said: accessibil-
ity, efficiency, informative, anonymity, ease of use, cost-effectiveness and the ability to use at
any time, you can find the right people, communicate with those who are far away and at the
same time keep in touch with a few people at the same time and so on. Among the disad-
vantages they highlighted: lack of information, lack of visual and emotional contacts, artificial-
ity, superficiality and lack of communication, misconceptions about people, anonymity, de-
pendence, spam, viruses.

The processes that are observed at the present stage of society's development require
prompt response from law enforcement agencies. Therefore, it is reasonable to assume that to
date there is a problem of legal regulation of the use of information obtained through social
networks in law enforcement activities. In our opinion, this issue should be considered from the
standpoint of: analysis of national legislation on the use of social networks in the activities of
the National Police; International experience of using social networks by law enforcement
agencies of the world.

Taking into account that in the XXI century the influence of informatization on public life is
increasing, in Ukraine a number of laws and regulations on legal regulation of public information
relations have been adopted. Such legislation is based on system-building regulations, such as the
Constitution of Ukraine, Ukrainian Codes, Laws of Ukraine "On Information", etc.

However, due to objective and subjective reasons, modern information law does not
have a clear, hierarchical construction, unity, complexity, which causes a contradictory inter-
pretation and application of its norms in practice, in particular because of the fact that separate
integral problems are solved in various normative acts fragmentarily and without reconcilia-
tion.

In the framework of this topic and the tasks set, it is expedient to analyze some of the
provisions of the Constitution of Ukraine, the Laws of Ukraine "On the National Police of
Ukraine", "On Operational Investigative Activity", "On Information”, "On Access to Public
Information".

First, the Constitution of Ukraine in Clause 7 of Art. 116 stipulates the duty of law en-
forcement authorities to take measures to ensure the defense and national security of Ukraine,
public order and the fight against crime [2].

Secondly, the Law of Ukraine "On the National Police of Ukraine" does not explicitly
stipulate the use of social networking opportunities in law enforcement activities, but Art. 27
allows police officers to use information resources.

Describing the information received in the established legal order, it is advisable to pay
attention to the Law of Ukraine "On information".

So, according to Art. 11 of the specified Law - information about an individual (person-
al data) - this information or a set of information about an individual that is identified or can be
specifically identified [3].

It is important that the collection, storage, use and distribution of confidential information
about a person is not allowed without its consent, except in cases prescribed by law, and only in the
interests of national security, economic welfare and the protection of human rights. Confidential
information about an individual includes, in particular, information about her nationality, education,
marital status, religious beliefs, state of health, as well as address, date and place of birth. Neverthe-
less, Article 22 allows police officers to collect this information, since after the receipt of personal
information into the social network, it becomes public.

Summing up the provisions of the aforementioned normative acts, it seems appropriate
for us to highlight the following: the analysis shows that Ukraine's legislation on the use of
information from social networks in law-enforcement activities has its disadvantages. Various
laws and regulations that regulate public relations, the object of which is information, were
adopted at different times without the proper agreement of the conceptual apparatus. Thus, the
notion of a social network on the Internet is not contained in any regulatory legal act that regu-
lates these relations.

Effective work of law enforcement bodies depends on many factors, first of all, the use
of modern forces, means and methods of operative-search activity. Thus, the use of the latter
provides for the effective detection and suppression of crimes, which is especially important in
the modern conditions of informatization of society [9, p. 42].

Unlike Ukraine, law enforcement agencies of the world have been monitoring social
networks for a long time, which allows them to warn and timely detect not only offenses com-
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mitted through the Internet, but also using traditional means. Thus, the Italian police are using
social networks for the operational development of members of organized crime [5]. The pecu-
liarity is that the Italian police apply only certain areas for the use of social networks, namely
the monitoring of personal pages of persons of operational interest and analysis of correspond-
ence over the networks. Thus, according to the agreement of the authorized bodies, the repre-
sentatives of Facebook provide assistance not only to the law enforcement agencies of Italy,
but also to the world.

In our opinion, the successful use of the tasks facing the units to combat cybercrime de-
pends on qualitative training. For example, the UK Department of the Interior has included a
special course on social media collection in the UK police training program.

The British police have officially recognized the importance of social networks in dis-
closing crimes by including an appropriate course in the training program for young employ-
ees. Future detectives will learn how to collect information from computers and mobile phones
and look for crime-related information on social networks.

Network crimes, especially those that occur directly in the middle of the network, are, to
varying degrees, endowed with attributes peculiar to crime in general. Monitoring both indi-
vidual segments and the network as a whole will allow law enforcement agencies to increase
the level of disclosure of this type of crime, because social networks represent not only the
information array of personal data of the user, but also the basis for communication between
individuals [7, p. 85].

Osipenko L.A. in his monograph on the fight against crime in global Internet networks,
identifies 4 types of crimes that crumble through it [6, p. 117].

In our opinion, its classification does not accurately reflect the features of this topic, because
it does not take into account the individual properties of social networks. This is conditioned both by
the scientific novelty of this work and by the fact that social networks are a relatively new socio-
legal phenomenon of our time. So, in our opinion, with the help of social networks, the following
crimes are committed: "Traditional" crimes, in the implementation of which, social networks are
used as the necessary technical means (drugs, weapons, etc.); crimes related to the placement of
illegal information in networks: pornography offenses - pornography distribution through global
networks, offering or granting access to it, obtaining for themselves or others through the computer
system, storage of pornography in a computer system; network computer crimes - they include net-
work marketing, investment projects, fake marriage offices.

The annual report of the 2001 International Narcotics Control Board (INCB) states that
drug trafficking is increasingly being carried out through the Internet. Agreements are dis-
cussed in closed chambers from law enforcement agencies. The report provides examples of
drug purchases in the Czech Republic through an Internet cafe and the Dutch company operat-
ing on an international scale that sells hemp seeds through social networks.

One of the most important properties of network computer crimes is their high latency.
Establishing true scales of new types of criminal activity is much more complicated than any
other. According to experts, from 85 to 97% of network computer intruders does not even ap-
pear. Thus, here comes the confirmation principle, according to which "the more complicated
the criminal activity, so it is latent."

As you know, in the absence of sufficient material and technical and personnel support
for law enforcement agencies, reducing the gap between latent and registered crime can lead to
an increase in the absolute number of undisclosed crimes. This circumstance forces certain
members of law enforcement agencies to maintain high disclosure rates, refuse to register net-
work computer crimes, the probability of which disclosure is extremely small [6, p. 161].

Consequently, the analysis carried out shows that Ukraine's legislation on the use of in-
formation from social networks in the activities of the police has a number of shortcomings.
Laws and regulations that regulate social relations, the subject of which I have been informed,
were taken at different times without proper agreement of the conceptual apparatus. They have
a number of terms that are not correct enough, do not cause unambiguous public reflection, or
do not have a clear definition of their content.

Personal information about the user of the social network is not confidential, which en-
ables it to be used by law enforcement agencies to detect and stop the crime, to search for miss-
ing persons, and other tasks facing the police. Despite the fact that the legislator did not direct-
ly foresee the possibility of using information from social networks in operatively-search activ-
ity, but due to the special design of the rules, it becomes possible.

Conclusion. Taking into account the above, we can conclude that in the modern infor-
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mation society, social networks are increasingly used not for their main purpose. Increasingly,
they become both an instrument and a place of committing a crime. This trend requires law en-
forcement authorities not only to monitor and search individuals for operational purposes, but
also in the interests of pre-trial investigation. Among the peculiarities of using social networks, it
is expedient to distinguish between law enforcement authorities: firstly, the information comes to
the social network, as a rule, without the participation of law enforcement officers; Secondly,
information contained in social networks is dynamic and, in some cases, actual, because it is con-
stantly updated; on the third - the array of this information in steady dynamics is constantly in-
creasing quantitatively, forming additional interobjects bonds.

Thus, social networks act as a unique source of significant information for law enforce-
ment agencies and require additional legal regulation in order to provide an effective legal ba-
sis for the formation of probative reasons in its use.
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Summary
The article deals with the socialization of the Internet, and its access to a substantially new level,
which necessitates the consideration of a significant amount of operational information in the practice of
law enforcement agencies. There is a growing need for the use of various Internet resources as sources of
operationally relevant information. Information masses of social networks are an effective tool for com-
bating criminal manifestations and a source of information that is operational interest.
Keywords: social networks, law enforcement agencies, operative-search information.
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REALIZATION OF CITIZENS' RIGHTS IN PUBLIC ORDER
PROTECTION AS PUBLIC ASSISTANTS

Puwxkxosa C. PEAJIIBALISI IMPAB T'POMAJSH B OXOPOHI I'POMAJICBKOI'O
HNOPAAKY SK I'POMAJCBKHUX TIOMIYHHUKIB. V crarri po3misgaeTscs peajisamisi IpaBa
IPOMaJIiH B OXOPOHi IPOMaJICHKOTO MOPAIKY 5K WICHIB I'POMaJChKUX (OpMyBaHb Ta OOIPYHTOBYETHCS
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