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MPOOJIEM MOXITHBO TTOTIEPEKYBATH BUHUKHECHHS 1X B MTOIAJBIIIOMY.

OT1Ke, IK BUCHOBOK JIO JIaHOI TEMHU X0y IIIe pa3 Ha TOJIOCUTH, 110 3apa3 Be-
JUKOi yBaru HaOyBae OOTOBOPEHHS MCHXOJIOTIYHUX SKOCTEH 0COOOBOIO CKJIATy
CHJI OXOPOH MopsAnaKy Ykpainu. Came TOMy y CUCTEMI MTPABOOXOPOHHUX ITiIPO3/1i-
J1B Ma€ OyTH c(hOPMOBAHHMI KOMIUIEKC BIATIOBITHUX 1M MCUXOJOTIYHOTO 3a0e3me-
YEHHsI, Ma€ MMOKPAIlyBaTU SIKICTh MOPAJIbHO-IICUXOJIOTIYHOIO CTaHy MPAalliBHUKIB.
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BUKJIaa4 kadeapu

criemiayibHOl (PI3UYHOT MIATOTOBKU
JIHIIPOIETPOBCHKOTO IEPIKAaBHOTO
YHIBEPCHUTETY BHYTPIIIHIX CIIpaB

OKPEMI IMTAHHSI IPOTUIIPABHOT'O BIIMBY HA PE3YJIbTATH
O®IIIMHUX CIIOPTUBHUX 3MATAHb B YMOBAX PO3BUTKY IH-
®OPMANIMHO-KOMYHIKAIIMHUX TEXHOJIOT I

BianosigHo no pwu. 17 Konctutyiii Ykpainu 3a3Ha4eHoO, 1110 3aXUCT 1HPO-
pMalliifHOI O€3MeKU € OJIHIEI0 13 HaBaXJIMBIIIUX (PYHKIIA Jep>KaBU, CIPaBOIO
BCHOI'0 YKPAiHCHKOTO HAPOTY.

Y XXI pu. ogHi€ro 3 HAUTOJIOBHIMIUX MPOOJIEM HAIIOTO CYCHIJILCTBA MOC-
Tajga KiOEp3JO0YMHHICTE. Y 3B’SI3Ky 3 CY4aCHHMMH pO3pOOKaMH B 1H(OpMaLIHUX
TEXHOJIOT1SIX, 1Ieil BUJI MPABOMOPYIIEHB, CTA€ BCE JIeJall JOCTYMHIIIUM 1 MalcTep-
HIMM. BOHU XapakTepHu3yOThCS BHCOKMM PIBHEM JIATEHTHOCTI Ta CKJIAJHICTIO
IIPY BUSBJICHHI Ta PO3CIIiyBaHHI.

«Ki0ep3mounHHICT» HEPIJTKO OTOTOXHIOETHCS 3 TEPMIHOM «KOMII IOTEpHA
3JIOYMHHICTB». Y POCIHCHKOMOBHIN JIITEPATypl HAYKOBII-IPABHUKU B1IJAIOTh I1€-
peBary TMOHSTTIO «KOMIT'IOTEpHA 3JIOUMHHICTBY 4Yepe3 MpeBaTIOBaHHA J1OCIHI-
JDKEHb Y KPUMIHAJIICTUYHIN a00 mpouecyalbHId ramy3sx. TJIyMayHUR CIOBHUK
Oxford English Dictionary npedikc «cyber-» BU3Ha4a€e sk YaCTUHY CJIOBa Ta O3Ha-
Yyae BIJHOUIEHHS 10 1HQOPMALIMHUX TEXHOJOr1d, Mepexi [HTepHeT, BIpTyaibHOI
peanbHOCTI. Takum 4ynHOM, «cybercrime» — 11€ 3JI0YUHHICTh, ITOB’sI3aHa SIK 3 BUKO-
PUCTaHHSIM KOMIT IOTEPIB, TaK 1 BUKOPUCTAHHSAM 1H(POPMAIIHHUX TEXHOJIOTIH 1
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riobansHux Mepex. 11lo cTocyeTbcsi TepmiHa «computer crime», TO BIH BIJHO-
CUTbCA TUIBKM JIO 3JIOYMHIB, III0 BYMHAIOTHCA TMPOTH KOMIT IOTEpiB  abo
KOMIT'IOTepHUX JaHuX [1, c. 227-229].

3nounHHICTh y IT cdepi crpoctunack 13 BBEICHHSIM Ha MPOCTOPU MEPExKi
[aTepHeT neneHTpali30BaHUX BIPTyaJIbHUX  PUITO BamoOT. HaiBimomini 3 HUX:
Bitcoin, Ethereum, Bitcoin Cash, Ripple, Litecoin, NEM, Dash, IOTA, Monero,
Ethereum Classic. KpunroBamoTta BpoBaauiach, sk OJMH 13 BUJIIB IUIATIKHUX 3a-
co0iB. Pyx Takux eNeKTpOHHHX TrpoIIeil MPaKTUYHO HEMOXJIMBO BIJCHIIKYBaTH,
YHM BCE YaCTillle KOPUCTYIOTHCS 3IOUYMHHI yrPYIyBaHHS 3 METOIO POBEACHHS He-
3aKOHHUX BAJIOTHUX ONepaulid Ta BIIMHUBAHHS Trpolell 3400yTUX 3J0YMHHUM
nuIXoM. B psii kpaiH Bxke 3a00pOHEHO MPOBEIECHHS OKPEMHUX ONEpaliil 13 BUKO-
PUCTaHHSIM  PHUIITO BAIOT Ha 3akoHonaB4yomy piBHI (Iugis, Inmonesis, Kuraii,
Pocis, Taiinann Ta iH.).

Yum OuiblIe pO3BHBAOTHCA 1H(OPMAIIITHO-KOMYHIKAIIIIHI TEXHOJIOI1i TUM
OubIa HeOe3meka 11 rpoMasH. Tak Hanpukiaa 3a iHhpopmMalliero ska Oya omy-
OnikoBaHa Ha o(DIMifHOMY CalT1 YKPaiHCHKOTO JUIOBOTO KYpHATy eKCepT, Kide-
P3JI0OUMHII, SIK1 3JIaMajii caT rojioBHOro QenepanbHoro arentcTBa CLIIA, Bukpa-
71 OUThII IIHHY 1H(OpMaLiIo, HIXK CIOYaTKy nepeadayanocs. 30Kpema, MoBa e
po BIIOWUTKH maibUiB 5,6 MiH. oci0. [i103prot0Thesa HE TUIBKK IPUBATHI 0COOH,
aje 1 Ti, XTo Mae Oe3nocepe/IHe BIAHOMICHHS JI0 Tiapo3autiB MiHicTepcTBa 000po-
Hu Kwuraro [3].

14 munas 2020 poky 13 npuiHATTAM 3akoHy Ykpainu «IIpo nepxaBHe pery-
JIOBAHHS NISUVIBHOCTI IIOAO OpraHizaiii Ta IpOBEIEHHS a3apTHUX 1rop» B YKpaiHi
Oyno Jierani3oBaHO TpajdbHUU Oi3HeC. JlaHUM 3aKOHOM 30KpeMa PEryI€eThCI Op-
raizailisi Ta IpOBEJEHHS a3apTHUX 1rop B Mepexi [HrepHeT. TakuM YMHOM CTaBKU
Ha CIIOPT Jieraji3oBaHo, ajie  pu. 369-3 KpuminainbHOTO KOJIeKCy Y KpaiHu nepe-
0aueHO KPHUMIHAJIBHY BIAMOBIAAIBHICTh 32 MOPYIIEHHS 3a00pOHU PO3MILICHHS
CTaBOK Ha CIIOPT, MOB’A3aHUX 3 MaHIMYJIOBAHHAM OQIIIHHUM CHOPTUBHUM 3Ma-
TaHHSM 3 OJIEPKAHHSAM B PE3yJIbTATI I[bOTO HEMPABOMIPHOT BUTO/IH.

3riqHo €1UHOTO 3BITY MPO KPUMiHAJIBbHI MPABOMOPYIIEHHS MO aepkani ['e-
HEpAJIbHO1 MPOKypaTypu YkKpainu, y nepiox 3 2015 mo 2020 pik (yac iCHyBaHHS

pu. 369-3 KK VYkpainu) 3apeecTpoBaHO TIIBKH 7 KPUMIHAJIBHHUX MPOBAKEHb, 1
JIBOM 0CO0aM BPYUYEHO IMOBIAOMIICHHS MPO MMij103py. BigomMocTi mpo 3acymKeHHX
oci0 B3aram BiacyTHi. Ilin yac inTepB’toBaHHsA ciiquux HaiioHanbHOi momimii
VYkpainu Oys0 BHUSBIIEHO, 1110 HA ChOTOJIHI ICHY€ HAJBUCOKHI PIBEHb JTATEHTHOCTI
3104MHIB nependauenux pu. 369-3 KK Ykpainu ta nmpobiiemu 3acTOCyBaHHS J10-
Ka30BOi 0a3u B Cy/I0BUX OpraHax.

23 tpaBus 2018 poky mij yac mpoBEACHHS OISy MOOLIRHOTO TelnepOHHO-
ro amnapary «Iphone 7+», skuil HaneXUTh NpodeciiHomy (GyTOOJICTY, TPAaBOOXO-
pPOHIIIM OyJi0 3a(iKCOBAaHO BiJIOMOCTI, SIK1 CBiI4aTh MPO 3IMCHEHHS OCTaHHIM
NPOTUIIPABHOTO BIUIMBY HA PE3YJIbTaTU OPIIIHHUX CIIOPTUBHUX 3MaraHb 3 METOIO
OTPUMAaHHS BiJl IIbOTO 3JIOYMHHOTO NMPUOYTKY, 30KpeMa HOoro mepenucka 3 iHIIMMA
ocobamMu MO0 BeAeHHs (yTOONIBHOI IpH, 1H(OpPMALS MPO HASBHICTh Yy HBOTO

pUNTO Ha CalTI MLKHAPOAHOI OYKMEKEPChKOI KOMIAaHIl, sika 3I1MCHIOE Jisib-
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HICTh y CBITI NPUUHATTS CTABOK MPO PE3yJbTAaTU CIIOPTUBHUX MaTyiB, (POTOKOMIT
JIOKYMEHTIB 1HIIHUX 0Ci0, PO SKUX Yy CTOPOHU OOBHHYBAYCHHS € IPYHTOBHA 1H(]O-
pMallisi CTOCOBHO iX MPUYETHOCTI JI0 37IOYMHHOI TisUTbHOCTI TOIIO [3].

3nounHU y cdepi KOpyMIlii Ta maxpaicrBa XapakTepU3yOThCs 1HTEIEKTya-
JBHOIO CKJIaZOBOO 3 OOKY 3JIOYMHIIB. AJDKE 3T1THO CTATUCTUKH 3aCyIKEHI1 3a J1aHl
KaTeropii 3J04YMHIB B OLIBIIII KUIBKOCTI 0COOM 3 BULIOKO OCBITON. [0 AaHMX 3110-
YUHIB IOCUTH MPO(ECIITHO TOTYIOTHCS, a TOMY YCKJIQJHIOETHCS X PO3KPUTTS 3 60-
Ky TIPaBOOXOPOHIIiB. TOMy NPUYUHOIO TAKOXK € HEIOCTaTHE (DIHAHCYBAHHS Ta PO3-
BUTOK MarepiajibHO-TEXHIYHOI 0a3u mpaBooXOpoHHUX opradiB. Illo yHemoxiuB-
JI0€ JOCHIKCHHS pyXy BIPTYalbHUX PUMTO BAIIOT 10 FAMaHI(IB 3JIOYUHIIIB, 1 B
pe3ynbTaTl BIICYTHICTh JI0Ka30BOi 0a3u.

3 BuUlIle BUKJIAJACHOIO MOKEMO JINTH O BUCHOBKY, 1110 B CYYaCHHUX YMOBax
PO3BUTKY 1H(POPMAIIITHO-KOMYHIKAI[IHHUX TEXHOJIOTH JiepKaBa HE BCTUTAE 3a0e3-
nevyyBaTh HEOOXIAHHMI piBeHb O€3MeKH BIPTyaJbHOro Impoctopy. Tomy, MH 1 Mo-
KEMO MOOAYNTH YUCENbHI XaKepPChKi aTaKu Ta BIJICYTHICTh 3aCy)KEHHUX 3a MPOTH-
NpaBHUI BIUIMB Ha pe3yibTaTH O(iliifHUX CHOPTUBHUX 3MaraHb. B momanbiiomy
BBAXKAEM aKTyaJbHUM IPOJIOBKEHHS HAYKOBOTO JOCIIPKEHHS B HAIPSIMKY TOIie-
PEIKEHHS MPOTHUIIPABHOIO BIUIMBY HA PE3yJbTaTH OQILIMHUX CHOPTUBHUX 3Ma-
raHb B Mepexi [HTepHeT.
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