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KOPUCTYBaHHSI KOMIT FOTEPHOIO TEXHIKOIO Ta iHPOpMAaIiHHUMH CHCTEMaMH.

KonTpone moctyny Ta igeHTU]iKaiis: BUKOPUCTAHHsS 3aCO0IB KOHTPOIIO AOCTYIY [0
iH(opmauii Ta igeHTHdiKalil KOpUCTyBauiB.

Pe3epBHE KOMIIOBaHHS JaHUX: PETYJSIPHE CTBOPEHHS PE3EPBHHUX KOMIM AaHUX TO3BOIISE
BiTHOBUTH iH(pOpMallito y pasi ii BrpaTu a00 MOLIKOKESHHS.

MOHITOPHHT Ta ayJuT OE3MeKH: MPOBEICHHS MOHITOPUHTY Ta aynuTy O€3MeKH NaHUX VIS
BUSIBJICHHSI MOXKIIMBHX 3arpo3 Ta CIaOKUX Micllb Y cucTeMi iH(popMaliiHOi Oe3MeKH.

Meroau HE3aKOHHOTO BMIydeHHS iHopMmamii MOXyTb OyTH IyxXe Pi3HOMAHITHUMHU 1
CKJIATHUMHU, TOMY MOTPIOHO po3poOIsITH ePeKTHBHI METOaM 1X mpoTuiii. s nporo HeoOXigHO
PO3YMITH TOTEHILIWHI 3arpo3uW Ta BHUKOPHCTOBYBATH BIATIOBIJHI METOJIM 3aXUCTy JAHHX, 100
3a0e3neuuTy iX KOH(iNEHUINHICTh, LUIICHICTh Ta JOCTYNHICTb. TakoX BaXKIUBO IOCTiiHO
OHOBJIFOBATH METOJAM MPOTHAII BIANOBIAHO 1O HOBHUX 3arpo3 Ta BHUKIMKIB, SKi IOCTIHHO
3MIHIOIOTHCS.

YK 004.6
DOI: 10.31733/17-03-2023-560-561

Amnppiii JAHWJIOB
cTapumii Bukiaanay kadenpu BIT

Karepuna KOMAPEILb

crynentka rpynu KBIKC-19-2 xapenpu BIT
XapKiBChKOT0 HAI[IOHAILHOTO YHIBEPCHTETY
PagioeneKTPOHIKY

AHAJII3 METOJIB 3AXHNCTY KPUIITOBAJIIOTH BIJ 3JI0BMUCHUKIB

BrpogoBx OCTaHHIX POKIB MOMYJAPHICTh KPUITOBATIOTU HOCTIHHO 30imburyeTbes. 31
30UIBIIEHHAM IONMTY Ha BMKOPUCTAHHS KPHUITOBAIIOTU 3O0LIBIIYEThCS KIUIBKICTh 3J0YUHIB
MOB’S3aHUX 3 KpUNTOBaMOTOK. CaMe TOMy, BaXJIMBO 3aXUCTUTH I HHU(POBI aKTUBU Bij
3JI0BMHUCHHKIB. ¥ POOOTI HaBOJATHCS PE3YJIbTATH aHANI3Y METOJIB 3aXUCTY KPUITOBAIIOTH Bil
3JI0BMHUCHHUKIB, 30CEPE/PKEHI HA BUKOPUCTaHHI MM(pPyBaHHS, ayTeHTUdIKalil Ta 1HINMX 3aXOAiB
Oe3nexu.

IMin 4ac anamizy mpeAMeTHOI ramys3i Oylao BHSBIEHO 0araTo pi3HUX METOJIB 3aXMCTY
KPHUIITOBATIOTH BiJl 3JOBMHCHHKIB. OJHUM 3 HaWMOUIMPEHINIUX METOMAIB € BHUKOPUCTAHHS
kpuntorpadiuHUX MHPOTOKOJIB, sIKi 3a0€3MeuyloTh 3aXUCT BiJl MEPEXOIUIEHHS Ta MiApOOKH
TpaHzakIiii. Tako ICHYyIOTP METOJM 3aXHCTY, IO IPYHTYIOTBCS Ha BUKOPHCTAHHI TEXHOJOTii
OyoKueiiH Ta "po3yMHUX KOHTPakKTiB". OHAK, HE3BAXKAOUYH HA HASIBHICTh TAKHX METOJIIB 3aXHUCTY,
370BMHCHHKH BCE III€ 3HAXOATh CIOCOOH, 00 OTpUMATH JOCTYI O KPHIITOBAIOT.

KpunroBamora — 1ne ¢opma nuppoBux abo BipTyallbHHUX TpOIICH, 10 0a3yeThCs Ha
kpuntorpadiuHUX NOPUHLUIAX Ta TEXHOJOTifAX, fAKi 3a0e3nedyroTh Oe3leKy TpaH3akuill Ta
KOHTPOIb HAJ CTBOPEHHSAM HOBUX OJMHHMIb BalOTH. KpHITOBANIOTH MpaIfolOTH HA OCHOBI
JICIICHTPAII30BAaHOT CHCTEMHM, SKa JI03BOJISE KOPHUCTyBayaM MPOBOAWTH TpaH3akmii 0e3
rocepeJHHULTBA OaHKIB Y 1HIIMX IMOCEPEIHUKIB [4].

IndpyBaHHs € KIFOYOBHM KOMIIOHEHTOM 3aXHCTy KPHITOBAIIOTH Bill 3TOBMHCHHKIB.
HIuppysanHs — 1e Opolec NEPETBOPEHHS JaHUX y HeUUTaOenbHy (GopMy, 110 YCKIIAJHIOE JOCTYII
70 JaHWX. KpuIToBamOTHI raMaHIi BHKOPHCTOBYIOTh IMH(PYBAaHHS ST 3aXHCTy 3aKPHUTHX
KJIFOUiB, $IKI BHUKOPHUCTOBYIOTHCS Ui JOCTymy 10 ramanis. Kpim Toro, OGarato Oipx
BUKOPHUCTOBYIOTh IU(PYBAHHS JUIL 3aXUCTY JJAHUX, SIKI BOHH 30€piraroTs, i 3amo0iranHs JOCTyIy
3JI0BMHUCHHKIB JI0 KOH(]iIeHIIi#HOT iHpopMmauii [5].

ABrenTH(]iKalis € 1€ OJHUM BaXJIUBUM 3aX0JI0OM O€3MeKH, KU BUKOPUCTOBYETHCS JUIS
3aXUCTy KPUNTOBAIIOTH BiJ 3JOBMHCHHUKIB. ABTCHTH(]IKallisi — 1€ NpoLec MepeBipKu 0coOu
KOpHCTyBaya mepe]| TUM, SK J03BOJIUTH HOMY OTPHMATH JOCTYI 0 cucTeMH. Lle 4acto pobuThcs
3a JOIOMOTOI0 IIapoiB, 1BO(aKTOpHOI aBTeHTUdiKaLil, OioMeTpuyHOi aBTeHTHdiKaNi] a0 iHIIHKX
METOAIB. ABTCHTH(]IKAIliS TapaHTye, 110 JIUIIE aBTOPU30BaHI KOPHCTYBa4dli MOXYTh OTPUMATH
JOCTYII 10 CUCTEMU, TAKUM YHHOM 3a100irarouy 310BMUCHUKAM OTPUMATU JOCTYIL.

JIns 3axMcTy KPHUNTOBAJIIOTH BiJl 3JIOBMUCHHKIB TaKOX MOXKHAa BHKOPHUCTOBYBATH IHIII
3axonu Oesneku. XonojaHe 30epiraHHs — Le crnoci® 30epiraHHs KPUITOBAIIOTU B aBTOHOMHOMY
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peXuMI, KU 3amo0irae IOCTyNy 3JI0BMHCHHUKIB 10 KomTiB. KpiM Toro, ramaHmi 3 kiJibkoma
MIAMMCAMH BUMArat0Th KUIBKOX MiAMKCIB Bijl aBTOPU30BaHUX KOPHCTYBAYiB, MEPII HIXK TPaH3aKI[is
Mo>ke OyTH 3aBeplleHa, 0 MOXKe JOIIOMOI'TH 3aXHCTHTH BiJ] 3TIOBMUCHHKIB.

Otxe, HaliHaAiHIIMI croci6 3aXUCTy KPUNTOBAIIOTH Bil 3M0BMHCHHKIB — BUKOPUCTAHHS
KOMOiHaIlib MeTO/iB. PO3riIssHEMO OiNbIIl JETAbHO KiJlbKa METOMIB 3aXHUCTY KPHIITOBAIIOTH Bij
3JI0BMHUCHHKIB(OKPIM THX, IO 3raJaHO BHUIIIE):

MynabTHIIACHI TaMaHIi: MyJIbTHIIINUCHI TaMaHI[l BUMararTh, 00 Kijgbka JHOMCH
minucany TpaH3akiilo nepen i1 BUKOHaHHAM. Lle 3HAYHO YCKIAJHIOE KPaAiKKy KOIITIB
3JI0BMUCHHMKAM, OCKUIBKH IM MOTpiOHO Oyne OTpUMATH JMOCTYIN JO KiJIbKOX TaMaHIB, 100
3MiiCHUTH TpaH3akuito. J[BodakTopHa aBTeHTH(]IKalis: IBO(AKTOPHA aBTCHTU(IKAISA JOIae
JI0JAaTKOBUM piBeHb Oe3nexku BamoMy ramaxuio. 1106 oTpuMaTu IOCTYN OO raMaHlsl, MOTPiOHO
BBECTH KOJ, HaJAiCTaHWIl Ha Bam TeneoH abo eJeKTpoHHY azapecy. lle 3HA4YHO YCKIamgHIOE
37I0BMHUCHHKAaM JIOCTYII JI0 BAIIUX KOIITIB.

AnapaTHi ramaHIyi: anapartHi raMasii — 1e $i3uuHI IpPUCTPOT, sAKi 30epiratTh Ballli 3aKpPHTI
KJII0Yi B aBTOHOMHOMY pexxkumi. Ile poOuts ix HabaraTo Ge3neuHiluMu, HDK IPOrpaMHi raMaHI,
OCKIJbKM 3JO0BMHUCHMKAM MOTPiOHO Oyne oTpuMmartu (i3sUuHME AOCTYH OO IPUCTPOIO, LI00
BUKpPACTH Ballli KOLITH.

Jusepcudikanis. Jusepcudikanis BallMX KPUNTOBAIOTHUX aKTUBIB — Il OAUH CHOCIO
3aXHUCTUTH CBOI KOIITH BiJ 3JIOBMUCHHUKIB. PO3moainsroun cBOI KOIITH MiXK KiJIbKOMa TaMaHISIMHU
Ta Oip>kaMu, BU 3HAYHO YCKJIaJHIOETE 3JIOBMUCHUKAM JOCTYII JIO BCIX BalIMX KOIITIB.

PerynsipHe pesepBHE KOIIOBAHHS: PETyISIPHE Pe3epBHE KOIIIOBAHHS BAIIOTO TaMaHIL —
e OJIMH CIOCIO 3aXMCTUTH CBOI KOUITH BiJl 3JJOBMUCHHUKIB. 30epiraroum KOIMiK CBOTO TaMaHIIA B
0e3rneYHoMy Miclli, B MOKET€ BIJTHOBUTU CBOi KOIUTH, SIKIIO Ball ramaHelp Oyae BTpadeHo abo
BUKpaJCHO.

Takoxk, BOXIUBO MaTH €(PEKTUBHY CHCTEMY MOHITOPHHTY Ta BHUSBICHHS HECHOAIBAaHHX
TpaH3aKIii, sIKi MOXYTh CBIIYHTH TNPO TMOPYLICHHS OE3MeKW Ta HaMaraHHs 3JIOBMHUCHUKIB
OTpUMATH JOCTYN 10 KpPUOTOBAMIOTH. J[IsI LBOrO MOKHa BHKOPHCTOBYBATH AalTOPUTMH
MAIIMHHOTO HAaBYaHHS, SIKi JOMOMOXYTh BHUSBISATH HeOE3MeuHI TpaH3akiii Ta 3yMUHATH iX
301HCHEHHS.

JonatkoBo, MOXHA pO3IJISHYTH METOAM 3aXHCTy Ha PIBHI MPOTOKONY, Taki SK
BUKOpPUCTaHHsS miAmuciB Schnorr, siki 3a0e3neuyroTs Ounblly e(ekTHBHICTH Ta Oe3neky mnpu
3IificCHEeHHI TpaH3akiii. Tako MOXKHA BUKOPHUCTOBYBATH METOJAM 3aTBEPIKCHHS TpPaH3aKIild Ha
OCHOBI KBOPYMY, 110 JI03BOJISI€ 3MEHLIMTH PHU3MK 3JIaMy CUCTEMHU 3a JAONOMororw araku "51%
aTtaka'.

3abe3neyeHHs1 Oe3MeKn KPHUIITOBAIIOTH — BAaXKJIMBE 3aBJIaHHS, sKe MoTpeOye MOCTIHHOTro
aHaITI3y Ta yIOCKOHAJICHHS METO/IB 3aXUCTY. 3aCTOCYBaHHS KOMOIHAIIIT pI3HUX METO/IIB, TAKHX 5K
OGiomeTpruHa ayTeHTH(DIKALlis, MyJIBTHITIIHC T CACTEMH MOHITOPUHTY TPaH3aKIiil, MOXKe 3HAYHO
MiJBUIIUTH PiBeHb OE3MEKH KPUIITOBAIIOTH Ta 3MECHIIMTH PU3MK ii KpamiKku. Takox BaIHMBO
MIPOJIOBXKYBATH JTOCIIJKEHHS Ta pO3pOO0KYy HOBHX METOMIB 3aXHUCTy, 1100 3a0e3neunTt Oe3neky
BUKOPHUCTAHHS KPHUIITOBAJIIOTH B MalOyTHEOMY.

Haiikpammm MeTOIOM 3aXHCTy KPUNTOBAIIOTH BiJ 3JOBMHUCHUKIB € BHKOPHUCTaHHS
KoMOiHalii 3axofiB, TakuX sK naBo(dakTopHa aBTEHTH(]IKalis, HaAiWHI Mapojii Ta amaparHi
ramasui. /IBodaxkropHa apTeHTU(]IKALsS Jae NOAATKOBUHM piBeHb Oe3leKu BaloMy OOJIIKOBOMY
3aIicy, BUMAararum J10JaTkoBoi opMu aBTeHTH(IKAIi, HANPUKIAA KOJY, HaJiCIaHOTO Ha Ball
MOOITBHUN Tene(OH, Mepul HiXK TO3BOJMTH NOCTyMH. [y 3aXucTy OOJIKOBHX 3alUCIiB CIiJl
BHUKOPUCTOBYBATH HaIilHI Mapoji, a Ui KOXKHOTO OOJIIKOBOTO 3amKCy CJIii BUKOPHCTOBYBATH
yHikasbHI mapouti. Haperuri, anapatHi ramanni — ne (isuuHi mpucTpoi, ski 30epiratroTh Bamri
3aKpUTi KJII0Yi B aBTOHOMHOMY PEXHMMI Ta BBaXKAlOTbCsS OJHMM 13 HaiOe3MedHIUX METOHiB
30epiraHHs KPpUIITOBAIOTH.
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