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LIUP®POBUN TOTAJITAPUN PEXXKUM

AKXIIEHTOBaHO yBary Ha BTpydYaHHi 3a jgornomoroo Illtydnoro Intenexry B cdepy kibepmpocropy,
3 METOI0 HOro KOHTPOJIO Ta PEryisilii, sike HEYXHJIbHO MPOKIAZac LUBIX A0 YTBOPEHHs HOBOI (opmu
AQHTUIEMOKPATHYHOIO PEXHMMY — LU(PPOBOrO TOTANITApH3MYy. PO3DIsHYTO HU(POBHI ToTamiTapusM, sK
HeJIEMOKpaTH4YHy (OpMY Jep»aBHOTO (TIOJITHYHOIO) PEXKHUMY Ta HOTO OCOONMBOCTI B CyYacHHUX YMOBAX.
30cepemKeHo yBary Ha IepeIyMoBax, IPUYHHAX, METOAaX Ta 3acobax uudpoBoro roraiitapusmy. Poskputo
cy0’ekTH, 00’€KTH Ta mpeaMeT Hu(POBOrO TOTANITAPHOTO KOHTPOI0. BHU3HAUCHO HACHIAKK Ta MPOSBU
I (POBOro TOTANITAPU3MY SK PI3HOBUIY HEAEMOKPATUYHOTO TOJITHYHOTO PEKHMY.

Knrouogi cnosa: oeporcasa, nemoxpamis, yughpose cycninbecmeo, yugposuii momanimapusm, gopma
0epIHCaABHO20 NOTIMUUHO20 PENHCUMY.

Tomanimapusm npacie He 00 OeCNOMUYHO2O NAHYBAHHSL
HAO M00bMU, A 00 8CMAHOGAEHH MAaKol cucmemu, 8 AKill
JII00U 306CIM He NOMPIOHI.

Xanaa ApeHaT

IocTranoBka npo6Jemu. HeminiiftHNN po3BUTOK MM POBUX TEXHOJOTIH, iX MOHOTIOJI3AITis,
Mepexa [nTepHeT Ta BukopuctanHs L Ty4yHoro IHTeneKTy iCTOTHO 3MiHIOIOT TApaIUrMy Cy4aCHUX
CYCTUTBHUX BiqHOCHH. Helipomepeski i eeKTpOHHI 3ac00H, 1110 TaK MOKPAIITYIOTh KUTTS JIFOIMHA
Ta HAJaroTh 11 0e3yMOBHI NepeBaru y BUTbHIM KOMYHIKaIlil, OAHOYACHO BiJKPUBAIOTh MIMPOKUI
CIIEKTP TEXHOJIOTIYHUX MOXIIMBOCTEH KOHTPOIIO HAaJ JIIOABMH, BCUISKOIO pOJIY 3JI0BXKHBaHb,
IPSIMOTO MOPYIIEHHS MpaB 1 cBOOO, K B KOHTEKCT1 HaJIMIPHOTO THUCKY JAEP’KaBHOIO PETYIALIEO
3a MeJia-1pOCTOPOM, TaK 1 B KOHTEKCTI yIIpaBIliHHs MOBEAIHKOO 0COOHM, BILTMBOM Ha i1 MOMITHYHI
MOTVISIIN, CYCIUTBbHI 1HTEpeCH Ta CIoXKMBYi yrmonoOanHs. Brpydanns 3a qonomororo Illtygnoro
[HTeneKTYy B cepy KiGepnpocTopy 3 METOIO HOro KOHTPOIIO Ta PeryJsiii HEyXUIbHO MPOKIIaIae
HUIX 10 GOpMyBaHHS HOBOT (POPMH aHTHUAEMOKPATHYHOTO PEKUMY — HU(PPOBOT0 TOTATITAPU3MY.

AHaji3z nyOaikanii B sIKMX 3al04aTKOBaHO PO3B’fA3aHHsI AaHOi npobjemu. Teo-
PETUYHY OCHOBY CTaTTi CKJIAJH TTOJIOKEHHSI, BUPOOJICHI 3arajbHOI0 TEOPIEI0 JepKaBH 1 mpaBa
Ta noitonoriero. ChopMynboBaHi TEOPETHYHI y3araJlbHEHHS CIIAPATHCS Ha HAYKOBI JJOCATHEHHS
BITUM3HSHUX 1 3apyOiKHHX aBTOpiB. Tak, Ha OE3MEKHOMY BTOPTHEHHI TOTANITAPHUX JIEPIKaB-
HUX CTPYKTYD Y COIialibHi Ta IICUXOJOTi4HI cdepu, Je paHille MaHyBaJIu MPUBaTHI 00’ €THAHHS,
aknentye ypary P. HicGer [12; c. 205]. [I. XenOinr, XakTepu3ye pHCH Cy4acHOTO HEIEMOKpa-
TUYHOTO IH(POBOTO PEKUMY Ta BH3HAUa€e Horo, sk mudposuit ¢ammsm [11]. Ha metoni mmd-
poBoro IlaHoNTHKYMy B KOHTEKCTI PO3MOBCIO/DKEHHS LU(PPOBOIO TOTAIITAPU3MY 30CEPEIKYE
coro yBary Cokopuncbkuit B.O. [3]. [lutanHs yTBOpeHHsI HOBUX (POPM THCKY Ha CYCHIBCTBO,
SIK TIPOSIBIB UG pOBOTO ToTamitapusMy, posrisiaae Haymkina C.M. [1]. Acnekram npaBoBoi pery-
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nmii nugpoBUX MoctyT npuainsioTs yBary 1. [Tanos, K. [lerpocsn, JI. JJo6po6or, B. YopHoOyK,
I. Pammres [13]. A.B. IlexHuK akileHTy€ yBary Ha BCTaHOBJICHH] iCTOPUYHUX KOPEHIB TOTATITAPHUX
pexnmiB XX ctomitts [2]. TeopeTnko-mpaBoBUM npodieMam iHhopMaIlitHoi CHCTEMU CYCITiTb-
ctBa npuainsie yeary O.C. Yenik-Tperybenko [8].

VY monepenHix podoTax aBTOp TAKOK POOUB CIIPOOH PO3IIISILY OKPEMHUX ACTIEKTIB BUIIIEO-
3HauEHO1 MPOOIEMaTHKN B KOHTEKCTI PO3IVISILY TOTAJIITAPHOTO MOJITHYHOTO pexXuMy [7] Ta cydac-
HUX HEJEMOKpPaTUIHUX (GOPM JIePKaBHOTO (IOJITHYHOTO) pexumy [6].

PazoM 3 TUM, NUTaHHS BHU3HAYEHHsS TEHJAEHIIM yTBOPEHHS Ta PO3BUTKY LM(PPOBOro
TOTANITAPU3My 3aJHMINAIOTHCS TUCKYCiHHMMH. BpaxoBylounm aKTyaJbHICTh 1 Ba)KJIHMBICTh
O3Ha4YeHOi MpoOIeMaTHKH, a TaKOK HaraibHy MOTpeOy B MOTTUONEHHI 3HAHB IIOIO BKa3aHOI
TEMH, MeTOI0 J1aHo1 poboTu Oyze cripoba BUZHAYCHHST 0COOIUBOCTEN TU(MPOBOTO TOTATITAPU3MY,
SK HEIEMOKPaTU4HOI (pOpMH MOTITUIHOTO PEKUMY B CyJaCHUX YMOBAX.

Buxkiaaa ocHoBHoro marepiandy. Ha BinmMiHy BiIl KJIQCHYHHX TOTANITAapHUX DPEKHMIB
XX cromitTsi, TuppOBHIA TOTATITAPHIIA PEXKUM HE € (POPMOI0, pO3TOBCIOKEHOIO B MEXKax OHI€T
OKpPEMO B3SITOI JIepKaBU. 3aBASKH CBOIH cnernudilli, BiH nocsrae robadpbHUX MaciTaliB, 1 pi3-
HUTKCS JIUIIE MEeKaMH CBOOOH, SIKi MOXKYTh OyTH OLIBII UM MEHIII ITUPOKUMHU BHACIIZIOK Pi3HOTO
PiBHSI TEXHOJIOTIYHUX MOXJIMBOCTEH 3 OOKY Cy0’€KTiB BIUTMBY. PazoM 3 THM, Hakalbh ChOTOJHI
MOYKHA CTIOCTEpIraTH TEHJCHII0 O YIOCKOHAJICHHS 3aC00iB BiIKPHTOTO Ta MPHUXOBAHOTO CIIO-
CTEpEKEeHHI, OCTIHHUI Ta IO CIIIIOBHUI HACTYI HA CBOOOY 1 MPUBATHICTD JIFOANHHU.

Ilepeoymosamu yugposozo momanimapHoco KOHMpPOio BUCTYNAIOTh:

— YTBOpPEHHSI Ta PO3BUTOK MEPEKEBOTO LIU(PPOBOTO CYCHIILCTBA;

— TOSiBA  MOMJIMBOCTEH TIIOOATBHOTO BUKOPUCTAHHS  TEXHOJOTIH  MOHITOPUHTY
CTIIOCTEPESIKCHHS Ta KOHTPOIIO 32 3B’SI3KOM, Y TPOMAJCHKUX MICIAX Ta 3aKJIAAax, COLIaTbHUX
Mepexax, mpoctopi InTepHer;

— po3poOKa TEXHOJOTIYHUX 3ac00iB 13 BOYIOBAHUMH CHCTEMaMH 3UNTYBaHHS BiAMOBIHOT
iHpopMmarii 3 BukoprctanHsaM Ll tydnoro [aTenexTy

— YiTKa CTPYKTYypOBaHICTh omepamiiHux ¢aitnmoBux cuctem LlTydHoro iHTenmexty, ix
3[1aTHICTb 10 CAMOKOHTPOJIIO.

Ilpuuunoro yTBOpeHHs LM(POBOrO TOTAIITAPHOIO PEXUMY € TNOTpeda MOJITHYHHX
Ta CBITOBHUX E€KOHOMIYHHX €JIT, SK Cy0’€KTiB Ta HOCIiB BIaJW IO TOTAJIFHOTO KOHTPOJIIO Ta
3a0e3NeYeHHs] yMOB BIIACHOTO TAHYBAHHS 1 HOTO O€3MeKH, KePYBAaHHS CITOKHBYOIO Ta COLIATBHOIO
MIOBETIHKOIO JTFOMHU, MaHIITYIIOBaHHS Pe3yJIbTaTaMy MPsIMOT Ta PEICTaBHUIIBKOI IeMOKPATii.

Cy6’exmamu, gki (HOpPMYIOTh Ta CIPSIMOBYIOTh TOTANITaApHUN UUGPOBUN BIUTUB €
TOTajJiTapHa Jiep)aBa B 0co0i BiJMOBITHUX JIEP’)KaBHUX OPTaHiB 3a MOMOMOroro cydacHux IT-
TEXHOJIOTiH, a TakoX MH(POBI MIKHAPOIHI €NITH, MDKHAPOAHI KOpIOpAIlii, KOMepLiliHi Ta
HEKOMEpILilHI OpraHi3arii.

BpaxoBytoun Takuii MHMPOKUA CHEKTP CyO’ €KTiB, MU(POBHIA TOTANITAPU3M MOXKHA
PO3MISAJATH 1 B IKOCTI HOBOI (OPMHU HEIEMOKPATUYHOTO MOMITUIHOTO PEXUMY, 1 B IKOCTI (hopMu
HaJIJIeP>KaBHOTO PEXKUMY.

VY meprioMy BUIAAKY BiH peali3yeThesi Cy0’ €KTaMH Ta HOCISIMH JIEPKaBHOI BIIAJIH, SIKi 3a
JIOTIOMOTOI0 PO3TaTyKEHOI CUCTEMH CMapT-IPUCTPOiB Ta HU(PPOBUX TEXHOJIOTIH 311HCHIOIOTH BCe-
OXOTUTIOIOYUI MOHITOPHHT Ta KOHTPOIIb 32 MOJITHYHHUM 1 COI[iaIbHUM JKUTTSIM IpoMajisH [7; c. 124].

VY apyromy — TOTaJbHHH MOHITOPHHT Ta KOHTPOJNb Yy c(epax >KUTTA CyCIIbCTBA Ta
ocobuctocti 3 BukopuctanHaM LlITydnoro I[HTenekTy pearnizyeTbcs OQiCHUMH MEHEIKEepaMu
Ha KOpUCTHh CyO’€KTiB Ta HOCIiB Hajiep:kaBHOI Biamu [9; c.48]. 3ayBaxkumo, mo sk (opma
HQIJICP)KABHOTO PpeXuMy UUGPOBHH ToTamiTapu3M Moke OyTH crernudiqyHuM MPOSBOM
MEpEeKeBOr0 XapaKTepy OJHOTO 3 PI3HOBU/IIB CYYaCHOI Bl — HemoKpamii, CyTHICTh Ta O3HAKU
SIKOTO JIETAIBHO aHaJli3yBajach HAMH B OKpeMHUX poOoTax [5; 4].

06’ckmom  yupposozo momanimaproco KOHMPONO € JIOAWUHA, HE3aIeKHO Bia il
KOHCTUTYI[IHHO MPABOBOIO CTaTyCy, aJKe B MU(MPOBOMY CYCHIILCTBI, KOKHUM 1HAMBI OTPUMY€E
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SNEeKTPOHHUH 1neHTH(iKaTOp, KU Oyae BiACIiIKOBYBATHUCH yCiMa IH(POBHMHU TPHCTPOSMH.
Ha nymky B.C. lllyneHpko, y HEOTOTaIITApPHOMY CYCHUIBCTBI MEXaHi3M TOTaJIbHOTO KOHTPOJIIO
3HaXOJUTh CBill NposiB y (opMi BipTyalbHOIO TEpOpPHU3MY, MEpII 32 BCE — 4YEpe3 MEpexy
IaTepner [9; c. 182].

OcoOnuBICTIO JIOMUHA TU(PPOBOTO CYCIIBCTBA, SK 00’€KTa TOTATITAPHOTO KOHTPOIIO
OyJie CKOPIII 3a Bce: CIOYKUBYE (PparMeHTapHe MUCIICHHSI, 00YMOBJICHE 3AJIC)KHICTIO BiJl TaJXKETIB,
Ta Mepeski [HTepHeT, BHYTpillIHs rOTOBHICTh Aeierysatu LlITyunomy [HTenekTy mpaBo npuiimatu
BaYXJIMB1 PIlIEHHS] B UTUPOKOMY KOJI Taiy3el, JoBipa 10 HEYNEPeIKEHOCTI Ta 00’ €KTHUBHOCTI
pe3yIbTaTIB TAKUX PillICHb.

Ilpeomemom yughposoco momanimaproeo KOHmpoo € TIOBEAIHKA 0COOH, ii CBITOMIIA Ta
MOJITUYHI HOIVISIIN, KOJIa CIUJIKYBAaHHS Ta CIIOKUBUI IHTEPECH.

Memoou yugposozo momanimapnoeo pesxcumy. Meton yugposoco Ilanonmuxymy —
BCEOXOIUTIOI0YOi Ta BCE TMPOHU3YIOYOI CHCTEMH CIOCTEPEKEHHS 33 IHU(PPOBUM CYCIIITLCTBOM 13
BUKOPHCTaHHSM IIEHTPUYHOI CUCTEMH CHOIVIJAHHS Ta KOHTPOJIEM, 3aBISIKH, SKIH 34UTYETHCS
OyIb-sika iHopMarltist kopucTyBadiB Mepexi [aTepuer [3; c. 119].

Merton «Hadacuneyy («IiIITOBXYBaHHS» ) B HOTO PI3HOBU/IAX, SIK KOPETYBaHHS TTOBEIHKU
enekropary abo croKnuBadiB B OakaHux Hampsmax [10].

Merton maninynamugnozo 6éniugy Ha MUCICHHS 1 MOBENIHKY OCOOM 3a JIOIOMOTOO
HEHPOMapKETHHTY Ta COLIAIbHOI IHmKeHepil.

3acobu yughposoco momanimaprozo KOHmMpoo:

— 3aCTOCYBaHHs MOXJINBOCTEN Mepexki IHTepHeT;

— MIMPOKUH CHEKTp mporpam i3 3uuryBaHHs iHpopmarii (digital footprint — mudpoBuit
BiTOWTOK), 3aJIMIIICHOI B PE3YJIBTATI MEePErIsiLy BeO-CTOPIHOK;

— BUKOpUCTaHHA MoxJuBocTed Lltydynoro InTenekry;

— BHKOPUCTaHHS TNI00aTBHUX 1 JIOKATBHHUX CHCTEM BiJIEOCTIOCTEPEKEHHSI Ta ileHTuikarrii,
3a JOTIOMOT 010 0iOMETPUYHUX (i310JIOTIYHUX Ta MOBEIHKOBHX ITOKa3HUKIB;

— MacoBe 3aJy4eHHS [0 KOHTPOIO Ta CIIOCTEPEKECHHS CMapTOHIB Ta IHIIHAX
TEXHOJIOTIYHUX TaJDKETIB 13 cucreMaMu Qikcarii TeoJaHuX Ta MOXKIHUBICTIO JIUCTAaHIIHHOTO
KepyBaHHS BOYJIOBaHMMH KaMepamH 1 MikpodoHamu;

— 3ac00M HEHPOMapKETHHTY Ta COMLiaIbHOI IHKEHEPIi.

Hacnioku ma nposeu yugposoco momanimapno2o KOHmMpoio:

— 3aCTOCYBaHHs Mepexi [HTepHeT A NONIyKy Ta MPHUIYIISHHS OMO3UIIHHUX MOTITHIHUX
MONISIIB;

— 3aCTOCYBaHHs Mepexi [HTepHeT 1 oIy Ky Ta JIiKBiJamii BUlaIkiB KpUTUKHU MPaBITIUX
NOJITUYHUX JisI9iB HABITh HA PiBHI Memi6;

— CTBOPEHHSI Ta YyTPUMaHHS KOHTPOJIIO 32 MOJITHYHAMH 1HTEpEeCcaMu;

— CTBOPEHHS Ta YyTPUMaHHS KOHTPOJIIO 32 CIIOKHBYMMU 1HTEPECaMU;

— po3poOKa Ta 3aCTOCYBaHHS HPOrpaM Ha KIUTAJIT COLIAJbHOIO KPEIUTy IOBIpU 10
Hacenenns (KHP);

— KOHTPOJIb Ta OOJIIK 32 aKTUBHICTIO KOPHCTYBadiB B COIIAJIbHIX MEpekKax;

— eJlekTopalbHi (panmbcudikarii mjg yac BUOOPUOro Mmpoiiecy 3a JTOTIOMOTO0 IM(PPOBUX
3ac00iB;

BucnoBku. Ilo3a BCSKMM CyMHIBOM aHTHUIIOOM IM(POBOTO TOTANITAPU3MY MOKHA
BBAKaTH CMAPM-0eMOKpamiro, ik TaKy (opmy HapoIOBIaII, Ka 3a JOTIOMOTOI0 MepeKi [HTepHeT,
CMapT-TIpUCTPOIB Ta MoxkmBocTel lITygnoro [HTenexry 3abe3mnedye MPUHIMIIOBO HOBHUI PiBEHB
y4acTi TpoMaJisiH B YIIPaBIiHHI AepskaBoro. Ha kalib, BUXOISYH 31 CIIOCTEPEIKEHHS 32 HEYXIIBHUM
3pOCTaHHAM HACHIAKIB Ta MPOSBIB IH(PPOBOr0 KOHTPOJIO SK B MEXaX OKPEMO B3SITUX JIEpiKaB,
CXWJIBHUX JIO TTICHJICHHS [ISHTpaTi3aIliil BJa i, TaK 1 Ha No0aTbHOMY PiBHI, CMapT-IeMOKPATis, K
BapiaHT HOBOTO MOJITUYHOTO PEXKUMY 3aJTUIIAETHCS HA PIBHI YTOMIYHUX MPOEKTIB.
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ABSTRACT

Oleksandr Taldykin. Digital totalitarian regime

The article considers digital totalitarianism as an undemocratic form of state (political) regime
and its peculiarities in modern conditions. The author focuses on the preconditions, causes, methods and
means of digital totalitarianism. The consequences and manifestations of digital totalitarianism as a type of
undemocratic political regime are determined.

The non-linear development of digital technologies, their monopolization, the Internet and the use
of Artificial Intelligence are significantly changing the paradigm of modern social relations. Neural networks
and electronic means that improve human life and provide unconditional advantages in free communication,
at the same time open up a wide range of technological possibilities for controlling people, all kinds of abuses,
direct violations of rights and freedoms, both in the context of abuse of state regulation of the media space and
in the context of managing a person’s behavior, influencing their political views, public interests and consumer
preferences. Interference with the use of Artificial Intelligence in the sphere of cyberspace in order to control
and regulate it is steadily paving the way for the formation of a new form of anti-democratic regime — digital
totalitarianism. The purpose of this paper is to try to identify the features of digital totalitarianism as an
undemocratic form of political regime in modern conditions.

The prerequisites for digital totalitarian control are:

— formation and development of a networked digital society;

— the emergence of opportunities for the global use of monitoring, surveillance and communication
control technologies, in public places and institutions, social networks, and the Internet;

— development of technological tools with built-in systems for reading relevant information using
Artificial Intelligence
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— clear structure of operating and other file systems of Artificial Intelligence with the ability to self-
control.

The peculiarity of a person in a digital society as an object of totalitarian control is likely to be:
fragmented consumer thinking due to dependence on gadgets and the Internet, internal readiness to delegate
to Artificial Intelligence the right to make important decisions in a wide range of industries, trust in the
impartiality and objectivity of the results of such decisions.

Consequences and manifestations of digital totalitarian control:

— use of the Internet to search for and suppress opposition political views;

— use of the Internet to search for and eliminate cases of criticism of ruling political figures, even at
the level of memes;

— creation and maintenance of control over political interests;

— creating and maintaining control over consumer interests;

— development and application of programs such as social credit of trust to the population;

— control and accounting of user activity in social networks;

— electoral fraud during the electoral process through digital means;

Conclusions. Undoubtedly, smart democracy can be considered the antithesis of digital totalitarianism
as a form of democracy that, with the help of the Internet, smart devices and the capabilities of Artificial
Intelligence, provides a fundamentally new level of citizen participation in government. Unfortunately,
based on the steady growth of the consequences and manifestations of digital totalitarian control both within
individual states prone to the development of a totalitarian society and at the global level, smart democracy
as a new political regime remains at the level of a utopian project.

Key words: state, netocracy, digital society, digital totalitarianism, form of state political regime.
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