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CHILDREN’S DIGITAL SECURITY UNDER MARTIAL LAW

In the context of a full-scale war in Ukraine, the digital safety of children is
particularly important. The growth of cyber threats, intensified propaganda,
malicious attacks on educational resources, and the use of social media for
manipulation pose serious risks to the mental health and safety of minors.
According to a UNICEEF study (2023), more than 60 % of Ukrainian children using
the internet during the war have experienced cyberbullying, misinformation or
grooming. This article discusses key threats to the digital environment under
martial law, real-life examples of incidents and defense mechanisms.

During wartime, children are often targets of aggressive attacks on social
media, especially if they post information about their stay abroad or criticize the
occupiers. In 2023, the Ukrainian Cybersports League recorded an increase in
cyberbullying among refugee children in Europe, where they were accused of
«running away from the army» [1].

Table 1
Digital Security Threats to Children During Wartime

Cyberbullying and psychological pressure

Main threats to children’s Grooming and exploitation
digital safety in times of war

Disinformation and propaganda

Cyberattacks on educational platforms

Parental control and education

Child protection strategies

. Technical solutions
under martial law

Legal mechanisms

Criminals use war as an excuse to recruit children through game chat rooms
(e.g., Roblox or Minecraft) or fake charities. In 2022, Ukraine’s Cyberpolice
uncovered a network of pedophiles who, under the guise of volunteers, offered
help to displaced children [2].

Disinformation and propaganda, russian bots actively spread fake news
among children, for example, about Ukraine’s «betrayal» or the brutality of the
Armed Forces of Ukraine. StopFake research (2023) showed that 40 % of
Ukrainian teenagers have encountered propaganda via TikTok [3].
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Platforms such as Moodle and Google Classroom were repeatedly subjected
to DDoS attacks during the war, making distance learning more challenging. In
2022, hackers stole student data from the All-Ukrainian School Online platform [4].

Martial law significantly increases cyber risks for children, so a proactive
stance by parents is key. Using a VPN protects against geolocation tracking,
especially for refugee children abroad. For example, the Cyber Police of Ukraine
recommends ProtonVPN or Nord VPN to block russian propaganda resources.

Teaching media literacy is an important part of protecting children, so they
should be taught to check sources of information. The Mass Media Institute (IMI)
offers online courses for school children that explain how to recognize fakes [5].

Limiting social media use is important because children are often exposed to
propaganda through TikTok or Telegram. Therefore, using family settings like
Google Family Link is recommended.

Government and international organizations are developing tools to protect
children in the digital environment. CERT-UA recommends antivirus programs
such as Dr.Web, Kaspersky, or Avast to block malware that can steal data [6].
Content filters, such as SafeSearch on Google and YouTube Kids, help limit access
to dangerous content. The government platform Dia. Osvita provides secure access
to educational materials, protecting against DDoS attacks and phishing [7].

Ukrainian and European legislation is actively developing to counter cyber
threats to children. The Law «On Protection of Children from Harmful
Information» (2021) obliges social networks to block propaganda, grooming, and
cyberbullying [8]. For example, Meta removed more than 10,000 Russian
propaganda accounts targeting children in 2023. The European GDPR protects
the personal data of refugee children, in particular limiting the collection of
information without parental consent. The Ukrainian government actively
cooperates with IT companies such as Google, Meta, and Microsoft to block
dangerous content.

Thus war has greatly increased cyber risks to children, but a comprehensive
approach that includes technical protection, legal regulation and digital literacy is
helping to reduce them. Government agencies, IT companies and parents play a
key role in this process. Keeping children safe in the digital space in times of crisis
1s only possible with the joint efforts of family, school and state. By joining efforts,
society can ensure that children not only stay safe in the digital space, but also
have the opportunity to develop, learn and communicate without risk to their
physical and psychological health.
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Onena MAPYEHKO

npodecop kadenpu

Teopii Ta iICTOpii JiepkaBu Ta Mpasa,
KOHCTHUTYIIIIHOTO MpaBa Ta MpaB JTIOIUHU
JIHITPOBCHKOTO JIEPIKAaBHOTO
YHIBEPCHUTETY BHYTPIIITHIX CIIPaB,

nokTop (pinocodcbkux HAyK, Tpodecop

MIKHAPOJTHUI TOCBIJ 3AXUCTY TIPAB JITEN
B ICTOPWYHII PETPOCHEKTUBI

VYnepiie npaBa jgiTeit sk caMmoliHHUN (peHomeH Oynu Bu3HaHI y PpaHIii B
1792 p. y IOKyMEHTiI 3 CHUMBOJIIYHOIO Ha3BOow «lIporosionieHHs mpaB TUTHHUY.
UYepesz 17 poxkiB IlIBemis 3ampomoHyBajia KOHIIETIIIO CTBOPCHHS HE3aJICKHUX
OpraHiB JJIi MOHITOPUHTY IISJIBHOCTI YPSIy B Tally3i 3aXUCTy MpaB 0COOMCTOCTI.
[loxazoBo, moO OJM3BKO CTO IT’SATIAECAT POKIB TOMY IIBEIbKE 3aKOHOJABCTBO
nepeadavano UM CIEeKTp MOKapaHb I AITeH, BKIFOYHO 31 CMEPTHOIO Kaporo Ta
KaTop>KHUMU poOoTamu. Y XVII cT. aHrmidcbki B’sA3HUII OyaM HAMOBHEHI
migritkamu 10-12-pigydoro Biky, a y 3HameHuTii «Kapomini» — KpuminainsHo-
cynoBoMy yknaaeHHi koponss Kapnma V (1532 p.) — mnepenbavanacs cTpara
MIJJIITKIB, K1 BUMHWIM 3Ha4Hi ab0 Taki, mo OyJd BUYMHEHI 3a OOTSKYIOUHX
o0cTaBUH, KpaabKKu. J[iIB MPUHIIUI <GJIHH YMHUCET KOMIICHCYE HEIOJIK BIKY».
I xoua B «Kapomini» Hnutocs mpo Te, MO MiATITKHA, Mojoami 3a 14 pokiB, He
MOBUHHI MIJJaBaTUCS CMEPTHIA Kapi, TOPE3BICHUIN «3JIUM YMHUCEND» J03BOJISAB IIIO
3abopony o6iitu. Jlo cepenuan XIX cTomiTTs Tak Hidoro i He Oyio 3po0JIeHO,
abu, 3 OrJIsAy HAa BIK HETMOBHOJITHIX, BIJICYTHICTh Yy HHUX J>KUTTEBOTO JOCBITY,
3aXMCTUTH 11X TIPAaBOBUMH 3aco0aMM Bl Kaparoyoro Meda IpaBOCYIIS.
Hanpuxman, y CIIA gisnu 3akoHW, IO BCTAaHOBJIIOBAIM OJHAKOBY IS
HETIOBHOJITHIX 1 JAOPOCIHMX KPUMIHAJIBHY BIAMOBiNANbHICTE. Jl0 yCBiTOMIICHHS
TOTO, IO JUTHHA Ma€ Ti caMi MpaBa, MO ¥ yCl JIOAHU, CYCHUILCTBO INAIIIO
HanpukiHii XIX — Ha mouatky XX ctoniTe. CouaTKy po3Tiisiialiucs He 3aralbHi
MATaHHS 3aXUCTY MPaB JiTeH, a TUIbKH MONEePeKYBaIbHI 3aX0/I1, IKUX HEOOXITHO
BXKUTH Il HEJOMYIIEHHS pa0CTBa, eKCIUTyaTarii AUTSIYO1 Mpalli, TOPTiBIi TIThMH
Ta IATSIYOT IPOCTUTYIIII.
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