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BCTVYII

Cyuacaun CBIT  XapaKTepU3Yy€ETHCS CTPIMKOIO  IU(POBOIO
TpaHCcpopMaIll€o, 1110 OXOIUTIOE BC1 CPEPH CYCIIIBLHOTO KUTTS Ta €KOHOMIKHU.
[TapanensHo 3 mepeBaraMu 1UM@POBI3aIlli HEBIUHHO 3pOCTA€ PIBEHb
Ki0ep3arpo3. OgHUM 13 HAWUMOIIMPEHININUX Ta HalHEOE3MEUHIUX BU/IIB
KIOEp3JIOYMHIB € HECAHKIIOHOBAHE BTPYYaHHS B pPOOOTY KOMI FOTEPHHUX
CHUCTEM Ta MEPEX.

B Vkpaini 1g npobsema HaOyBae 0COOJIMBOI TOCTPOTH HE JIMIIIE Yepe3
3arajlbHOCBITOBI TEHAEHIIi, ajle ¥ y 3B’S3Ky 3 TPUBAIOYOIO TIOPUIIHOIO
arpeci€l0 Ta MOBHOMACIITAaOHMM BTOPIHEHHSIM POCIHCBKOI (eneparlii, Mo
CYHpPOBO/KYEThCSL  IIJIECIPSIMOBAaHUMU  KiOeparakamMu  Ha  Jiep>KaBHI
iH(popMaliiiHi pecypcu Ta 00 €KTH KpUTUUHOI 1HPpacTpykTypu. EdexTuBHe
PO3CIIIIyBaHHSI TaKUX 3JI0YMHIB € KJIIOUYOBUM €JIEMEHTOM 3a0e3MeueHHS
HaIllOHAJILHOI OE3MEKH, 3aXUCTy MpaB IPOMasH Ta CTA0UIBHOCTI EKOHOMIKH.

Metoro mpencTaBlIeHUX HAyYKOBO-METOJUYHUX PEKOMEHJAIId €
HaJlaHHA KOMIUIEKCHOTO, HAayKOBO OOIPYHTOBAHOIO Ta MPAKTUYHO
OpIEHTOBAHOI'O TOCIOHMKA JUIs  CJIIYMX, JII3HABayiB, OIEpPaTUBHUX
MpaliBHUKIB, KpUMiHAJIbHUX aHAJITUKIB Ta IHIIKUX (PaxiBLIB MPABOOXOPOHHUX
OpraHiB YKpaiHM 1040 €(EKTUBHOIO BUSBJICHHS, JOKYMEHTYBaHHS,
pO3CIiAyBaHHs Ta PO3KPUTTS KPUMIHAJIBHUX MTPABONOPYIIEHb, epe10aueHIX
ct. 361 KpuminansHoro konekcy Ykpainu (KK Vkpainu). JlocsrHeHHs 1i€l
MeTU Tiependayae BUPIIICHHS TAKUX 3aBIaHb: PO3KPUTTS 0a30BUX IMOHSTH
iH(popMmaniiHOi cepur; aHai3 KpUMIHAIBbHO-IpaBoBoi kBamdikamii HCB 3
ypaxyBaHHSIM OCTaHHIX 3aKOHOJABYMX 3MiH; JeTali3alis Iepeiky Ta
0COOJIMBOCTEMN MPOBEECHHS CJIITUUX (PO3IIYKOBUX ) J11id; BUPOOJIECHHS 1 IXO/I1B
n0 (ikcamii J0Ka3iB Yy THUIOBUX CHIIJUUX CHUTYaIlisX; OKPECICHHS
MOXJIMBOCTE  BUKOPUCTAaHHA KpuMiHaimbHOro aHamizy Ta OSINT;
BUCBITJICHHSI aCIEKTIB MIXKHApOJHOTO CIIBPOOITHUIITBA; aHA3 cHelnudiku
pO3CIiyBaHHsI B yMOBaX BOEHHOI'O CTaHy; HaJIaHHS MPAKTUYHUX aJTOPUTMIB
Ta MPUKIAIIB.

PexoMenpariii ckiagaroThCsl 3 JACB’ATH JIOTIYHO TOB’S3aHUX PO3JILIIB.
[Tounnaroun 3 (yHIAMEHTaJbHUX MOHATH Ta OPUANYHOI KBamiikamii, y
poOOTI TOCHIAOBHO PO3IISAAIOTHECS TMPAKTUYHI aCHEKTH PO3CIITyBaHHSA:
IJIAHYBaHHS Ta MPOBEJACHHS CIITYUX 1M, (pikcailis J0oKa31B, BUKOPUCTAHHS
aHAJITUYHUX 1HCTPYMEHTIB (KpuMiHaibHUM aHami3, OSINT), mixHapoaHa
B3aeMOIIA Ta crienudika poOOTH B yMOBAaX BOEHHOro craHy. HaBomsTbcs
TUIIOBI aJTOPUTMU il I Pi3HUX CYO’€KTIB pO3CIIyBaHHS Ta MPaKTUYHI
MPUKJIA]IN.



[Ipu3Hadeni ais MMUPOKOro Kojia (haxiBIiB, 3aly4eHHX A0 MPOTHULL
KI0€p3JI0YMHHOCTI, 30KpeMa: CIII4uX ['0JIOBHOrO CHITYOr0o YHpaBIiHHS Ta
IHIIUX chaiguux migpo3auniB HarloHaneHoi momimii YKpaiHu, Ai3HaBadiB,
ONEpaTUBHUX TMpaliBHUKIB JlemaprameHTy KiOepromimii Ta  1HIIMX
oneparuBHux miapo3aunie HITY ta CBY, npokypopiB, cHiBpOOITHHKIB
MIIPO3AUIIB KPUMIHAIBHOTO aHali3y, €KCIEPTIB KOMIT I0TEPHO-TEXHIYHOIO
npodiato, CyAaiB, HAyKOBIIB, BHKIAJaylB, KypCAHTIB Ta CTYACHTIB
IOpUJINYHUX HaBYAIbHUX 3aKJIAI1B.



Po3znin 1. BA3OBI BHAHHSI B IH®OOPMAILUMHIN CPEPI
B KOHTEKCTI CT. 361 KK YKPAITHHA

1.1. BuzHayeHHS KJIIOY0BUX NOHATH

Jlnst Hane)xxHoro po3yMiHHS Ta 3actocyBaHHsA cr. 361 KK VYkpainu
KPUTUYHO BaXJIMBUM € YITKE BU3HAUECHHS KIFOUOBUX TEPMIHIB, IO ONUCYIOTh
00’€KT Ta peaMET 3JIOYMHHOI0 MoCcsTaHHs. YMHHE 3aKOHOJIaBCTBO YKpaiHH,
30kpeMa 3akoHU Ykpainu «lIpo iHdbopmamito», «IIpo 3axuct iHdopmarlii B
1H(OpMaLIHHO-KOMYHIKAIHHUX cucTeMax», «IIpo enexkTpoHH1 KOMyHIKAII1»,
«IIpo ocHOBHI 3acaiu 3a0e31eueHHs Ki0epOe3nekn YKpaiHu», ornepye HU3KO
MOHSATH, SK-OT:

— IH@opmayilina cucmema — OPTraHi3aIlIiHO-TEXHIYHA CUCTEMA, B SIKil
peanizyeTbCs TEXHOJIOTisE 00poOKu 1H(OpMaIli 3 BAKOPUCTAHHSAM TEXHIYHUX 1
MPOrpaMHuX 3aco0i1B;

— asmomamu3oeana  cucmema — CHUCTeMa, IMpU3HAYEeHA IS
aBTOMaTu3alii JIJIbHOCTI a00 OKpemMux 1H(GOpMAIIiHUX NPOLECIB, IO
CKJIQIA€ThCA 3 TMEPCOHATY 1 KOMIUIEKCY 3aco0iB aBTOMarTu3allii Horo
TsUTbHOCT1. YacTO BUKOPUCTOBYETHCA SIK CUHOHIM a00 OJIM3bKE MOHSTTS J0
1H(OpMaLIHOI CUCTEMU;

— eleKmpOHHA  KOMYHIKayiliHa  cucmema  TEXHIYHI  3aco0u
€JIEKTPOHHUX KOMYHIKalllif, MpOrpaMHi 3aco0H, CHOPYAH EJIEKTPOHHHUX
KOMYHIKAIlIMHUX ~ MEpeX, HEeoOXiAHl Il  HaJaHHSA  €JICKTPOHHUX
KOMYHIKalllMHUX  TOcayr  Ta/abo  3abe3neyeHHs  (PYHKI[IOHYBaHHS
€JIEKTPOHHUX KOMYHIKaLIHUX MEPEXK;

— iH@opmayitino-komyHikayituna cucmema (IKC) — CyKyIHICTh
1HQOpMaLIMHUX Ta E€JIEKTPOHHUX KOMYHIKAI[IMHUX CHUCTEM, SIKI y MpOLECI
00poOku 1HpoOpMalii aif0Th K e€auHe 1uie. Lle HalOuIbll y3arajibHIOKYE
TOHSTTS;

—  eleKmpOHHA KOMYHIKAYIUHA Mepedxca — KOMIUIEKC TEXHIYHUX
3ac001B €JIEKTPOHHUX KOMYHIKAIIM Ta CHOpyJ, NMpU3HAYEHUX ISl HaJaHHS
CJEKTPOHHUX KOMYHIKAIIMHUX TMOCAYyr (Hampukiala, IHTepHeT, Mepexi
MOOUIIBHOTO 3B’SI3KY ).

Takox BaKIMBUMH JJi1 PO3YMIHHS 00’ €KTHBHOI CTOPOHU 3JIOUMHY €
TaKi MOHATTS:

— Komn’romepHa iHgopmayis (Oani) — iHbopMals (BIAOMOCTI) y
dbopMi, TpuaaTHIN a7 30epira”Hs, oOpoOKM 1 mepenadl 3a JOMOMOTOI0
KOMIT FOTEPHOI TEXHIKHU;



— npocpamue 3a6e3neueHts — CyKyIHICTh IIPOrpaM CUCTEMHU 00pOOKHU
iH(dopmarlii 1 TporpaMHUX JOKYMEHTIB, HEOOXIJTHUX JJIA €KCIUTyaTalli X
nporpam;

— anapamue 3abe3nevenus — (PI3UYHI KOMIOHEHTH KOMI IOTEPHOI
cucTtemu (Tporiecop, rnam’siTb, TUCKU, MEPEKEB1 KapTU TOLIO);

— 8mpyuaHHs — BIUIUB Ha mpoliec 00poOku 1H(opmaIllli abo Ha camy
iHpopMaIlil0 YM CUCTEMY/MEPEXKY, 110 3AIMCHIOEThCA 1032 BCTAaHOBJIECHUM
MOPSIIKOM JOCTYIY Ta €KCIUTyaTallii;

—  HecauKyioHo8auuu docmyn — NOCTyn n0 1HdopMallii adbo pecypciB
CUCTEMHU 0C00010, SIKa HE Ma€ Ha 1€ I03BOJY BIACHUKA a00 YIIOBHOBAXKEHOI'O
HUM OpraHy, abo 3 MOPYLWIEHHSM BCTAaHOBJIEHUX MPAaBHII PO3MEKYBAHHS
AOCTYILY,

— eumik iHGopmayii — HEKOHTPOJIHLOBAHE TMOIIUPECHHS 1H(pOpMaIli 3
O0OMEKEHUM JOCTYIIOM;

— empama inghopmayii — HEMOXKJIUBICTh JTOCTYIY 10 1H(opMarii ado ii
(13MYHE UM JIOT1YHE 3HUILICHHS;

— niopobka iHgopmayii — BHECEHHs B 1H(QOPMAIIII0 HEMPaBIUBHUX
B1JIOMOCTEM a00 3MiHA ICHYIOUUX JAHUX;

— Onoxysanns inghopmayii — YHEMOKIUBIIEHHS JOCTYITY 10 iHpopMarii
3aKOHHUMHU KOPUCTYBayaMHu;

— 3HUwWeHHs IH¢opmayii — TpuUBEAEHHsA 1HOpMalli y CTaH,
HEIPUIATHUN ISl BAKOPUCTAHHS;

—  mooughixayin ingopmayii — Oynp-sika 3MmiHa 1HGOpMaIli, KpiM
3HUILECHHS;

— KonitoeaHHs inghopmayii — CTBOPEHHs 1yOsikara iHdopMariii.

[IpakThika CBIIYUTH, WO II€BHA HEY3rOJXKEHICTh Ta TMOAEKYIU
CUHOHIMIYHE BUKOPHUCTAHHS TEPMIHIB Ha KIUTANT «lH(OpMaliifHa cucTemMa,
«aBTOMAaTU30BaHA CHUCTEMay», «1H(OPMAIIHHO-KOMYHIKAIlIiIHA CUCTEMa» Y
pPI3HMX HOPMATHBHO-TIPABOBUX aKTaX MOXE CTBOPIOBATH TPYAHOLIl MpU
kBaji(ikamli JisTHHS Ta TOYHOMY BH3HA4YE€HHI MpeaMeTa 3J04uHY 3a cT. 361
KK Vkpainu. CrniguuMm Ta TpoKypopaMm HEOOXIJIHO PETEIbHO aHali3yBaTh
TEXHIYHY CyTh 00’ €KTa, 110 3a3HaB BTPYYaHHs, Ta OOMPATH TEPMIHOJIOT1IO, SIKA
HaOUIBII TOYHO BIAMNOBIJAE MOTO XapaKTEPUCTUKAM Ta BHU3HAYCHHSIM,
HaBEJEHUM Yy NPOoPUILHOMY 3aKOHOMABCTBI. Lle MiHIMI3y€e pU3UKH MOMMIIOK
npu (QopMysItoBaHHI OOBHMHYBA4Y€HHS Ta IMiJ 4ac CYJOBOTO pO3rsay. Y
MEPCIEKTUBl 0aXaHOIO € YHI(IKallisl TEPMIHOJIOTI Ha 3aKOHOJJaBUOMY PIBHI
a00 BUPOOJICHHS €JMHUX IIIXOAIB Y CYy/I0BIM MPAKTHIIL.



1.2. Tunu cucrem Ta MepeK AK 00’ €KTIB MOCATAHHS

O6’extamu mnocsiranHss 3a cr. 361 KK VYkpainm Moxyts OyTtu
pI3HOMaHITHI cHCTEMM Ta Mepexki. IX knacuikalis Jormomarae 3po3yMiTH
MOTEHIIIITHI MacIITaOM IMIKOU Ta OCOOJIMBOCTI PO3CIIiIyBaHHS.

3a NPUSHAYEHHAM PO3PI3ZHAIOMb!

HepxxaBHi  1HQOpMAIiliHI pecCypcH: CHCTEMH, IO MICTATH
1H(1)opMau1}0 AKa HAJIEKUTh JepkaBl abo mepelOyBae y ii pO3NOPSAIKEHHI
(peectpy, 6a3u TAHUX OpraHiB BIaau). IX KOMIpOMeTAIlisl MOKe MaTH 3HAYHI
HacIIKU 1151 (QYHKIIIOHYBAHHS JIEPKABH;

2. DbaHKIBCBKI CHCTEMH: CHCTEMHU OOpOOKH (PIHAHCOBUX TpaH3aKLIMH,
VOPaBIIIHHS PaxyHKaMH KII€HTIB. ATakM Ha HHMX 4YacTO MalwTh Ha METI
BUKPAJICHHS KOIITIB;

3. CucremMu KpUTHYHOI 1HQPACTPYKTYpU: CUCTEMH, IO 3a0€3MEUYIOTh
KUTTEAISUIBHICTD CYCIIIBCTBA Ta JIEpKaBU (EHEPreTUKa, TPAHCIOPT, 3B’ 30K,
OXOpOHA 3/I0pOB’s1). ATaKu Ha TaKl CUCTEMH € 0COOJIMBO HEOE3IEUHUMU;

4. KoprniopaTuBHI Mepexi: BHYTPIIIHI MEPEXKI MIANPUEMCTB, YCTAHOB,
OopraHizamii, IO MICTITh KOMEpUIWHY TA€MHULIIO, TEPCOHAJIbHI JaHI
CIIBpOOITHUKIB, (P1HAHCOBY 1H(OpPMaIIILO;

5. llepcoHasibHI KOMII'IOTE€PU Ta MPUCTPOI: KOMIT IOTEpHU, CMAPT(HOHH,
IJIAHIIETH TPOMAJISIH, [0 MOXKYTh OyTH LULIIO JJIsl BUKPAJECHHS OCOOMCTHUX
JaHUX, IAaHTaXy, BAKOPUCTAaHHA y OOTHETaX.

3a munom mepesxc:

1. Jlokanbhi obuncmroBanbHi Mepexi (LAN): mepexi, o 00’ e HYIOTh
MIPUCTPOI B MEXaxX OJIHIET OY/I1BJI1 @00 opraHizariii;

2. I'moGanbai Mepexi (WAN): mepexi, II0 OXOIUIIOIOTH BEJHKI
reorpadiuHi TepUTOpIi (HAWBIAOMIIINM OpUKIaAoM € [HTEepHeT);

3. KopnopatuBHi mepexi (VPN, iHTpaHeT): 3axuIlleHI Mepexi s
BHYTPIIIHHOTO BUKOPUCTAHHSI OpPTraHi3allisiMu;

4. IlyOmiuHi Mepexi: Mepexi, JOCTYITHI IIUPOKOMY 3araity (Hampukiasm,
nyosiuni Wi-Fi1 Toukn).

Po3yminns TunoBoi apxitektypu cydacHux IKC (kiieHT-cepBepHa
MOJENb, XMapHI TEXHOJIOTIi, 0araTOpiBHEBI CHUCTEMH 3aXHCTy) Ta MEPEK
(MapLIpyTU3aTOpHU, KOMYTATOPU, MIKMEPEKEBI €KpaHHU) € BAXKJIMBUM JIJIS
CJ1TYOT0 TIPH TUTAHYBAHHI OTJISIAY MICIIS TOJ11, BU3HAYEHH1 MiCI[b MOXJIUBOTO
30epexeHHs UUPPOBUX CIIAIB Ta (POPMYIIIOBAHHI IUTAHb EKCIIEPTY.
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1.3. IlomupeHi Bpa3anMBOCTI Ta BEKTOPU aTAK

HecaHklllOHOBaHE BTpY4YaHHS CTAa€ MOKJIMBUM 4Ye€pe3 HasBHICTb
Bpa3JIMBOCTEN y CUCTEMAX Ta Mepekax. BpaziuBocTi y cucreMax Ta Mepexkax
MOAUISIOTHCS HA: TEXHIYHI, IPOrPpaMHi, KOH(IrypaliiiHi Ta JI0JICbKU GakTop.
JIo TEeXHIYHUX BpaA3IMBOCTEH BIJHOCSATH HEJOJIKM B  amapaTHOMY
3a0e3nedyeHHi. Jlo MporpaMHUX — MOMMJIKM y KOJ1 ONEpalliHUX CHUCTEM,
MPUKJIATHOTO MPOrpaMHOro 3ade3neueHHs (BKIYHO 3 BeOmonatkamu). o
KOH(PIrypalliHUX — HENpPaBWIbHI HAJIAIITyBaHHS O€3MEKU CHUCTEM,
MEpEKEBOro 00JIaiHaHHsA, MpaB aoctyny. Jlo aoacekoro dakTopa noTpioHO
BIJIHECTU HEOOEPEKHICTh KOPUCTYBaylB, BUKOPUCTAHHS CJIA0KUX MapOIiB,
HEJIOCTAaTHIO 0013HAHICTh 1100 3arpo3 (Hanpukiaa, PiIIuHry).

3JI0BMHCHUKHA BUKOPUCTOBYIOThH Il BPa3jIMBOCTI 4Yepe3 pI3HI BEKTOpPHU
atak, peneBanTHi 11 cT. 361 KK Ykpainu, sk-0T:

— wKionuse npoepamue 3abesnewenus (LLII3 (Malware)): Bipycw,
TPOSIHU, TMporpaMu-BuUMaradi (ransomware), mmnuryHceke II3 (spyware),
pYTKITH, O0TH;

—  @iwune (Phishing): BuMaHOBaHHS KOH(QIJIEHIINHOI 1HPOpMAaIIii
(JIoriHM, HapoJl, AaHl IVIATHKHUX KapTOK) HUISIXOM MAacKyBaHHS MiJ] TOBIPEHY
oco0y 4M oprasizaiito (3a JomoMororw email, MecenmkepiB, miapoOIeHUX
BeOCailTIB);

— coyianvbHa  iHJiceHepis.  MAHINYJIIOBaHHS JIIOJbMH 3  METOIO
OTPUMaHHS JOCTyNy JO cucTeM abo 1H@opmaillli (TenedoHHI A3BIHKH,
BUJIaBaHHsI ceOe 3a CIiBPOOITHHUKA TEXIIATPUMKH TOIIIO);

— amaku Ha 8i0Mo8y 8 oocny2o8yeanti (Denial of Service, DoS/DDoS):
MEPEBAHTAKEHHS. CUCTEMU a00 MEpPEKEBOr0 KaHaly 3aluTaMH 3 METOIO
YHEMOXJIMBJICHHSI JOCTYNy ISl JIETITHMHHUX KOPHUCTYBadiB (OJIOKyBaHHS
1H(popmalii a00 mopyIIeHHSI MapIIpyTU3aLlii);

— suxopucmanHs ekcnioumis (Exploits): BUKOpUCTaHHS BioOMHUX a00
HeBimomux (0-day) BpaznmuBocTeil y nporpamHomy 3abesneueni (I13) mis
OTPUMAaHHS HECAHKI[IOHOBAHOT'O IOCTYIY a00 BUKOHAHHS IIKIJIJIMBOTO KOJY;

— amaku muny «uoouHa nocepeoutiy (Man-in-the-Middle, MitM):
MEePEXOIJICHHS] Ta MOXJIMBAa MoaMQiKalls KOMYHIKAIli MK JBOMa
CTOPOHAMU,;

— SQL-in’exyii (SOL Injection): BupoBajxkeHHs WKigmBoro SQL-
KOJly 4uepe3 Bpa3IMBOCTI BEOJOIATKIB JIJIsl OTPUMAHHS AOCTYMy 10 0a3 JaHUX;

— amaku nepebopy (Brute-force attacks): cnpobu Brajatvu mnapoiib
HUISIXOM ITepe0dopy BCIX MOKIIMBUX KOMOIHAIIM a00 32 CIIOBHUKOM.

BaxnmBo yCcBIIOMIIIOBATH, 1110 BHOIp BEKTOpa aTaku 4acTO KOPEIIOE 3
TUIIOM CHUCTEMH, sKa € uunio. Hanpuknag, o00°€KTH  KpUTHYHOL
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iH(DpacTpykTypu abo Jep>KaBHI PECYpPCH YACTIIIE CTAlOTh MIIICHHIO s
CKJIaJHUX, IiecnpsamoBanux atak (Advanced Persistent Threats, APT), siki
MOXYTh TpUBaTU JOBro, BHUKOpucTOBYBaTHM 0-day ekciuioiTu Ta
(1HaHCYyBaTHCS JEpKaBHUMHU CTpyKTypamu. BojnHowuac MacoBi (IIIMHTOBI
PO3CWIKK ab0 aTaku MporpamM-BUMaradiB 3a3BUYail CIIPSIMOBaHI Ha IIMPOKE
KOJIO KOPUCTYBadiB Ta KOMIIaHIM 13 METOI (DiHAHCOBOI BUTO/IH.

Po3yMiHHS 1IbOTO 3B’S3Ky BXE€ Ha e€Tamnl OTPUMaHHA IEPBHHHOI
iHQopmanii Mmpo IHIOWACHT (HAlpUKIA[, 3adBU MOTEPIIIOro) J103BOJISIE
ciiadoMy (opMmyBath Oulblll OOIPYHTOBAaHI TEpPBHHHI Bepcii MI0J0
MOXJIMBOTO CIIOCOOY BUMHEHHS 3JIOYMHY, WOr0 MOTHBIB Ta MOTEHUIMHHUX
310BMHUCHHKIB. Lle, B CBOIO yepry, Oe3nocepeHbO BIUIMBAE HA BU3HAYEHHS
MPIOPUTETIB Ta TUIAHYBaHHS MEPHIOYEPTOBUX CIIIYMX (PO3LIYKOBHUX) Jii,
HaIPUKJIaJ HEOOX1THOCTI TEPMIHOBOTO 3aIUTY JIAaHUX Yy TIEBHUX MPOBaNIEPiB
YU 3a]Ty4€HHS By3bKONPO(MUIBHUX CIELIAJICTIB.
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Po3xin 2. KPUMIHAJIBHA BUIMOBIIAJLHICTD
3A HECAHKILIIOHOBAHE BTPYUAHHSI
B POBOTY IHOOPMALIMHUX (ABTOMATU30BAHUX),
EJEKTPOHHUX KOMYHIKALIIMHUX, IHOGOPMALIITHO-
KOMYHIKALIMHUX CUCTEM, EJIEKTPOHHUX
KOMYHIKALIMHUX MEPEXK (CT. 361 KK YKPATHM)

2.1. HOpuauyHuii a”HaJgi3 CKJIAAY HECAHKIIOHOBAHOIO
BTPYYaHH B podory iHdopmauiiHuX (aBTOMATH30BAaHMX),
€JICKTPOHHMX KOMYHIKAUIMHUX, IH(OPMALIHO-KOMYHIKANIHHHUX
CHUCTEM, CJIEKTPOHHUX KOMYHIKALIHHUX Mepex

Yacruna 1 ct. 361 KK Ykpainu (kpumiHaIbHUN POCTYIIOK ) TIEpendayae
BIJINOBIIAJIbHICTh 34 HECAHKI[IOHOBAHE BTPYYaHHS B poOOTY 1H(pOpMaLiifHIX
(aBTOMaTU30BAHMX),  €JIEKTPOHHUX  KOMYHIKAIIMHUX, 1H(opMaLiifHo-
KOMYHIKAlllUHUX  CHCTEM,  CJIEKTPOHHMX  KOMYHIKAIIITHUX  MEpEexX.
OO00B’SI3KOBUMHU O3HaKaMH CKJIAJy IIbOTO KPUMIHAIBHOTO MPaBONOPYIIEHHS
€: 00’€KT, IpeaMET, 00’ EKTUBHA CTOPOHA, CY0’€KT Ta Cy0’€KTHBHA CTOPOHA.

06 exm: pooBUM 00’ €KT — CyCHIbHI BIIHOCHHU Y C(epl BUKOPUCTAHHS
€JIEKTPOHHO-O0UMCTIOBAIbHUX ~ MaliuH  (KOMIT' FOTEpiB), CHUCTEM  Ta
KOMIT'FOTEPHUX MEpeXk 1 Mepexk esekTpo3B’ 13Ky (po3ain XVI KK Ykpainn).

OcHoBHUl Oe3mocepeHlii 00 €KT — BCTAHOBJICHUN 3aKOHOJIaBCTBOM
nopsiIcK ~ pobotu  Ta  Oe3neka  (PyHKLIOHYBaHHS  1H(OpMalIiHUX
(aBTOMaTU30BAHMX),  €JIEKTPOHHUX  KOMYHIKAIIMHUX, 1H(opMamiifHo-
KOMYHIKAI[IMHUX CUCTEM, E€JIEKTPOHHUX KOMYHIKALIMHUX MEpEeX, a TaKOXK
Oe3neka iHgopmaliii, 1o B HUX 00pOO0ISETHCS, 30€piraeTbest a00 mepeaaeTbesl.

lIpeomem: iHpopmarriiini (aBTOMATHU30BaHI), €JICKTPOHHI
KOMYHIKaIlliHI, 1H(OpMAaIIiHO-KOMYHIKAI[IIHI CHCTEMH Ta EJIEKTPOHHI
KOMYHIKaIIHI MEpeXl SIK KOMIUIEKCH TEXHIYHMX Ta MPOrpaMHHUX 3aco01B
(muB. migpo3aur 1.1). BaxinBo y KOKHOMY KPUMIHAJIBHOMY MPOBAKEHH1
YITKO 17€HTU(}IKYBATH KOHKPETHY CUCTEMY UM MEPEXKY, B pOOOTY SIKO1 OyI10
3M1MICHEHO BTPY4YaHHs, Ta ONUCATH 11 XapaKTEPUCTUKH VY BIANOBIIHHUX
MPOLIECYyaIbHUX JOKYMEHTAX.

06 ekmuena cmopona: CKiajJ KPUMIHAIBHOTO MpaBonopyueHHs (4. 1
ct. 361 KK Ykpainn) € hopmaibHUM, TOOTO 3aKIHYEHUM 1€ TPABONOPYIIEHHS
BBA)KAETHCS 3 MOMEHTY BUMHEHHSI JIISTHHS — HECAHKIIIOHOBAHOT'O BTPYYaHHSA Y
BI/IMOBIJTHI CUCTEMU/MEPEXKI.
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[lin HecaHKIIOHOBAaHMM BTPYYaHHSIM B poOOTY I1H(POpMALIITHUX
(aBTOMaTU30BAHMX),  €JIEKTPOHHUX  KOMYHIKAIIMHUX, 1H(OopMaLiifHO-
KOMYHIKAIIMHUX CUCTEM, EJIEKTPOHHUX KOMYHIKALIITHUX MEPEK PO3YMIETHCA
aKTUBHA JIisl, a caMe IPOHUKHEHHS Oy/b-SKUM CIIOCOOOM JI0 IIUX CHUCTEM YU
Mepex (Oynp-SKMil BIUIMB HA HOPMaJIbHUN pEXUM (DYHKIIOHYBaHHS
cucrteMu/Mepexi adbo Ha 1H(OpMaliio B Hii) 1 BUNHEHHS 1M, K1 3MIHIOIOTh
PEeXKUM 1XHBOI pOOOTHM a0 X TMOBHICTIO YW YaCTKOBO MPUIUHSAIOTH IXHIO
poboTy 06e3 A03BOJy (3rojM) BIJAMOBIAHOTO BJIACHMKA a00 YIMOBHOBAKEHUX
HUM 0C10 a00 3 MOPYIICHHSIM BCTAHOBJICHUX IPaBUIIL.

3rigHo 3 4. 6 cT. 361 KK Ykpainu naii, nependadeni 4. 14 1ie€i crarri,
HE BBAKAIOTHCA HECAHKIIIOHOBAHUM BTPYYaHHSM B poOOTY 1H(OpMaLIHHUX
(aBTOMaTU30BAHMX),  €JIEKTPOHHUX  KOMYHIKAIIMHUX, 1H(OopMaLiifHo-
KOMYHIKAI[IMHUX CUCTEM, €JIEKTPOHHUX KOMYHIKAIIMHUX MEPEXK, SIKIIO BOHU
OyJIM BUMHEHI BIJMOBIIHO JO MOPSAKY MOLIYKY Ta BHSBIEHHS MOTEHUIMHUX
BPa3JIMBOCTEN TAKMX CUCTEM YU MEPEXK.

Cy6 ’exm. 3araqbHUM — (P13MdHA OCyJIHA 0c00a, sika gocsria 16-piaHoro
BIKy. BcCTaHOBIEHHA KOHKpPETHOI 0coOM cy0’e€KTa YacTo € OJHHM 13
HAaWCKJIAQIHIIINX  3aBJaHb Yy  PO3CHIAyBaHHI  KIOEp3JIOYMHIB  4epe3
BUKOPHUCTAHHS 3JIOBMUCHUKaMM 3aco0iB aHoHiMmizamii (VPN, Tor, mpokci-
CEpBEPH), BUKPAJECHUX OOJIIKOBHUX 3aUCIB TOIIO.

Cyb’ekmusna cmopoua: XapaKTEPU3YEThCS BUKIIOYHO MPSIMUM
ymuciioM. Ocoba YCBIIOMIIIOE CYCHIJIBHO HEOE3NMEYHUH XapakTep CBOTO
HiiHHS (HECAHKILIOHOBAaHE BTpPyYaHHs) 1 Oaxae HOro BYMHUTU. MOTHUBHU
(KOpUCIMBUM, XyJIITrAHCHKUH, ITOMCTA, MOJITUYHUMN TOII0) Ta METa BUMHEHHS
KPUMIHAJIBHOTO IPABOMOPYIIEHHS HE € 000B’ I3KOBUMH O3HAKAMH OCHOBHOI'O
CKJIaJly KpUMIHAJIBHOTO MPaBOMNOpYIIeHHs, nepegdadenoro 4. 1 cr. 361 KK
VYKkpainu, ajie MOXXYThb BpaxOBYBATUCS MPU MTPU3HAUCHHI IOKAPAHHSL.

2.2. Ksaiaigikywodi T1a 0c00,MBO KBadiQiKyrO4dli O03HAKH
HECAHKIIOHOBAHOI0 BTPYYaHHs B Ppoldory iHopMamiiHuX
(aBTOMAaTH30BaHMX), €JIEKTPOHHM X KOMYHIKAI[IHUX,
iHpopMaLIHHO-KOMYHIKAIIMTHUAX CHCTEM, CJICKTPOHHUX
KOMYHIKaIIHHUX Mepex

VY 4. 2-5 cr1. 361 KK VYkpainu nependayeH1 kBani(ikyrodl Ta 0COOJIMBO
KBaM(PiKyto4l  O3HAKM  HECAHKI[IOHOBAHOTO BTPyYaHHSI B  poOOTYy
iHQopMalIiHUX  (aBTOMATU30BAHMX), EJIEKTPOHHUX  KOMYHIKALIMHUX,
1H(pOpMaLIHHO-KOMYHIKAI[IMHUX CHCTEM, E€JIEKTPOHHUX KOMYHIKALIMHUX
MEpEX.
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Yactuna 2 ct. 361 KK Ykpainu MicTUTh Takl KBani(iKyrodl 03HAKH, K
BUMHEHHS:

— TIOBTOPHO: BYMHEHHS JBOX a0o0 Oulbllle  KpUMiHAJIbHHUX
npaBonopyuieHs, nependayenux cr. 361 KK Ykpainu;

— 3a IOINEpPEHhOK0 3MOBOIO TPYIOK OCI0: SKIIO HOro CHUIBHO
BUMHWIM JICKIJIbKA 0C10 (7B1 200 OUIbIIIE), 5K 3a3/1aJIeT1/lb, TOOTO J0 MOYaTKY
KpPUMIHAJIBHOTO MpaBonopyiieHHs, nependadenoro cr. 361 KK Vkpainm,
JOMOBUJIMCS TIPO CIUIbHE KOrO BUNHEHHS.

Yactuna 3 cr. 361 KK Vkpainu nependayae BiANOBIAAIBHICTD 3a Aii,
nepeaodadeHi 4. 1 abo 2 1i€i cTaTTl, SKIIO BOHU MPU3BEIN JO BUTOKY, BTPATH,
miipoOKu, OJIOKYBaHHS 1HQOpMaIlli, CIHOTBOPEHHS Ipolecy 0O0poOKu
iH(opmariii abo 10 MOPYIICHHS BCTAHOBJICHOT'O MOPSIKY 11 MapiipyTr3ailii. 3a
KOHCTPYKLIEIO 1€ MaTepiajJbHUM CKJIaJ KPUMIHAJIBHOTO MPAaBOMOPYILIECHHS,
AKUW BBAKAETHCS 3aKIHUCHUM 13 MOMEHTY HACTaHHS Xo4a O OJHOTrO 3 TaKuX
CyCIUIbHO HEOE3MEYHUX HACIIJIKIB:

1. Burik iHpopMallii: HECAaHKIIIOHOBAHE 03HAWOMJIEHHS 3 1H(OpMAITIEIO
xo4a O OJIHIEI0 CTOPOHHBOIO 0COOO0I0;

2. Brpara iHdopmarii: ¢izuyHe abo JIOriyHEe 3HUINCHHS 1HQOpMaIlli,
YHEMOKJIMBJIEHHS JOCTYITY J10 HEf,

3. IlinpoOka iHdopmallii: BHECEHHS HENMpaBAMBUX JaHUX ab0 3MiHA
ICHYIOUUX;

4. bnokyBaHHS iHGOpMaIii: YHEMOKIIMBICHHS TOCTYIY A0 1HQOopMalii
JUIS1 JIETITUMHUX KOPUCTYBaylB;

5. CnotBopeHHs1 mpolecy oOpoOkHu 1H(pOpMaIlii: TOPYIIEHHS JIOTiKA
po0OOTH TIporpam, alropuTMiB 0OpOOKH JaHUX;

6. IlopylieHHs BCTaHOBJIEHOTO MOPSIKY MaplIpyTH3alii 1HpopMalii:
3MiHA HUISXIB Iepenayl JaHuX y Mepexl (Hampukiaj, NepeHarpaBiIeHHS
Tpadiky).

OOOB’SI3KOBOI0  03HAKOIO CKJIAJly KPUMIHAJIBHOTO MPABOMOPYILIECHHS,
nepegoadenoro 4. 3 cr. 361 KK VYkpainu, € BCTaHOBJIEHHS NPUYMHHOIO
3B’SI3Ky MDK HECAaHKI[IOHOBAaHUM BTPYYaHHSM Ta OJHHMM 13 3a3HAUYECHHUX
CyCIIbHO HEOE3MEYHUX HACIIIJIKIB.

Yactuna 4 cr. 361 KK Vkpainu nependayae BiANOBIAAIBHICTD 3a Aii,
nependayeni 4. 1 abo 2 111€i cTarTi, KO BOHU:

— 3alojisyid 3HA4YHy MIKOAY. 3TigHO 3 mnpumiTkowo a0 cr. 361 KK
YKpaiHu 3HAYHOK KOAOK y CT. cT. 361-363-1 KK Ykpainu BBaxkaeTbcs Taka
mKoza, sika B 300 1 Ounplie pas3iB MEepeBUILYE HEONMOJATKOBYBAHUI MIHIMyM
noxodiB rpomaasH. Ilpu kBamdikaiii KpuMiHAIBbHUX MPABOMOPYIIECHb SK
OJIMH HEOIOJaTKOBYBAHUI MIHIMYM JIOXOAIB TPOMaJiH OepeThCs OJIHA
colliajbHa MOJaTKOBa Mibra, skay 2025 p. cranoButs 1514 rpu. BianosigHo,
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3HAYHOIO MKOA00 y 2025 p. BU3HAETHCS mKoAa y po3mipi 454 tuc. 200 rpH 1
OLIBIIIE;

— CTBOPWJIM HEOE3NeKy TSHKKUX TEXHOJIOTIYHMX —aBapid  abo
€KOJIOTIYHUX KatacTpod. Il TEeXHOJIOrIYHOIO aBapi€l0 MAeThCs Ha yBasl,
30KpemMa, BHUXiJ 13 Jaay, IOJIOMKa, YIIKO/DKEHHs, 301id, MOPYLIECHHS
HOPMAJILHOT'O PEKUMY po00TH enekTpoodiaaHanss (1. 3.1 ITpaBui TexH1uHO1
eKCIUTyaTalli eJEKTPOYCTAaHOBOK CIIOKHMBAYIB, 3aTBEPPKCHHX HaKa3zoM
MiHicTepcTBa nmaivBa Ta eHepreTukd YkpaiHu Big 25.07.2006 Ne 258);
HeOe3MeuHa TMoisl TEXHOTEHHOrO0 XapakTepy, 10 BHHHUKIA I 4ac
eKCIUTyaTalli Jpkepena HeOe3NeKH 1 32 CBOIMM HacliIKaMu IMpu3Bena (MOoxe
MIPU3BECTH) A0 3aru0eri, 3arpo3u KUTTIO0 a00 310pPOB’ IO MPALIBHUKIB 00’ €KTa
M1JIBUIIIEHOT HEOE3MEKH 1 HACEJIEHHS 4d J0 3a0pyJHEHHS HAaBKOJMUIIHBOTO
npupoaHoro cepeaopuiia (cr. 1 3akony Ykpainu «lIpo 00’exTu miBUIIIEHOT
HeOe3nekn»). ExornoriyHoro katacTpodoro ciiJi BU3HABaTH HaI3BUYANHY
€KOJIOTTYHY CHUTYallll0, TIPU AKIA HAa OKPEeMiil MICIIEBOCT1 CTaJIMCs HETaTUBHI
3MIHMU B HAaBKOJUIIHbOMY MPUPOJAHOMY CEPEAOBHINI, IO NOTPEeOYIOTh
3aCTOCYBaHHS Ha/I3BUYAMHUX 3ax0/11B 3 00Ky AepkaBu (cT. | 3akoHy Ykpainu
«IIpo 30Hy HaA3BUYAKMHOI €KOJIOTIYHOI cuTyalii»). [Ipu BupimeHH1 nuTaHHA
PO TSKKICTh TEXHOJOTIYHOI aBapii ab0 €KOJIOTIYHOI Karactpodu ciij
BpaxoByBaTH [lopsaok kiacudikaiii HaA3BUYAMHUX CUTYallli 3a X pIBHSIMH,
3aTBepKeHn noctaHoBoro Kabinety MinicTpiB Ykpainu Bin 24 Oepe3Hsd
2004 p. Ne 368;

— CTBOpWIM HeOe3neky 3arubenni abo MacoOBOTO 3aXBOPHOBAHHS
HaceJIeHHs, TOOTO CTBOPWIM pEAJbHY 3arpo3y CIOPUYUHEHHS CMEpTI
HEBHU3HAYEHIA KUIBKOCTI JIOAEH 4YM MAacOBOrO MOIIMPEHHS 1H(MEKIIAHOI
XBOpOOM cepell HACEJIEHHs BIJNOBIIHOI TEPUTOPIl 32 KOPOTKUWA MPOMIKOK
gacy (emizmemii) (ct. 1 3akony VYkpainu «IIpo 3axuct HacejaeHHsS BIJ
1H(EKUIMHIX XBOPOO»);

— CTBOPWIM HEOE3MEeKy IHIIUX TSDKKAX HACHIJKIB. [HIN TSDHKKI
HACJIIJIKH — OIIlHOYHE TOHATTSA. Jl0o HHUX MOXHaA BIJHECTU 3arpo3y
CIPUYMHEHHSI CEPEAHBbOI TSHKKOCTI ab0 TSHKKMX TUIECHUX YIIKOJKEHb
HEBHU3HAYEHIA KUIBKOCTI JIIOEHW, 3arpo3y CYTTEBUX MOPYIIEHb pPOOOTH
TPaHCIOPTY, 3B 3Ky, (DYHKI[IOHYBaHHs OpraHiB BJIAIX TOLIO.

Yactuna 5 cr. 361 KK Vkpainu nependayae BiAMOBIAAIBHICTD 3a Aii,
nependayeHi 4. 3 abo 4 111€i cTaTTi, BYNHEHI M1J] 4ac Jii BOEHHOT'O CTaHy.

BoeHHnii ctaH — 1e 0coOJIMBUII MTPAaBOBUW PEKUM, 110 BBOJUTHCS B
VYkpaini a0o B okpeMux ii MICHIEBOCTSX y pa3l 30poifHOI arpecii 4u 3arpo3u
Harajy, HeOe3NeKHu AEep:KaBHINM HE3aleKHOCTI YKpaiHW, ii TepUTOplajbHIN
IUIICHOCT1 Ta mepedavyae HaJlaHHs BIJMOBIIHUM OpraHaM JIep>KaBHOI BJIaHu,
BIMICbKOBOMY KOMaHIyBaHHIO, BIMCHKOBMM aJMIHICTpallIIM Ta oOpraHam
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MICIIEBOI'O CaMOBPSAyBaHHSI ITOBHOBaXX€Hb, HEOOXIAHUX IS BiJIBEPHCHHS
3arpo3u, Bijcidl 30poitHO1 arpecii Ta 3a0e3MedeHHs] HalllOHAIbHOI Oe3MeKH,
YCYHEHHSI 3arpo3d HeEOE3IeKH JIep)KaBHIA HE3IeKHOCTI YKpaiHu, ii
TEPUTOPIAJIbHIM ILUIICHOCTI, & TaK0X THUMYacOBE, 3YMOBIIEHE 3arpo30io,
OOMEKEHHSI KOHCTUTYLIMHUX MPaB 1 CBOOO I JIFOAUHU 1 TPOMAITHUHA Ta MIpaB
1 3aKOHHHUX IHTEPECIB IOPUIMYHUX OCIO 13 3a3HAYEHHSM CTPOKY Aii LHX
obmexeHsb (cT. 1 3akony Ykpainu «IIpo rnpaBoBuii pexkuM BOEHHOTO CTaHY»).

2.3. BizmMe:KyBaHHS HECAHKI[IOHOBAHOTO BTPY4YaHHS B pPo0OTYy
iHdopmaninHux (aBTOMaTH30BaHMX), €JIEKTPOHHUX
KOMYHiKalIHUX, iHpopMaliiHO-KOMYHIKALIMHUX CHUCTEM,
€JICKTPOHHMX KOMYHIKAIIMHUX Mepex Bil CYMDIKHHX CKJIQAiB
KPUMiHAJIbHUX PABONOPYLIEHb

HCB 3a cr. 361 KK VYkpaiHu 4acTo € 4aCTHHOK OUIbII CKJIQJHOL
KpPUMIHAJIBHOI NPOTUIIPABHOI JISUIBHOCTI, TOMY B&XKJIMWBO MPABUIBHO
BIJIMEKOBYBATH CKJIaJl LBOrO KPUMIHAJBHOTO MPaBOMOPYIIEHHS  BIJ
CYMI>KHMX CKJIaJIiB.

Poznain XVI KK Ykpainu:

— cT. 361-1 «CTBOpEHHSI 3 METOK ITPOTUIIPABHOTO BHKOPUCTaHHS,
PO3MOBCIOKEHHS 200 30yTy IIKIJJIMBUX IPOTPaMHUX UM TEXHIYHUX 3aCO0IB,
a TakoX 1X PO3MOBCIOKEHHA abo 30yT». SAkmo HCB 3milicHioBanmocs 3a
JOTIOMOIOI0 CHELIAIbHO CTBOpPEHOro abo mpuadanoro mkiamusoro 113, mii
MOXYTh KBaJI(piKyBaTHCs 3a CyKynHicTiO cT. ¢T. 361 Ta 361-1 KK Ykpainu;

— cr. 361-2 «HecankuionoBani 30yT ab0 PO3MOBCIOKEHHS
iHopmanii 3 OOMEXKEHUM JOCTYNOM, fIKa 30€epiraeTbCsi B EJIEKTPOHHO-
OOUMCITIOBAIBHUX MalllMHax (KOMIT'I0Tepax), aBTOMATHU30BaHUX CHUCTEMaX,
KOMIT IOTEpHUX Mepexax ado Ha HOCISIX Takoi 1H(popMarlii». Ko BHACTII0K
HCB (Butoky) iHpopmarliis 3 0OMEKEHUM JOCTYIOM Oyja B MOJAJIbIIOMY
30yTa 4d PO3MOBCIOKEHA, MOXKJIMBA KBaJll(Ppikallis 3a CyKyIHICTIO CT. CT. 361
ta 361-2 KK Ykpainu;

— cT. 362 «HecankiioHoBaHni 1ii 3 iHpopMaili€to, sska 00poOIIIOETHCA B
€JIEKTPOHHO-00UHCITIOBAJIbHUX MaIllMHAX (KOMII IOTEpax), aBTOMaTU30BAHHUX
CHUCTEMaX, KOMIT'IOTEPHUX Mepexax al0o 30epiraeTbcsi Ha HOCISX TaKoi
iH(opMalii, BYNHEHI 0CO0010, sIKa Ma€ MpaBo AOCTymy A0 Heiw. Llg crarra
CTOCY€ThCS J1M, BUMHEHUX OCOOOI0, sIKa Ma€ MpaBO JOCTYHY J0 CUCTEMHU
(HampuKiaa, CHUCTEMHUM aaMiHICTpaTopoM). Skmo K jgoctyn OyB
HECAHKI[1I0HOBAaHUM, Jii ocoOu kBami(ikyroThcs 3a cT. 361 KK Ykpainu;
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— c¢1. 363 «llopymeHHs mpaBui  eKCIUIyartalli eJIeKTPOHHO-
OOUMCITIOBAIBHUX ~ MallMH  (KOMIT'IOTEPiB), AaBTOMATU30BAHUX CHCTEM,
KOMIT'FOTEPHUX MEPEX UM MEPEX €JIEKTPO3B’SI3Ky a00 MOPSIIKY YU MPaABUII
3axucTy 1H(popMallli, sKa B HUX 00poOIIroeThCs». B1ANMOBIJaNbHICTE HACTAE 32
MOPYUIEHHS TMpaBW, SKIIO 1€ COPUYMHWIO HACHIAKKA, nepeadadeHi
npuMiTkoro 110 cT. 361 KK Ykpainu, 1 BunHeHe 0co00r0, BIIMOBIIAILHOIO 32
eKCILTyaTall0 KOMII I0TEPIB, CUCTEM YU MEPEXK;

— cT. 363-1 «llepemkomkanHss poOOTI €IEKTPOHHO-00UMUCITIOBATIBHUX
MalIvH (KOMIT FOTEPIB), aBTOMAaTU30BAHUX CUCTEM, KOMII IOTEPHUX MEPEK YU
MEpeX €JEKTPO3B’A3KY IUISIXOM MAacOBOTO PO3MOBCIOJIKEHHS IOB1IOMIICHb
eJIeKTPO3B A3Ky». HacTo nepetrHaeThes 3 DDoS-arakamu, 1110 TaKOX MOKYTh
KkBaJi(iKyBaTUCSA SIK OJIOKYBaHHS 1H(pOpMaIlii abo NOpYyIICHHS MapUIpyTH3aIli
3a 4. 3 cr. 361 KK Vkpainu. Ksamidikamis 3anexuth BijJi KOHKPETHHX
00CTaBUH Ta HACJIIJIKIB.

KpuminansHi mpaBonopyiieHHs: mpotu BiacHocTi: skmo HCB 0Oymo
nuuie cnocodoMm BuMHeHHs kpaaixkku (cT. 185 KK Ykpainn) abo maxpaiictsa
(ct. 190 KK VYkpainu), Hanpukiaj UUISIXOM OTPUMAHHS JIOCTYIY JI0
0aHKIBCBKOTO PaxyHKy Ta BHUKPAJICHHA KOIITIB, Ali KBaTI(PIKyIOThCS 3a
CYKYHHICTIO BianoBigHoi yactunu cT. 361 KK Ykpainu ta ctarTi po3auty npo
KpUMiHAJIbH1 IPABOMOPYILIEHHS POTH BIACHOCTI.

[Hun xpuminanbHi npaBonopyuieHHs: HCB moxe Oytu crnocodbom
BUMHEHHS KPUMIHAJIBHUX MPABONOPYLIEHb MPOTH JEP>KaBHOI TA€MHHUIIL,
KOMEPLIMHOI TAEMHHUII, TOPYIIEHHSI TAEMHHUII JJUCTYBaHHS, TEPOPUCTUYHOIO
aKTy Tomo. Y TakMX BHIAJKaX TAaKOX 3aCTOCOBYEThCS KBasi(ikailis 3a
CYKYIHICTIO KPUMIHAJIbHUX MPABOMOPYILIECHb.

CkrnagHICTh CydacHMX KiOeparak, Skl 4acTo € OaraToeTaliHUMU Ta
MEepEeCHiAYIOTh KijbKa Uuied (Hanpuknan, cnodyarky HCB st oTpumanHs
JOCTyMy, TIOTIM PpO3ropTaHHsA ransomware sl OJIOKYBaHHS JaHUX Ta
BUMAraHHs BUKYIIY, a [apajeibHO — BUKPAIEHHS KOH(PIAEHIIHHO1 1HpopMarlii
JUIS. TPOJIaXKy), CTBOPIOE PEAIbHUN PU3UMK HEMNPaBUIIBHOI a00 HEMOBHOI
KkBaJi(iKalli KpUMIHAIBHUX MPaBONOPYLIEHb. KO cimauuil PoKycyeThes
JUIIEe Ha OJHOMY AacCleKkTi aTaku (Hampukiajd, Tiibku Ha ¢dakti HCB),
ITHOPYIOUM 1HIIl CKJIaJW KPUMIHAJIBHUX MPABONOPYIIEHb (BUMaraHHs,
HECAHKIIIOHOBAaHUM 30yT 1HGOpMaILIi TOIIO), 1€ MOXKE MPU3BECTH 0
HETOBHOTHU PO3CIIAyBaHHs, MIPUTATHEHHSI BUHHUX J0 BIANOBIAAIBHOCTI HE 32
BCl BUMHEHI JiHHS Ta, SIK HACJIJIOK, IMPU3HAYEHHS HECHPaBEIIUBOrO
MoKapaHHd. TOMy KpPUTHYHO BaKJIMBO aHAII3yBaTU BCIO CYKYIIHICTb [IId
3JIOBMHCHUKA Ta MPaBWJIbHO KBall(PiKyBaTU KOXKEH €Mi30J KPUMIHAIBHOI
MPOTUIPABHOI JISIIBHOCTI.
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Po3nia 3. OPTAHIBALISI TA TIPOBEJIEHHS CPJI, HCPJI
TA IHIIUX MPOLIECYAJIBHUX JIIM TA PO3IIYKOBHUX
3AXOJIB I YAC PO3CJIAYBAHHSA KPUMIHAJBHUX
IPABOIIOPYIIEHB, KBAJII®IKOBAHUX
3A CT. 361 KK YKPATHHA

3.1. [li1aHyBaHHA AOCYA0BOIr0 PO3CJHAIAYBAHHS KPMMiHAJIbHUX
NMpaBoNoOpYyllIeHb, KBadi(pikoBanux 3a cT. 361 KK Ykpainu

EdextuBHe  po3ciigyBaHHA  KpPUMIHAJbHUX  MPABOMNOPYILIEHb,
nepenoavenux ct. 361 KK Ykpainu, Bumarae oro peTeiabHOro riaHyBaHHS 3
ypaxyBaHHsM criel(iKu KiOEp370UHMHIB. AJITOPUTMIZAIlISL € 000B’I3KOBOIO
CKJIaJIOBOIO IS Oy/Ib-SIKOTO MPOIIECY, 3BUYAITHO, JIUIIIE B TUX BUIMAAKaX, KOJIU
y oro oprasizatopa Ha MeT1 Oy/Iie IMOCJIiI0BHA Ta JIECHPsIMOBaHA JISIbHICTb.
Po3ciinyBaHHs JOCHIKYBAaHUX KPUMIHAIBHUX [PABONOPYIIEHb HE €
BUHATKOM. BogHOUac anropurmizailis moBUHHA OYTH 1100y 10BaHa BIIMOBITHO
710 TIEBHOI CHUCTEMH. Y IbOMY PO3pi3l IMpoIeC PO3CiilyBaHHsI OyAyeThCsa Ha
TUIIOBUX CIIITYUX CUTyalIaX. AJIKe BKa3aHi CUTyallli MOKYTh aKyMYJIFOBATH B
co01l SIK KpHUMIHAJIICTUYHI BepCli, Tak 1 OKpeMi BIIOMOCTI MpPO MOAII0
NPOTUNPABHOTO  JISSHHA Ta 11 y4YacHHWKIB  (IOTEPHUIMX, CBIJKIB,
IT1JI03PIOBAHUX ).

Po3cninyBanHs 3a3BMYail MOYMHAETHCS 3 OTPUMaHHSA IEPBUHHOI
iHpopmarrii: 3agBu MOTEpHUIol 0ocodou ((Ppi13UYHOT YU IOPUIUYHOI OCOOM),
MOBIJIOMJIEHHS TIPE/ICTABHUKA KOMIIaHi1, paropTy ONEPaTUBHOrO MpaliBHUKA
PO BUABJICHHS O3HAK MPOTHUIIPABHOIO NistHHSA, 1H(opMaii 31 3MI abo nannx
MoHITopuHry (Hampukian, Big CERT-UA). Ha npomy erami BaXJIMBO
MaKCUMaJbHO JETalbHO 3aikCyBaTH OOCTAaBMHHU TOAli: Yac BUSIBJICHHS
BTpYYaHHS, XapakTep HaCIIAKIB, ONHC AaTaKOBaHOI CHUCTEMH, BIJIOMI
[P-aapecu, mio3pui ¢aiiau ToIo.

Ha ocHoBi nouaTkoBoi 1H(popMallii ymOBHOBa)k€Ha 0co0a BUCYBA€ Taki
THUIIOBI1 CJI41 BEPCIi:

— w000 cnocoby 6YUHEeHHs: SIKUA BEKTOp aTaku OyB BHUKOPHCTAHHM
(malware, dimmHr, excroiT, DDoS To1o)? Uu MaB micuie GpizudHuil JoCTym
10 00JIaHAHHS?

— w000 cyb’ekma.; 4M € MAO3PU OO0 KOHKPETHUX OCIO (30BHIIIIHI
3JIOBMHUCHUKH, 1HCaiaepu)? Skuil piBeHb iXHbOI TEXHIYHOI KBasi(ikarii?
3BIJKH MOIJIa 341MCHIOBATUCS aTaka (reorpadidHo)?
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— w000 MicYys 3HAX0O0HCEHHS 00KA3I8. JIe MOXKYTb 30epiratucs HuQpoBi
ciiau (JIOTM cepBepiB, KOMITI IOTEPU KOPHUCTYBadiB, MEpEKeBE 00JIaTHAHHS,
JaH1 IpoBaiepiB, XMapHI CXOBUIIA)?

— wooo momusig. sIKOw Oyna Mera artaku ((iHaHCOBAa BHUrOja,
HIIUTYHCTBO, JecTadli3alist poooTH, momcTa)?

Cknaoanns naany po3sciaioyeanus. llnan mae OyTM THYYKHM Ta
BpaxoBYBaTH cnenudiky K10ep3J10UHHIB:

Lllsuokonnunnicme yugpposux ooxaszie. HeOOXiAHICTH HETAWHOIO
MPOBEACHHS 11 JUIsl 30€pEeKEHHS JIOT1B, JaHUX TPaPIKy, K1 MOKYTh IIBUJIKO
BUJIAJIATHUCS a00 TIepe3anucyBaTUCSL.

Tpanckopoonuicms. IMOBIPHICTh 3HAXOJHKEHHSI 3JIOBMUCHHUKIB a0o0
CEpBEPIB 3a KOPJIOHOM BUMArae IjlaHyBaHHS 3aXO0/11B MI>KHApOJHOI ITPaBOBO1
JOTIOMOTH.

Texniuna cknaonicms. HeoOXiAHICTH 3allydeHHs creriaiicTiB (i3
K10epIoiili, eKCIepTiB) Ha paHHIX eTalax.

Benuxi obcseu oanux. IloTpeba y BUKOPHUCTaHHI CIEIiali30BaHUX
IHCTpYMEHTIB JUIsl aHali3y JIOriB, Tpadiky, oOpa3iB nuckiB. [1naH moBuHEeH
BU3HAYATH TMIOCJIJIOBHICTh CHiT4uX (PO3LIYKOBUX) 1M, BIAMOBIAAJIBHUX
BUKOHABI[IB Ta CTPOKH.

3.2. Tumosi caiguyi curyaunii Ta BIANOBIAHI IM aJrOpUTMHU Al
NPAaliBHUKIB NPaBOOXOPOHHMX OPraHiB Mig 4Yac PO3CaAiAyBaHHHA
KPUMIiHAJIBHUX MPaBoONOpPYyIIeHb, KBajdipikoBanux 3a cr. 361 KK
Yxkpainu

OnutyBaHHS CI1TYUX MpaliBHUKIB HalioHansHOT o YKpainu Jaino
M1JICTaBu c(hOpMyBaTH, 30KpEMA, TaKl THIIOBI1 CII1I41 CUTYyallli y KpUMIHAIBHUX
MPOBaHKEHHSAX, po3noyarux 3a cT. 361 KK Ykpainu.

1. Jii, moB’si3aHl 3 HeCaHKYIOHOBAHUM OMPUMAHHAM OOCMYNY 00
aAKayHmy ocobu 8 coymepercax ma MecenorHcepax Ta posMiueHHIM )y HUX 8i0
IMEHI CNPABICHIX KOPUCMYBAUI8 020JI0ueHb npo 30ip Kouimie Ha JIKyBaHHS,
PO3CUJIaHHSAM IHIIMM KOPUCTYBayaM BiJ iXHbOIO IMEHI MOBIAOMIIEHb IPO
HIOUTO CKpPYTHY JKUTTEBY CHUTYyalll0 YU 3 TMPOXAHHSAM HAJAHHA
(mepepaxyBaHHs1) MaTepiaabHOI JOMOMOTH.

Tunosuu npuknao: 12.01.2025 ep. K. nomimuna, wo empamuna 0ocmyn
00 ce6o20 axayumy & coymepedxci «Deiicoyky. Hacmynnoco OHa iu
3amenegonysana 3nauoma II. ma nosidomuna, wo eidpeacysana Ha ii
NPOXAHHS NPo 0onomozy, sike nobauyuna y «@Peiicoyky na cmopinyi K., ma
nepepaxyeana Ha exaszanuu mam paxyrox 10 000 epn. I'p. K. nosacuuna, wo
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HISAKUX 020J10UleHb He PO3MIWY8aid, npo 00nomo2y He npocuid. Ak nizHiue
3’sacysanocy, Hegiooma ocoba, ckopucmaswiuco akayumom K, posicnana it
3HAUOMUM HNPOXAHHSL NPO OO0NOMO2Y, Ha sKe BI02YKHYI0oCb J  0cio,
nepepaxyseasuii Ha paxyHox 3noemuctiuxa nouao 50 000 epu;

2. Jii, moB’sd3aHl 3 HECAHKYIOHOBAHUM OMPUMAHHAM OOCMYNY 00
bankiecbko2o paxyHky (OOJIKOBOTO 3aMucy y B€OOAHKIHTY) Ta BUKPAOEHHAM
Kowmig NUISIXOM 1X MepepaxyHKy Ha IIJIKOHTPOJIbHUN MPaBOINOPYLUIHUKY
pPaxyHOK.

Tunosuu npuxnao: 11.04.2025 2p. A. euseus siocymuicms HA CBOEMY
OAHKIBCLKOMY PAXYHKY KOWMIB, SKI SHUKIU 30 HEeBUSHAYEHUX 0OCMAaBUH.
Onumanuti/0onumanuii NOMepNiIU NOSICHUG, WO nepeo 3HUKHEHHAM KOWMmIG
BIH He CHINIKY8ABCS 3 NPABONOPYVUIHUKOM, HE PO320JI0ULY8A8 KOHGDIOeHYIlHI
gi0OMOCMI WOOO HOMEPA PAXYHKY, MPUZHAYHO20 KOOy Oe3neKu, napoiie i3
SMS-NOBIOOMIIEHD.

Ak nizniwe 3’sacysanocev, Hegiooma ocoba ompumana 00Cmyn 00 uUo2o
001ik06020 3anucy y 6eOOauKiney (Homepy paxynky, damu eunycky, CVC-
K00y) ma nepepaxysaia Kowmu (abo oghopmuna Kkpeoum) Ha 4yHcuti paxyHox;

3. Jlii, moB’si3aH1 3 HeCaHKYIOHOBAHUM OMPUMAHHAM OOCMYNY 00
NepCOHANbHO20 KOMN tomepa (cmapmgona) ma npocpamHoco 3a06e3neyenHs
Ha HbOMY NUIAXOM IEPECHIAHHS MOBIAOMIIEHD 13 MIKIJUIMBUM MPOTrpaMHUM
3a0€31EeYEHHSIM.

Tunosuu npuxnao: 10.03.2025 o6yxearnmep TOB «MHUPy ep. A.
nobauuna, WO Ha eleKMpPOHHY NOWMY  NIONPUEMCMBA  HAOIUULIO
NOBIOOMAEHHS BI0 He8IOOMOI 0cobu, sKe B0HA BIOKpUNA MA NepelsiHyd.
Hacmynnozo onsa na mobinenuii menegon KepigHuKa mosapucmea no4anu
HAOX00UmMu  NOGIOOMJIEHHsL NP0  NEPepaxyHoOK KOwmié 13  pPaxyHKie
mosapucmea. 3auuosuiu y 000amok 6e00aHKiH2Y, 8IH UABUS, WO 3 PAXYHKIB
nionpuemcmea 6e3 1ioeo giooma ma 3200u nepepaxosaro 300 000 epu Ha
CMOPOHHI PAXYHKU.

Ax  nisniwe 3’Acy8anocvb, HA eIeKMPOHHY NOWmMy mMo8apucmed
3108MUCHUK HANPABUSE 3AMACKOBAHE NIO NOBIOOMAEHHS WKIOAUBE NPOSPAMHE
3abe3nedents, aKe Haoauo 8i00aleHUll 00CMyn 00 KomMn romepa (3abe3nequo
ABMOMAMUYHUL NEPEPAXYHOK KOWMIB HA YYHCUU PAXYHOK).

Inwuii eapianm — gidomocmi Ha Komn'tomepi 0Y10 3auupposaro, a
KepIGHUK MOBAPUCNEA OMPUMAB BUMO2Y NPO BUNIANY NEBHOT CYMU KOWMIB 3a
PO3UUPDPOBKY OAHUX.

Jns 300py gnoka3iB 'y mnpoBakeHHsX 3a cT. 361 KK Vkpainu
3aCTOCOBYETHCA KOMIUIEKC CIITUUX (pO3MIyKOBUX) AiH, nepeadauenux KIIK
VYKkpainu, 3 ypaxyBaHHAM crielu(iku MUppoBux aokaszis (Tadm. 3.1).
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Tabmuusa 3.1

Cuigui (po3urykosBi) Ail Hpy po3c/aiAyBaHHI 3JI0YUHIB
3a cT. 361 KK Ykpainu Ta ixus cneuudika

. Heo0xignicTh
. Kurouosi Hopma
Caigua Mera . 3aJly4YeHHS
(po3urykoBa) jaist NpoBeIeHHsI ocobamBocti/ KIIK cnemiajicra/
Bukiuku Ykpainu
eKkcrepra
dikcarrist HeoOximHicTh
00CTaHOBKU; ¢ikcanii CTaHy
BHSIBJICHHS Ta | CUCTEMU 0o
orJIsiA BUJIyYEHHS; PU3HK
, . 1 > P OO00B’sSI3KOBO
. KOMIT IOTEPHO1 BTpaTH JaHUX IPHU S
Orasaa Micus . . . (cmermiamicT 3
TEXHIKH, CEpBEPIB, | BAMKHEHHI, cT. 237 | . -
noii . kiOepnodmiuii ado IT-
MEpPEKEBOT0 BAXKJIUBICTD .
CHEIaJIICT)
oOnasHaHHS; MIPaBUIILHOTO
BUSIBJIICHHS JOKYMEHTYBaHHS
IIEPBUHHUX KoHirypariii
nU(PPOBUX CITIIB. | MEPEXKI.
HeoOximHicTh
OTpumMaHHs OTPUMAaHHS yXBaJH
iHbopMarllii, 1m0 | CIIIOTO CyIUIL;
CTaHOBUTH qiTKe
TumuacoBuii TaEMHHUIIO  (JIoTH | HOPMYTIOBaHHS ot or 3a3Bu4aii Hi, aje
moCcTyn 10 pedei i mpoBaiifepiB, naHi|oOcsry JGHAX; | 59' 1 6 6 KOHCYJIbTAIIsl MOXE
TOKYMEHTIB aOOHEHTIB, CTHCII TEPMIHU OyTH KOPHUCHOIO
OaHKIBCBK1  JaHi, | 30epiraHHs JIOTIB y
JaHl 3 XMapHUX | [IpOBaiiiepiB;
CEepBiCiB TOLIO). TPaHCKOPJOHHI
3aMUTH.
Busnenns Ta | [IpaBunpHe
BUJTyYCHHS BUJTyYCHHS
KOMIT FOTE€PHO1 uu(dpoBUX  HOCIIB
TEXHIKH HOCIiB | (CTBOpeHHs1 00pa3iB
. _ ( PEHITL 0Bp OO60B’A3K0BO
1HbOopMarrii, «Ha Micol»  abo S
O0myk MOOUTEHUX BUJIYUEHHS TUIS ct. cT. (cremiamicr 3
y N HOCJZ;IH)KGHH}I). 234-236| «kibepmouirii abo
p p ’ 5 ’ IT-cnemianmicr)
apoJiiB, PHU3UK BIIJAIIEHOTO
JNOKYMEHTAIlli, IIO0 |3HUILEHHS JaHHX;
CTOCYIOTBCS mupyBaHHS
BTPY4YaHHS. JIMICKIB.
3’sicyBaHHS HeoOximHicTh
Nomut o0CTaBUH  MO/li; | BAKOPUCTAHHS
. OTpUMAaHHS creniabHo1 baxano (ms
(morepmisoro, . . .
cBinKa TEXHIYHHUX TEPMIHOJIOTI; CT. 224 | MATOTOBKH 3alTUTaHb
. i JeTaJIeH; CKJIQHICTH Ta OIIHKU BIAMOBIICH)
Mi103pIOBAHOI0) .
BCTAHOBJICHHS MepeBipKU
MOKJIUBUX MOKa3aHb 1010
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crocoOy aTakw.

cepcaoBuIla, PU3HUK
3aBJaHHs IIKOJH.

MOTHBIB, TEXHIYHHUX
MIJ03PIOBaHUX; aCreKTIB; MOXKJIHMBa
3’CyBaHHs HEIpaBIMBa
TEXHIUHUX  3HaHb | IHQopMarlisd BiX
Ta HaBHYOK | ITIJI0O3PIOBAHOTO.
MIJ03PIOBAHOTO.
Hernacauit
OTpumaHHA NaHUX
, Xapakrep;
po 3’€/IHaHHA, L
SHATTS . .’ | HeOOXITHICTD
. Tpadik, 3MICT . .
iHopmauii 3 D OTPUMAaHHS YXBAJIA TexHiuH1 cienianicTi
€JIEKTPOHHHUX KOMYHIKALIH aneysALiiHOTO Cy/y; er. ot OIlEpaTUBHUX
P .o MO3PIOBAaHUX Y . YY> | 263-265 CPaTHBH]
KOMYHiKaniiiHuX . | TeXHIYHA MIAPO3IUTIB
mepe:x (HCP) PEAIBHOMY: ~ Hacl CKJIa/IHICTh
P abo0 3a meBHUH S .
. peainizanii; BEJIMKI
nepio.
00CATy TaHUX.
JocaimkeHHs
KOMIT IOTE€PHOT
TEXHIKH, HOCIiB | OCHOBHHMHA BHI —
iHpopmauii, I3, | koM toTepHO-
MEpEKEBOTO TEXHIYHA
Tpadix aa | ekcrieptuza (KTE);
IIpu3HayeHHs pagixy a pT ( ); . D
CVIOBHX BCTAHOBJICHHS BAXKJIUBICTD cT. cT. | Excnept BinnoBiaHO1
eicne T3 MEXaHI3MY MPaBUILHOTO 242-245 CHeIiaaIbHOCTI
P BTpYy4YaHHSI, dbopmyItoBaHHS
i1eHTudikamii 3allUTaHb €KCIIEPTY;
CIIJIB, TPUBAIICTh
B1IHOBJICHHSI IIPOBEJICHHS.
JAHUX, aHai3
HIIT3.
. Texniuna
BinTtBopenns .
. CKJIaJIHICTh
MEXaHI3MY .
BTpy4YaHHs (SIKIIO € BUITBOPCHHA,
Caigunid pyHat HEOOXI1THICTh OO060B’s13K0BO
MO>KJIUBICTB); cT. 240 o
eKClepruMeHT . CTBOPEHHS (ceuiamicT/excnepr)
nepeBipka TEBHUX
. 0e31e4Horo
Bepciit 1010

Ha ocHOB1 BUBYEHHS CIIIIHO-CYAOBOI MPAKTUKKA OYJI0 BU3HAYEHO TaKi
TUIIOBI CJIIIYl CUTYallli MOYaTKOBOIO €TaIly PO3CJiIyBaHHA KPUMIHAIBHHUX
MpaBoIOpylIeHb, kKBanigikoBaHux 3a cT. 361 KK Ykpainu:

1) BUMHEHO KpUMiHaJbHE MPABOMNOPYILIEHHS, KBai(hikoBaHe 3a cT. 361
KK Vkpainu, HasBHa OCOOMCTICHA J0OKa30Ba 1H(popMalis, ITpaBONOpPYIIHUK

B1JIOMUM;

2) BUMHEHO KpUMIHAJIbHE PaBONOPYIIEHHS, KBali(ikoBaHe 3a cT. 361
KK Vkpainu, HasBHa OCOOMCTICHA JI0OKa30Ba 1H(oOpMalis, IpaBONOpPYIIHUK

HEB1JIOMUM;
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3) BUMHEHO KpHMIiHAJIbHE MPABONOPYILIECHHS, KBalipikoBaHe 3a cT. 361
KK Vkpainu, HasiBHa MaTepiajibHa Ta OCOOMCTICHA JOKa3oBa 1H(dopmaris,
MPaBOMOPYIITHUK BiJOMHUH, ajie Moro Jii 3aMacKOBaHi IIiJI BUJl 3aKOHHUX
(h1HaHCOBHX Omeparliii;

4) BUMHEHO KpUMIHAJIbHE NIPaBONOPYIIEHHS, KBall(ikoBaHe 3a cT. 361
KK VYkpainu, HasgBHa 3asBa BiJ MOTEPIIUIOro, BiJICYTHS JOCTAaTHS JOKa30Ba
1H(pOopMaris.

Kpim TOro, 0yiao OKpecieHO aJrOpUTMU BUPILICHHS KOXHOI 3 IUX
CIAYMX cHUTyamiil. Y mnepunii curyanii (HasBHa OCOOMCTICHA JI0Ka30Ba
iH(dopMmalis Ta MPaBONOPYUIHUK BIJIOMHUI) YIIOBHOBa)K€Ha 0co0a MOBUHHA
MPOBECTH KOMILJIEKC 3aXOJIiB, 3a JIOMIOMOIrOI0 SKHUX HEOOXIJHO 3’sACyBaTu
MOKJIMB1 OOCTaBUHM IPOBAKEHHS JUIsl JOKA3yBaHHS BUHU [TPABOIIOPYIIHUKA,
30KpemMa:  Oorjiil  3aco0IB  €JIEKTPOHHO-OOUMCIIOBAIBHOI  TEXHIKU
MPaBOIOPYIIHUKA II1JI Yac MPOBEACHHS OOIIYKY (CcMapT(OHIB, IUIAHIIETIB,
HOYTOYKIB, IEPCOHATILHUX KOMII FOTEPIB); JIOMUT I103PIOBAHOTO 3 MPUBOIY
o0CcTaBUH OOMaHy TpoOMajsiH Ta 3aKOHHOCTI MHOro MisIbHOCTI, JOMHT
MOTEPILIOro M0A0 00CTaBUH BUMHEHOTO KPUMIHAIIBHOIO MPABOIOPYIIECHHS;
BUTpEOYBaHHS BIJIOMOCTEH BIJ 1HTEPHET-NPOBANWIEPIB Ta OMNEPATOPIB
TEJEKOMYHIKAI[IMHOTO 3B’SI3KYy; 3 SCYBaHHS yMOB CTBOPEHHS (DIKTUBHOIO
CaliTy, CTBOPEHHA Iporpam BIJHAJIEHOIO JOCTYIy, «TPOSIHIB», «OOTIBY;
npeA’ sIBJICHHS I103pI0BAHOr0 JJIA BMi3HAHHS MOTEPHIIOMY 3a roiocoM (y
pas3i CIUIKyBaHHS B TEJIE(POHHOMY pEXHUMI1) Ta B HaTypi (Y pa3i KOMYHIKalli y
pexuMi BiJICOKOH(EPEHIIiT); MPU3HAYCHHS KOMIT IOTEPHO-TEXHIYHOI Ta 1HIINUX
BU/JIIB €KCIIEPTH3.

Hpyra curyauiss € HalOUIbII PO3MOBCIOKEHOIO Yy JIOCIHIIKYBaHIMI
Kareropii KpHUMIHQJIbHMX MPOBA/UKEHb — HasBHA OCOOMCTICHA J0Ka30Ba
1H(popMalis, ane TpaBONOPYIIHUK HEB1AOMHUM. /{715 11 BUpIIIEHHS BC1 3yCHILIA
YIOBHOBa)KE€HUX 0C10 MOBMHHI OyTH HaIlpaBJieHl Ha BCTAHOBIIEHHS 0COOH, sIKa
BUMHWJIA KpPUMIHAJbHE NpaBOMNOpYIIeHHsS, KBamidikoBane 3a cT. 361 KK
VYkpainu, a Takox 1i MicIie3Haxo pKeHHs. JJ1s1 peasizaliii BKa3aHOTo MOTPiOHO
MIPOBOJIUTH KOMILJIEKC 3aXO0/1B, CIIPSIMOBAaHUX HA BCTaHOBJIEHHA [P-anpecu ta
0C10, SIK1 MaJii JOCTYTI /10 €JIEKTPOHHO-00YUCITIOBATILHOI TEXHIKH.

VY Ttpetiii cuTyarii (HasiBHa MarepiajibHa Ta OCOOHMCTICHA JOKa30Ba
1H(opMalisi, TPaBOMOPYIIHUK BIJIOMHUI, aje Moro Jii 3aMacKOBaHi MiJ BH]
3aKOHHUX (PIHAHCOBHX ONEPAIliil) YITOBHOBAKE€HI OCOOM MOBUHHI CIIPSIMYBaTH
yC1 3yCUJIJISl Ha OTIpAItOBaHHSA 3MICTY (aiiiIiB Ta aHami3 3MicTy web-0pay3epis,
a TAaKOX JOCHIKEHHSI 3MICTY €JIEKTPOHHOI MOIITH, XypHAIy BXIAHUX 1
BUX1/IHUX JI3BIHKIB Ha BCiX JIOCTYITHHUX raJKeTax MOTEPIIOro.

Bkazana cutyatlisi XapakTepu3yeTbCsd OOCTaBUHAMM, KOJIA OCOOM HE
MEPEXOBYIOTHCS B1Jl IPABOOXOPOHHUX OPraHiB, BOJHOYAC 3alE€PEUyIOUYU CBOIO
MPUYETHICTh 10 BYMHEHHS NPOTUIIPABHUX Mii. 3 OMISIAYy Ha 1€ Tepen
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YIOBHOBaKEHUMH OCOOaMM (CIIIIYUM, J13HABa4, MPOKYpOp, ONEpaTUBHUN
MpaliBHUK, KUl BUKOHYE JOPYYEHHS CIIIYOr0) MOCTA€E HU3Ka 3aB/IaHb, SIKI
HEOOX1/IHO BUPIIIATA B HAMKOPOTIIl TEPMIHH. 30KpEMa, BUSBUTH, 310paTu Ta
OTpUMATH TIE€BHY CYKYIHICTb HAJEKHHUX, OOIPYHTOBAHMX Ta JOCTaTHIX
OOBMHYBaJIbHUX JJOKA31B IIJIIXOM 3’ SICYBaHHS Y OTEPILIMX OCi0 0OCTaBUH, 32
AKUX PO3MOYMHAINCS Ta 3aBEPIIMIIACS MPOTUITPABHI 11, @ TAKOK POJI KOKHOI
MpUYETHOI (I1JI03PIOBAaHOI) /10 IIbOro ocodou. KpiMm Toro, BapTo NMpOBECTH
JEeTaJbHUN OIJIsiA MICHS MOAll, BUUIYYEHHS CHiJIB, Kl BKa3ylOTh Ha (akT
KPUMIHAJIBHOTO MPABONOPYUIEHHS, Ta BCTAHOBUTHM MOXJIMBUX CBIAKIB.
[IpoBecTu npen’ABJICHHS IS BII3HAHHS 0C10, TPUYETHUX O MPOTUIIPABHUX
niid. Takox HEOOX1IHO TEPMIHOBO IPOBECTH OOIIYKH JKHUTJA Ta IHILIOIO
BOJIOJIIHHSI OCOOM 3 METOIO BUSIBJICHHS 1 BHUIYYEHHS €JIEKTPOHHHMX HOCIIB, a
TAaKOXK I1HIIMX MPEAMETIB 1 JOKYMEHTIB, IIO CBIOIYaTh MpPO BUYMHEHHS
NpOTUNPABHUX Jid. [l TOKpalieHHs pe3yJbTaTUBHOCTI PO3CIIyBaHHS
JOIIIBHO TPOBOJUTA W HErJiacHl ciig4l  (poO3IIyKoBi) i 3 METOH
BCTAHOBJICHHSI MPOTUIIPABHUX 3B’SI3KIB 3JIOYMHIIS, MOro oOpasy XKUTTH,
MOXJIMBOTO MICIISI 3HAXO/PKEHHS HMOro, pedyed, mpeaMeTiB, TOKYMEHTIB, IO
M1ITBEP/HKYIOTh IPUYETHICTh JO KPUMIHAJIBHOTO MTPAaBONOPYIIEHHS, Ta 1HIINX
JIOKAa31B, SIK1 I[IKABJISITH CI1ICTBO.

UerBepra cuTyallis (HasBHA 3asBa BlJ MOTEPHIJIOrO Ta BIJACYTHS
JOCTaTHS JI0Ka3oBa 1H(oOpMallisg) BHUPIIIYETbCA 3aBASKA IPOBEACHHIO
MakcuMainbpHO1 KuibkocTi CPJl, HCPJI Ta iHIMX pO3UIYKOBUX 3aXOIB IS
3’sCyBaHHSl SK OOCTaBMH BYMHEHOTO MPOTHUIIPABHOTO MISIHHS, TakK 1
BCTAHOBJICHHSI OCOOM MPABOMOPYIIIHUKA.

Takox mig po3B’si3aHHS BKA3aHUX CIITYMX CUTYyalllid 3alpONOHOBAHO
BUPILIECHHS TAKUX TAKTUYHUX 3aBIaHb:

1) 3’scyBaHHs MEXaHI3My KpUMIHAJIbHUX ITPaBOIOPYIIECHB,
kBayi¢ikoBanux 3a cT. 361 KK Vkpainu;

2) BHU3HAYEHHA TOYOK JAOCTYITY, 3 AKUX peaIi3yBalucs MPOTUIIPABHI JIii;

3) mepeBipka HUGPOBUX CHIAIB, AKI 3aJMIICHI 1] 4ac IMPOBEICHHS
€JIEKTPOHHUX OIepalii;

4) BCcTaHOBIIEHHS 0cCi0, $KI peani3yBajldi HE3aKOHHE BTPYYaHHS B
pooory EOT;

5) mepeBipka MOOUIBHMUX KOHTAKTIB IMPaBONOPYIIHUKA Ta MHOro
0COOMCTHX 3B’ SI3KIB;

6) mnepeBipka 0aHKIBCHKUX 1 OIUITOBUX NEPEKa3iB MPaBOMOPYIITHUKA;

7) 3’sicyBaHHS BCIX €Mi30/I1B MPOTUIIPABHOI A1SJIbHOCTI;

8) BXKHUTTS 3aXO0/11B CTOCOBHO IMOIEPEHKEHHS MPOTUI1T pO3CIIITyBaHHIO.
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3.3. OcobmuBocti mnposexenuss CPJA, HCPJ{ Tta iHmmx
NMPOoLEeCYAJbHUX il Ta PO3MIYKOBHUX 3aX0IB I 4aC PO3CJIiyBaHHA
KPUMiHAJIBHUX MPaBoONOpPYylIeHb, KBajdipikoBanux 3a cr. 361 KK
Yxkpainu

Ornsg Micis ToAil MPOBOAUTHCS 3 METOK (ikcallii 00CTaHOBKH,
BusiBiieHHs Ta oryisigy EOT, cepBepiB, MmepekeBOro o0jgagHaHHs; BUSBICHHS
MEePBUHHUX HUPPoBUX ciiiB. [Ticas mpuOyTTs Ha Miclie YyITOBHOBa)KeHa 0co0a
(cimimuuii, Ai3HaBay, MPOKYPOp, OMEPATUBHUN NpPAIIBHUK, KUl BUKOHYE
JOPYYEHHS CJIITY0r0) TOBUHHA BXKUTH TAKUX NONEPEKYBAIbHUX 3aXO1B, SIKI
3a0€3Me4yroTh LUIICHICTh 1 He3MiHHICTh 1Hpopmalii Ha EOT: 3axuctutu 1
B3STU IIIJI OXOPOHY MPHUMIIIECHHS, B KoMy mnepeOyBawoTh 3acoou EOT;
BUITAJINTH JIFOJICH BiJl OOJagHAHHS Ta JDKEPEN >KUBJICHHS; BUSBUTH CTaH
KOMIT IOTEpHOI TEXHIKM (BUMKHEHa a00 YBIMKHEHA); NMEPEKOHATHUCS, IO 3a
xoaHux oocraBuH BUMKHeHUH EOT He Oyzae BBiMkHeHO. [1i yac mpoBeieHHs
OTJIsAly CIeIiaaicT 0e3mocepeHbO Halae I0MOMOTY YIIOBHOBaXKEHIi 0co01: y
BusiBiieHH1 3aco01B EOT, 1i 0OKpeMHUX KOMIIOHEHTIB, JOKYMEHTAIlli Ta 1HIIAX
00’€KTIB, Kl MOXXYTh MICTUTH CIIAU HENPaBOMIPHUX Jiil; y KOPEKTHOMY (3
MOTJISATY 30€pEKEHHS CIIIJIIB KPUMIHAJIBHOTO IPABOMOPYILICHHS ) BIAKIIOYEHHI
3aco0iB EOT Bix enepromoctradanusi; B omnuci 3acob0iB EOT, ii okpemux
KOMITOHEHTIB 1 JJOKYMEHTaIlli, 1[0 BUIYy4arOThCs, Y MPOTOKOJII Ta JI0JaTKaxX J10
HbOI'0; Y BUPIIIEHHI NUTaHHS o040 ckiaanxy komiuiekty EOT abo okpemux ii
KOMITOHEHTIB, Kl MiJJISTal0Th BUJIYYCHHIO a00 130JIFOBAHHIO B1JI BUIBHOTO
noctyny; y miarorosul 3aco6iB EOT no TpancnopTyBaHHs (iX yImakyBaHHI,
onedaryBanHi). [lig vac po3ciigyBaHHS KpPUMIHAJIBHHMX IPaBONOPYLIEHb,
kBajipikoBanux 3a cT. 361 KK Vkpainu, norpiOHO MakcHUMaibHO
3a0e3neunT  30epexkeHHs 1HQopMalii, sKka mnepeOyBae Ha (¢rem-
HaKOIMHW4YyBayax, >KOPCTKUX JUCKAX, y KeUI-MaM’ STl BIATOBIAHOTO MTPUCTPOIO,
XMapHUX CXOBHUIIAX TOLIO.

TumMyacoBuil JOCTYynm A0 pedyell 1 JIOKYMEHTIB 3[1MCHIOEThCA A
OTpUMaHHsI 1H(opMallii, [0 CTAHOBUTh TAEMHUIIIO (JIOTU MpoOBalAEpiB, JaHi
a0OHEHTIB, OAHKIBCHKI JIaH1, JIaH1 3 XMapHUX CEPBICIB TOIIO).

OO0myk mpoBOJIUTHCS 3 METOK BUsBIICHHsS Ta BuiydyeHHs EOT, HociiB
iH(dopmarii, MOOLTBHUX MPHUCTPOIB, MAPOJIIB, JOKYMEHTIB, IO CTOCYIOThCS
BTpyuaHHs. OO0B’A3k0BO 0 peam3auii BkazaHoi CPJl 3amyyaeThbcs
crietiaiicT 13 kibeprnomiiii Ta/ado IT-cnemianmict. AJpKe 111 4ac ITPOBECHHS
OOILIIYKY BUHMKA€ HEOOX1THICTh BUIYYaTH sIK 3a0JIOKOBaHI, Tak 1 p030JI0KOBaH1
nepeHocHl  rajpketu  (cMapTtdoHM,  smart-rOJUHHUKH,  [OPTaTHBHI
Bieopeectparopu, GPS-naBiratopu). 3BicHO, cnemudika iX BUIYYEHHS
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BIJIPI3HSETHCA, QK€ 3 PO30JIOKOBAHUX IMPUCTPOIB B MPHUHIUII JOCTaTHHO
aicTaTu, KO BOHM €, SIM-kapTy Ta KapTy mam’sTi, TOAl SIK 3a0JO0KOBaHI
MOTPiOHO 1€ po30JOKYBATH MEPE]] BUITYUECHHSIM BIIOBIIHUX CJIOTIB.

[3-moMixk 00’€KTIB, 110 iX HEOOX1HO BWJIy4aTH ITij 4ac OOIIyKY, CIIiJ
Ha3BaTHU TaKi:

1) EOT, 3a nmomoMorow siKoi 3J1HCHIOBAJIOCS BTPY4YaHHS B PoOOTY
IHTEpHET-MEPEX NI iX AecTadimi3zanli (KOMI I0TEpH, IUIAHIIETH, HOYTOYKH,
cMapT(hOoHN);

2) PEKBI3UTH KApPTOK, 1110 BUKPAJICHI 3 CEPBEPIB Mara3uHiB €JIEKTPOHHOI
TOPTIBIIl, MJIATHKHUX 1 PO3PAXyHKOBUX CHUCTEM, 13 MEPCOHAIBHUX Taj[KETIB
KOpPHUCTYBaUlB;

3) dororpadii, Biieo3anucu, Ha sSIKUX HasIBHI JIaHi, 1[0 MAIOTh 3HAYCHHS
JUTsl KpUMIHAIIBHOTO MTPOBAKEHHS;

4) KBUTaHIII MPO 3A1MCHEHHsS OaHKIBCHKUX OTEpalliif;

5) cmaptdonu abo 1HII raJpKeTH, B IKUX HasiBHa aapecHa kuura (I11b
1 agpecu KI€HTIB (PIHAHCOBUX YCTAaHOB, MIJIPUEMCTB Ta OpraHi3alii pi3HUX
dbopM BIIACHOCTI);

6) 3amnMCcHI KHWKKH, )KypHaJIU, PYKOMUCHI TEKCTH 3 HASIBHUMH JTAHUMU
po 0coO0y MOTEPIIIOro ad0 THIIKX 3aIlIKaBIEHUX OCI0 Ta iH.

JlonuT (MOTEpHuUIoro, CBIJKA, IMiJ03PIOBAHOIO) MPOBOJUTHCS IS
3’siICyBaHHSI OOCTaBMH IOIi; OTPUMAaHHS TEXHIYHUX JeTajel, BCTAHOBJICHHS
MOKJIMBUX MOTHUBIB, IT1JI03PIOBAaHUX, 3’ ICYBaHHS TEXHIYHUX 3HAHb Ta HABUYOK
I11J103PIOBAHOTO.

[1i1 yac JONUTY MOTEPIIOrO HEOOX1IHO:

— 3’sicyBaTW OOCTaBMHU BUMHEHHS TPOTUIIPABHOTO A1SIHHA (Yac, MICILE,
30KpeMa, 3 JOCTYNoM 10 3arajbHol Mmepexi Wi-Fi, HasBHICTH mOOJIH3Y
CTOPOHHIX 0C10 — MOXKJIMBICTh BIIJIAJICHOTO MiAKIOUEHHS 3 THIIIOTO TaKeTa);

— TMpOoaHaJi3yBaTH WOro mepeayMoBH (4u OyiM HadiClIaHi Ha HOMEP
MOTEPIIIOro Ta MPUHHATI MOBIIOMJIEHHS — B SIKOMY MECEH/KEpl Ta SIKOTrO
3MICTY, YM OyJIM HasBHI A3BIHKU — B IKOMY MECEH]IKEp1 Ta SIKOTO 3MICTY);

— BCTAHOBUTH TMOCJIJIOBHICTh i TOTEPHIJIOrO MICAS BYMHEHHS
KPUMIHAJIBHOTO MPaBONOPYIIEHHS (OJpa3y IOBIJIOMUB Yy NPaBOOXOPOHHI
OpraHu YW CBOIM 3HAOMHUM, poJU4YaM, 110 3pOOUB 3 TaJ)KETOM — BUMKHYB,
Mepe3aBaHTaXUB, IPOJIOBAKUB KOPUCTYBATHUCH).

[Tix yac 1onuTy M1103pIOBAaHUX HEOOX1THO BCTAHOBJIIOBATH TaKi (DAKTHU:

— EOT, saxa 0yna 3acTocoBaHa JijIsl BYUNHEHHS MPOTUIIPABHUX JISIHB;

— TIporpaMHe 3a0e3NeYeHHs], sIKe€ BUKOPUCTOBYBAJIOCH ISl BUMHEHHS
KPUMIHAJIBHOTO MPABOMOPYIIECHHS (IIpOrpaMH  BIAJAJIEHOTO  JOCTYIY,
(TPOSIHU», «O0TH»);

— JIOTIHM Ta TMapojdl akKayHTIB, $AKI BHUKOPUCTOBYBAIUCH [
CIUJIKYBAaHHS 3 IOTEPHUINMU;
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— PEKBI3UTH OaHKIBCBKMX KapTOK Ta PaxyHKIB, Ha SIKI E€peKa3yBaH
KOLLTH.

3uaTTs  1HGQOpMalli 3 €JIEKTPOHHUX  KOMYHIKAIIMHUX  MEpex
peanizyeTbCsd 3 METOK OTPUMAaHHS JaHUX MpO 3’ €IHAHHS, TpaQik, 3MICT
KOMYHIKAIIA M1I03pIOBAaHUX Yy peaJlbHOMY 4aci abo 3a MeBHUI mepion 13
OOOB’A3KOBHM  3allyYCHHSIM  TEXHIYHMX  CHEI[a]iCTIB  ONEpaTUBHUX
1APO3/ILTIB.

[Ipu3HadeHHs Cy/1I0BUX €KCIIEPTU3 MPOBOAUTHCS 3 METOIO JIOCHIIKEHHS
EOT, nHociiB 1H(pOopMalii, IporpaMHOro 3a0e3MneueHHs, MepexeBOro Tpadiky
JUTsl BCTAHOBJICHHS] MEXaH13MY BTpYYaHHS, 1ICHTU(IKAIIl1 CJI1]1B, BIJIHOBJICHHS
JaHUX TOLIO.

3-MOMIXK CY/IOBUX €KCIIEPTH3 BapTO MPU3HAYATH Ta IPOBOJUTH TaKI, SIK:

1) crocoBHo EOT: koM’ roTepHO-TEXHIYHA €KCIepTu3a (EKCIepTu3a
TEXHIYHUX KOMIT FOTEPHUX 3aco0iB; €KCIepTU3a JaHuX; eKCIlepTu3a
MPOrpaMHOro 3a0e3MeUYeHHs), JaKTUIOCKOIIYHA EeKCHEepTH3a BUIYUYEHHUX
ciAiB pyK 13 pizaux npeametis EOT;

2) CTOCOBHO TEJIEKOMYHIKAIIMHUX 3acOo0IB Ta CHUCTEM (EKCIepTHu3a
TEJIEKOMYHIKAIlIMHUX CUCTEM 1 3aCO0IB);

3) CTOCOBHO JIOKYMEHTIB (€KCIepTH3a JOKYMEHTIB, SIKI YTBOPIOIOTHCS
BHACJIIJIOK BUMHEHHS MPOTUIIPABHUX M1 — KpUMIHATICTUYHA [TOYEPKO3HABYA
EKCIIepTH3a; TEXHIYHA EKCIIEPTU3a JOKYMEHTIB; JAKTUIIOCKOIIYHA EKCIIEpTH3a
BUJIYYECHHX CIIIIB PYK 13 IOKYMEHTIB);

4) crocoBHO  MaWiHa, fKe  OyJ0  NOPEeIMETOM  IOCATaHHA
(KpUMIHAIICTUYHA €KCIIEpTU3a MaTeplajiB, pEYOBUH 1 BUPOOIB; TPACcOJIOTIYHA
eKCIepTH3a; JAKTHJIOCKOIIIYHA €KCIEePTU3a BIIYYEHUX CIIAIB PYK 13 PI3HHUX
MPEAMETIB).

O0’exTH, 1110 HAMPABJISAIOTHCS HA EKCIIEPTUBY:

— BJIACHI TaJPKETH mNoTepnijaoro (cMaprTdoH, IUIAHIIET, HOYTOYK,
KOMIT FOTEP, MOJEMU, MAPIIPYTU3ATOPH);

— BJIACHI TAJDKETH I1J03pIOBAaHOro (cMapT@oH, IUIAaHIIET, HOYTOYK,
KOMIT FOTEP, MOJEMU, MAPIIPYTU3ATOPH);

— (uem-Hakonu4uyBaui,

— JKOPCTKI TUCKH Ta 1H.

Kpim Toro, BapTo BKa3zatu, 110 ICHYIOTh TaKi PO3MOBCIOKEHI CIIOCOOU
miaMiHg - peanbHOl  [P-ampecu:  miagkimodeHHS 70 MPOKCi-CepBepa,
BUKOpUCTaHHS 1HTepHET-Opay3epa TOR, mackyBanus IP-agpecu uepes VPN.
[lix 4Yac KOMIT'IOTEpHO-MEPEKEBOI EKCHEPTH3UW HAA3BUYAHO BaXXJIMBO
BUSIBUTH MIPOTPaMHE 3a0€311EUEHHS], 110 OyJIO BCTAHOBJIEHE JIJIsl IPUXOBYBAHHS
[P-aapecu. Ilpukiianamu BuiieBKkazaHoro MoxyThb 0ytu: ProxyCap, Proxyfier,
Proxy Switcher — mporpamm mms mpoxci; TOR Browser, Tor Control
(anonymity layer) for Firefox; NordVPN, OpenVPN, ExpressVPN, PureVPN
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for Teams, ProtonVPN, NetMotion — nporpamu, siki 3a0€3M€4y0Th CEPBIC
VPN. Skmio exkceptom Oyjie MPOBENCHO SIKICHE JOCIIIKEHHS MEpPEKEBUX
CJIIIB Ta BUKPUTO YCI JaHII0KKHU [P-aipec, yepes sikl MpOXOAWIH TpaH3aKIIli,
3 BEJIUKOK HMOBIPHICTIO TakKe KpUMIHAJIbHE MPaBOMOPYIICHHS Oyne
PO3KpHUTO.

VY1 CPI, HCP/] Ta inmi nmpouecyainbHi Jii Ta HOIIYKOBI 3aX01 TOBUHHI
peTesbHO (PIKCYBaTHCS Y BIMOBIIHUX NPOTOKOJIAX 3 JACTaIbHUM OIKMCOM JiH,
BUSIBJICHMX 00’ €KTIB Ta 3aCTOCOBAHMX TEXHIYHUX 3aCO01B.

Oco0suBYy yBary ciig NpUAUIATA TPOLECYaTbHIN «UUCTOT IPU POOOTI
3 uudpoBuMH 1oKkazamu. L1 1oka3u € HA3BUYANHO YYTIMBUMU J0 OYIb-SIKUX
3MiH, iX JIerKo MOAM(IKYBaTH a00 3HULIUTH, HABITh HEHABMUCHO. OTpUMaHHS
JOCTYITy 10 HUX YacTO MOB’sI3aHE 31 BTPYYaHHSIM y c(pepy IPUBATHOTO KUTTS
(ocTyn 0 TaHMX HAa KOMII I0Tepl, B TeJe(OHI, 10 TUCTyBaHHA). Tomy Oy/b-
AKl TIOPYIICHHS BCTAHOBJICHOI NPOLEIYpH — HENpPaBHIbHE OQPOPMIICHHS
MPOTOKOJIy OTJISIly YU OONIYKY, BIJCYTHICTH HEOOXIJHOI yXBaJIM CIiA4OrO
cynai Ha TJIPJl, HEeKOpeKTHE KOIIOBaHHA JaHUX O€3 3a0e3nedyeHHs iXHbOI
LUTICHOCTI (Hampukiaa, 6e3 ikcalii Xem-cyM) — MOXYThb CTaTh (paTaibHUMH.
3axucT y cyJil 000B’I3KOBO BUKOPUCTOBYE TaK1 TOMUJIKU JIJIsl OOTPYHTYBaHHS
KJIONIOTaHHS MPO BU3HAHHS KIIIOUYOBUX LU(PPOBUX JT0KA31B HEAOIMYCTUMHUMHM.
Ile mMoxe mpuU3BECTH 10 pyWHAIli BClEl JOKA30BOi 0a3u Ta BUIPaBIAHHS
BUHHOI ocobu. OTxe, Oe3710raHHe JOTPUMAHHS IPOLIECYaJbHUX HOPM IpU
300p1 Ta ¢ikcaii HUPPOBUX JOKaA31B € HE MPOCTO (OPMAILHOK BUMOIOIO, a
3aMOPYKOIO YCHIIIHOTO 3aBEPILICHHS PO3CIIITyBaHHS.
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Poznin 4. PIKCAIA ®AKTIB IPABOIIOPYILIEHHS
HA IMPUKJIAAI TUIIOBUX CUTYALIHU

4.1. Inentudikanisa Ta 30epe:xkeHHss HU(PPOBHUX T0KA3IB

[udposi nokazu — 1e Oyap-sika 1HQOpMallis, 0 Mae JI0Ka30BE
3HAUEHHs, 30epiraerbcsi ab0 TMEepeNaEcTbCs B EIEKTPOHHIA QopMmi. VY
KpUMIHAJIbHUX MpoBakeHHAX 3a cT. 361 KK Bonu € ocHoBHUMU. J[0 Takux
HaJIeXKaTh:

1. @aiin CUCTEeMHHMX >KypHaliB (JIOTW) OINEpaliiHUX CHUCTEM,
BeOcepBepiB, 0a3 JaHUX, MEPEKEBOro oOJagHaHHA (MapIIpyTU3aTOPIB,
MIKMEPEKEBHUX €KpaHiB), CUCTEM BUsBJICHHs BTOprHeHb (IDS/IPS);

2. Mani cucremnoro peectpy (Windows);

3. Icropis BiABIAyBaHb BeOCalTIB y Opay3epi, keml, gaitinu cookie;

4. EnexTpoHHE JINCTYBAaHHS, MOBIJOMIIEHHS B MECEHKEPAX;

5. ®aiinu, CTBOpEH1, 3MIHEH1 200 BUITYUYEH1 3JIOBMUCHUKOM;

6. Jlani 3 mam’sTi MOOUTEHUX NPUCTPOIB (KypHAIU I3BIHKIB, SMS, naHi
JO1aTKIB);

7. Jani, mo 30epiratotbest y xmapHux cxoBumax (Google Drive,
Dropbox Tor1o);

8. Hani npo mepexeBuit tpadik (NetFlow, PCAP-daiinm);

9. Kondirypariiisi ¢aiad CUCTEM Ta MEPEKEBOTO 00JIaITHAHHS.

llosoooicennss 3 yugposumu Ookazamu 8uMazae OOMPUMAHHS
cneyugiuHux npasu:

— MIHIMI3ayis 3MiH: YHUKATU OyAb-SIKUX IiH, 10 MOXYTh 3MIHUTH
OpWTIHAJIbHI JlaHI Ha Hocii (Hanpukiaa, He 3aBaHTtaxyBatn OC 13
JOCJTIPKYBAaHOT'O JIUCKA);

— O0OKYyMeHm)y8aHHs: PeTeabHO (GIKCyBaTH BCl [1i 3 HUGPOBUMU
JI0Ka3amu (4ac, MiClle, BAKOHABEIlb, BAKOPUCTAH1 IHCTPYMEHTH );

— 3abe3neuenus YilicHOCmMi: BUKOPUCTOBYBATH KpUINTOrpadiuHi Xem-
bynkii (Hanpukinaa, SHA-256, MDS) nns dikcarii craHy JaHUX 70 1 TCHs
KOMitOBaHHs a00 aHamizy. Xell-cyMa CIyrye «u(poBuUM BIAOUTKOM», IO
JI03BOJISIE TIEPEBIPUTU HE3MIHHICTh JIAHUX;

— BUKOPUCMAHHS CNneyiani3o8anux 3aco0ig: IS KOIIIOBaHHSA JaHUX
(CTBOpEHHSI KPUMIHAJIICTUYHO YUCTOrO 00pa3y JAMCKa) Ta iX aHami3y CIif
BUKOPHCTOBYBATH clielliaiizoBane nporpamue (Hanpukiaa, EnCase Forensic,
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FTK Imager, Autopsy) Ta amapatHe 3a0e3nedeHHs (0JIOKaTOpH 3amucy).
PoGoTta mpoBoauThCS 3 Korieto (00pa3oM), a HE 3 OPUTIHAJIOM.

4.2. Tunosi caigyi curyanii Ta aaropurmMu Qikcamii

3anexHo Bia xapaktepy HCB mepmioueprosi aii 31 300py Ta ¢ikcaii
JI0Ka31B MOXKYTb BIAPI3HATUCS. PO3IIIIHEMO KIIbKa TUIIOBUX CUTYAIl1H.

Cumyayis 1. Komnpomemayis cepeepa/sedcatimy (Hanpuknao, degelic,
B8CMAHOBIIEHHSL 8eOULeNy, BUKPAOEHHS 0a3U OAHUX).

AJTOpuUTM JI1i:

1. I3omsmis (SKIIO € MOXKIUBICTh). BIAKIIOUUTH CKOMIIPOMETOBAHUMN
CepBep BIJI MEpEeX1 I 3a00IraHHsT OAAIBIIIIN IIKO/A1 Ta 3HUILIEHHIO CJI1JTIB
(3 00epexHICTIO, 1100 HE BTPATUTH JIaH1 3 ONEPATUBHOI I1aM SITi);

2. 3uarta obpa3zy. CTBOpUTH NOBHUK (PI3MYHHA 00pa3 KOPCTKUX
JUCKIB cEpBepa 3a JOMoMOororo cneniainizopanoro 113 ta 61okaTopa 3anucy;

3. 3HATTA namiy nam’sTi. SIKIIo cepBep IIe Mpaiioe, 3p00UTH JaMIl
OMEepPaTUBHOI MaM ATl (MOXE MICTUTH I[IHHI apTe(aKTH: MPOLECH, MEPEXKEBI
3’€JIHaHHS, KJII0Yl IU(PPYyBaHHS);

4. 36i1p noriB. 3i0patu Bci goctynHi Joru: OC, BedcepBepa (Apache,
Nginx, IIS), CYBJ (MySQL, PostgreSQL), FTP-cepBepa, jioru noaaTkis,
JIOTA MEPEXKEBOro 00JIaIHAHHS (MIXKMEPEIKEBUIN €KpaH, MapIIpyTU3aTop), U0
CTOCYIOThCS ITEPIOAY aTaKH;

5. Amnam3 tpadiky. Ko 3A11CHIOBaBCS 3allUC MEPEKEBOro Tpadiky
(PCAP), BuityunTu Ta npoaHaiizyBaT Moro;

6. Inentudikamis IP. [IpoananizyBaTu Jioru Ha mpeaMeT BusiBiieHHs [P-
azpec, 3 SIKUX 3/I1ACHIOBAJIACS aTaKa;

7. THAPHA. IlinroryBat Ta NOAATH KIJIONOTaHHS MPO TUMYACOBUU
JOCTYM JI0 JAHUX IHTEPHET-IPOBANJIEPIB 11010 BJIACHUKIB 1ICHTU(PIKOBAaHUX
[P-anpec.

Cumyayis 2. iwiuneosa amaxa (po3cuika aucmie i3 NOCUIAHHAMU HA
niopooneni caumu 0Jis1 BUKPAOEHHS 00JIKOBUX OAHUX ADO PO3NOBCIOOIHCEHHS
malware).

AJTOpuUTM JI1i:

1. 30epexenHHs nokas3iB. 30epert opuriHain (HIIMIMHTOBOIO JIMCTA
(3 ycima 3arojioBKaMu), 3pOOUTH CKPIHIIOTH (PIIIMHTOBOTO CAWTY;

2. Anam3 gwucra/caiity. IlpoaHamizyBaTu 3arojoBKM JHCTa JJIs
BcTaHOBJIEHHS [P-aapecu BianpaBHuka (Moxe OyTu mipoosieHa). BuzHnauntu
JOMEHHE 1M’ s (DIIIMHTOBOTO CAWTY;
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3. WHOIS Ta DNS. 3aificautu 3anutu WHOIS s oTpumanHs
iH(dopMalli po peecTparopa JOMEHY Ta BIAaCHUKA (4acTO aHOHIMI30BaHO).
IIpoanamzyBatu DNS-3anucu;

4. TAPH. Ilogatn xmonoranua npo TP/l no peectparopa nomeny ta
XOCTHHT-ITpOBaiifiepa (PIIIMHIOBOTO CANTy Ml OTPUMAHHSA JaHUX PO 0CO0Y,
110 3aMOBUJIA TIOCIIYTH, T JIOTIB JOCTYIY JI0 CalTy;

5. Anam3 Malware. Skmo dyepe3 QIUUHT PO3MOBCIOIKYBAIOCS
mkimBe 113, Bunmyuntu ioro 3pa3ok Ta HanpaBuTu Ha KTE.

6. Jonur norepninux. Jlonuraru ocio, siki OTpUMaiu JUCTH a00 BBEIU
CBOI JIaH1 Ha (PIIIMHTOBOMY CaMTI, 1110/10 OOCTABUH MO/1i Ta MOXKJIMBOT IIIKOIH.

Cumyayia 3. Mepedxcese 6mopeHeHHs  (CKAHYBAHHA — MeEpedici,
eKCNlyamayisi 8pasiueocmet, OMpUMAanHs 00CMyny 00 6HYMPIUHIX pecypcis
be3 izuunoco docmyny).

ANTOpUTM JI1i:

1. Ananmiz goriB Oe3neku. 310paTd Ta MpoaHaNi3yBaTh JIOTU
MDKMEpPEKEBUX €KpaHIB, CHUCTEM BHSBJICHHS/3aMI00ITrAHHS BTOPTHEHHSIM
(IDS/IPS), VPN-koH1IEHTpaTOpPiB, KOHTpOJIEpIB 1oMeHY (Active Directory);

2. Amnam3 mepexeBoro tpadiky. IIpoanamzyBatu nani NetFlow a6o
noBH1 gamnu Tpadiky (PCAP), sKmo BOHM JOCTYIIHI, JiJIi BUSBJICHHS
AHOMAJIbHOI aKTUBHOCTI, HECAHKIIIOHOBaHUX 3’ €/IHaHb, CKAaHYBaHHS MOPTIB;

3. Imentudikamis mxepena. BceranoButu [P-agpecu, 3 sKux
3/11MCHIOBAJIOCS BTOPTHEHHS;

4. Inentudikaiiss CKOMIPOMETOBAaHUX BY3J1B. Bu3HauuTh, K1
KOMIT'IOTepU a00 CEepBEpU BCEPEIMHI MEpexi OyJlIM CKOMIIPOMETOBAHI.
3M1MCHUTH 1X OIJISII Ta BUIy4eHHsS 00pa3iB AUCKIB/IIaM AT,

5. THAPH. Ilomatu xmonoranus npo TP/ no iHTepHeT-mpoBaiifepiB
11010 BJIACHUKIB 30BHIilIHIX [P-afgpec, 11eHTu(ikoBaHUX K JHKEPEO aTaky.

Cumyayis 4. Buxopucmanusa wxkionueozo 113 (Malware) (3apadsicenns
KOMN tomepa 8ipycom, mposHOM, ransomware).

AJTOpUTM JI1i:

1. IBosawis. [30/m0BaTH 3apa>keHUI KOMIT FOTEP BiJ MEPEXI;

2. BunydenHs 3pa3ka. 3poOuTH o0Opa3 JucCKa 3apakeHOi CHUCTEMH.
CnpoOyBaTu 0€3MeYHO BUITYYUTH 3pa30K IIKIJIUBOTO (hailiy;

3. KomMmm’'oTepHo-TeXHIYHA EKCIEPTHU3A. [Ipu3HaunTn KTE
(TOCT1KEHHS IIKIJIMBUX TPOTPaMHUX 3aCO01B) JIS:

- BuU3HaueHHs Ttuny Ta @ysHkuionany IHII3 (kpagikka AaHHX,
mupyBaHHA, BiIaJIEHE YIIPABIIHHS TOILIO);

— BCTaHOBJICHHSI MEXaHI13MYy PO3MOBCIOJIKEHHS,

- igeHTudikamii komaHgHux 1eHTpiB (C&C cepBepiB), 3 SIKUMU
3B s3yBanocs HII13;

- BUsBJIEHHS 1HIIUX apredaxTiB (BOygoBaHi email, [P-agpecn);
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4. AmnHam3 MepexkeBoi akTUBHOCTI. [IpoaHanizyBaTu JIorM MEpexeBOro
oOJlalHaHHA Ha TMpeaMeT 3’€IHaHb 3apaxkeHoro komm'rorepa 3 C&C
cepBepamu a0o0 IHIIKMMH IT1A03PUIMMH PECYPCAMMU;

5. THAPH. Ilomatm xnonoranua npo TP momo I[P-agpec C&C
cepBepiB (SKILIO BOHU BCTAHOBJICHI).

AHaJ3 TUIIOBUX CUTYalll CBIAYUTH PO KPUTUUHY BaXKJIMBICTh (pakTOpa
yacy npu (ikcarli mudppoBUX J10Ka3iB. Y 0araTbox ClieHapisix, 0COOJUBO MPHU
DDoS-arakax, mBUIKOMY IU(PyBaHHI JaHUX MpOorpaMamMu-BUMaradyaMu ado
ABTOMaTUYHOMY OYMIIEHHI JIOT1B, KJIFOYOB1 HU(POBI CIIU MOXKYTh ICHYBaTH
Iy’K€ HETPUBAJIMN 4yac — roJuHU a00 HaBiTh XBWIMHH. CIliI40-onepaTUBHA
rpyna (13u4HO HE 3aBXKAU MOXE NPUOYTH Ha Micle O] IOCTaTHBO MIBUAKO,
1100 3aiKCyBaTH Takl MIBUIKOIUIMHHI JoKa3u. Lle miakpecitoe HeOOX1THICTh
MPOBEAECHHS TPEBEHTUBHOI pOOOTH 3 MOTEHIIITHUMU MOTEPIIMMH, OCOOIUBO
31 CHCTEMHMMHU aJIMIHICTpaTopaMu Ta CIyK0aMu Oe3MeKu KOMIaH1i, OaHKIB,
nepxxaBHux yctaHoB Ta OKI. BoHu moBuHHI OyTH MPOIHCTPYKTOBaHI IIO0
QITOPUTMY TMEPIIOYEProBUX 1A 31 30€pekEHHS UHUPPOBUX JOKA3IB
(HampukJiaJ, HeraliHe 30€pEKEeHHSI BCIX PEJICBAHTHHMX JIOTIB, 3HATTS JIaMIIiB
OMEpPAaTHUBHOI  MaM ATl  KPUTUYHUX  CEpBEpPIB, THUMYACOBA  130JISLIIS
CKOMIIPOMETOBAHMX CHUCTEM BIJ Mepexi, ¢ikcaiis yacy mofii) Ime 10
NpuOyTTsl MPaBOOXOPOHIIB. HasgBHICTP TakuxX BHYTPIIIHIX MPOUETYP
pearyBanHs Ha 1HIUAEHTH (Incident Response Plan) Ta ix m1oTpuMaHHs 3Ha4HO
MIJIBUIY€E IIaHCH Ha 30€PEKEHHS BAXXKJIMBUX JIOKA3IB 1, SIK HACIIJOK, HA
YCHILIHE PO3CHIAYBAHHS 3JI0UHHY.

4.3. 3a0e3neyeHHs JaHUora oesnepepBHocti qokasis (Chain of
Custody)

st Toro mo6 uu@pouil 1oka3 OyB BU3HAHUW JOIMYCTUMHM Y CY/II,
HEOOX1JTHO JIOBECTH, IO BIH € aBTEHTUYHHUM (TOOTO TUM CaMHuM, 110 OYB
BWJIYYEHUI) 1 110 KMOro IUIICHICTh HE OyJia MOpyIIeHAa MNPOTATOM YChOIO
nporecy posciiayBaHHs. lle 3abe3neuyeTbesi JOTPUMAHHSM MPOLETYPH
«aniora o6e3nepepBHocTi aokaziB» (Chain of Custody). Lls nmpouemypa
nepeadavae 6e3nepepBHE JOKYMEHTYBAaHHS BCIX €TamiB POOOTH 3 JOKA30M:

— usGNIeHHs ma i0eHmuikayis: e, KOJI1, KUM 1 3a IKUX 00CTaBUH OYB
BUsIBJIIEHUI upoBUI J0Ka3 (HOC1 1H(popMarlii);

— BUIyYeHHA: SIK, KUM 1 3a JIONOMOTOI0 SIKHX 3aco0lB J0Ka3 OyB
BWIyYEHUU (HAMpUKIIAJ, CTBOPEHHS o0pa3y aucka). dikcailis mo4aTKOBOL
XeII-CyMH;
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— mpancnopmyseanus ma 36epicants: SIK J10Ka3 TPAHCIIOPTYBaBCs Ta 1€
30epiraBcs, XTO MaB J0 HbOT'O JIOCTYTI,
— nepedaua: KOXXHa Iepeaayda Jokazy MDK ocobamu (Bija CIIYOrO 10
crieriaiicTa, Biji CHeIiagicTa 10 eKCrepTa, IOBEPHEHHS CI1T40OMY) MOBUHHA
OyTH 3aJOKyMEHTOBaHa 13 3a3HAYEHHAM JaTH, 4Yacy, METH Iepenayl Ta
MIJMMCaMHU 0C10, 1110 IepeAannd Ta OTPUMAIIN JT0Ka3;
— aHani3: ONUC 11K, 1110 MPOBOJIUIIUCS 3 JOKa30M (HOro KOII€r0) mij] 4ac
JTOCHIKEHHS UM ekciepTusn. Dikcallis KIHIIEBOI XelI-CyMU (Mae 301iratucs 3
MMOYaTKOBOIO, SKIIO aHaI13 MPOBOJIUBCS HA KOMii).

Jlns  cripomieHHs Ta CTaHJapTU3allii

IbOrO MPOLIECY JOILILHO

BUKOPHUCTOBYBATH  cHemianbHl  GopmMu  (IPOTOKONM,  aKTH)  JJIA
JOKYMEHTYBAHHS JIaHIIoTa Oe3nepepBHOCTI (Taou. 4.1).
Tabnuusa 4.1
Jlanuror 0e3nepepBHOCTI HM(PPOBUX J0KA3IB (MpuKIaL GopMHU)
. XTO
Ornuc nokazy Ais BHUKOHAB/ Xro
. Xerm-cyma (BwiTyueHHs1/ OTpPHMaB Mera
Ne (Tun Hoclis, . nepeaas .
... _|(anroputm™, | JaTa/uac Micre mii nepenaya/ (ITIB, nepeaayi/
3/1 [Moziesb, CepifHMUIA . (TT1B, .
No.i 3HAYEHH) 30epiranHs/ mocaga, | HPUMITKU
o, iHIIIE) . rocaja, )
aHaJi3) ) TIAITHC)
T JITHC)
Kopetkuii  muck . . ..
Seagate M. Kuis BunyuenHns Coimamit — Ciewiamicr st
& SHA-256: [15.10.2023 ' ™12 Iy Tetperko [[BaHeHKO
1 |ST1000DMO10, ) BYJ1. XPEIATHK, i yac CTBOPEHHS
) e3b0c442...|/14:30 [1.11. L1
S/N: 1, kab. 5 00IIYKY . ; 00pazy
INTXXXXX (migmuc)  |(miamuc)
) . Creriamicr [Caigunii = |O6pas3
5 O06pa3 JTUCKA iﬂgéiﬁ 15.10.2023 E'OHOKE:;’I C:I}::' CtBopeHHs |[BaneHko |[leTpeHKO |CTBOpEHO,
ZN1XXXXX.E01 “1/16:00 FIHMHD ’|oOpasy LI [1.I1. OpUTiHAT
(obOpa3sy) 15 ; .
(migmuc)  |(miamuc) - |omedyataHo
M. KwuiB, Byn Coiauii |Erenepr fﬂ;e €HHA
3 O6pas nuckalSHA-256: (16.10.2023 B.ono I/IMIiI Cbza'l'lepez[aqa [letpenko |CumopeHKO KI')FE s
ZN1XXXXX.E01|alb2c3d4...|/10:00 AMMHPCRKD, | cemepry  [TLIL C.C.
15 . . (moctaHoBa
(migmmc)  |(miamuc) Ne 123)
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Po3nin 5. BUKOPUCTAHHS MOKJINBOCTEHN
MIJIPO3A1JIIB KPUMIHAJIBHOI'O AHAJII3Y
HAIIIOHAJIBHOI OJIIIII YKPAIHU

5.1. PoJab Ta ¢pyHKUII MiAPO3ALIIB KPUMIHAJIBHOIO aHAJI3Y

[Tinpo3aimn kpuminansHoro anamsy (IIKA) — e BigHOCHO HOBa, ane
HaJI3BUYAHO BaXkJIMBa CKJajoBa cucremMu HarioHanpHOI modiiii Ykpainw,
sKa 3a0€3MeUy€e aHaIimuuHy niOmpuMKy OnepamusHo-ciyico08oi ma ciiovoi
(po3uiykogoi)  OisinbHocmi,  COPUSIOUM  TIJBUIICHHIO  €(DEKTUBHOCTI
pOo3cIiyBaHHs KpUMIHABHUX MpaBoropyeHs. Jlo dynkuii [IKA Hanexats:

— 30ip iHopmayii. Arperailisi JaHUX 13 PI3BHOMAHITHUX JKEpeE, SIK-OT:
BitomMul 0a3u nanux (IITHIT Ta 1H.), Marepiaiiv KpUMIHAIBHUX MPOBAKEHbD,
iH(opmaIrisg BiJl onepaTuBHUX Miapo3/iiiB, BIAKpUTi mKkepena (OSINT), nani
BIJI IHIIUX JIEPKABHUX OPTaHIB;

— 0bpooxa ma ananiz. Cucremaru3atis 310paHoi 1HPopMallii, mepepipka
il JOCTOBIPHOCTI, BUSIBJICHHSI B3a€MO3B’SI3K1B, 3aKOHOMIPHOCTEN, aHOMaTiil Ta
TEHJICHIIH y 3JIOYMHHIM JISUIBHOCTI 3@ JIOMOMOTOK0  CIeIiali30BaHUX
aHAJITUYHUX METOJIB Ta MporpamHoro 3adesnedeHHs (Hanpukiag, IBM i2
Analyst’s Notebook);

— nideomosxka ananimuuynux npooykmie. CTBOpPEHHSI HAOYHUX Ta
3MICTOBHMX QHAJITUYHUX JOKYMEHTIB [JI1 CHIIYUX Ta OINEpPaTUBHUX
MpaliBHUKIB: aHAJTITUYHUX JIOBIJOK, 3BITIB, CXe€M 3B’s3KiB (MDK ocob0amu,
KOMMaHisIMU, TeleoHHMMH Homepamu, [P-agpecamu, (diHancoBuMu
TpaH3aKUIIMH); 31HCHEHHS T€OIPOCTOPOBOIO aHaji3y, MIPOTHO31B PO3BUTKY
KPUMIHOTE€HHOI CUTYaIIil.

5.2. MopeJb B3aEMOAIl «CJIiTUMHA — KPUMIHAJTbHUN AHAJITHKY.

EdextuBHicts BukopuctanHsa mnoteHmiany [IKA  6e3nocepeaHno
3aJICKUTHh BiJl HAJAroMpKEHOI B3aeMOJIT MDK CHIIUUM (SIKUM 3I1HCHIOE
JIOCYJIOBE PO3CJIIIyBaHHS y BIAMOBIIHOMY KPUMIHAJIBHOMY MPOBAHKEHHI) Ta
KpUMIHAJIbBHUM aHamTHUKOM. Ll B3aeMopis Mae Oa3yBaTHCsi Ha MPUHIUIIAX
e(heKTUBHOI CITIBIpalll Ta OOMIHY 1H()OpMaLIIEO.
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Iniyirosanusa  63aemooii: cmiguuii Moxe 3BepHyTtucs 10 [IKA 3
KOHKPETHUM 3allUTOM (JIOPYYEHHSIM) Ha TMPOBEICHHS AaHAJIITHYHOIO
JOCIIKEHHS. 3anmuT Ma€ 4YiTKO (OpMYJIIOBaTH 3aBJAHHS [JIs aHAIITHKA
(HampuKiaa, BCTAHOBUTU 3B’S3KA MUK (irypaHtamu, MpOaHAI3yBaTU
(b1HaHCOBI MOTOKH, 1IEHTU(PIKYBATH MOXKJIUBUX CIIIBYYaCHUKIB 32 LIUPPOBUM
ciigom). Caigunii MOBUHEH HAJATH aHANITUKY MAaKCUMAaJIbHO MMOBHY BUXIJIHY
1H(opMalio 3 MarepiaaiB IPOBAKEHHs. AHAIITUK TaKOX MOXKE 1HILIIOBATH
JOCIIIJIXKEHHSI HA OCHOBI BHSIBJIEHUX HUM 3aKOHOMIPHOCTEN YU 3arpo3.

Cninbna pobOoma: BaXIVMBHM € CHIJIbHE OOTOBOPEHHS CIITYMM Ta
aHAJITUKOM OTPUMAHMX PE3YyJIbTATIB aHaI13y, BACYHYTUX BEPCiil, IIIaHyBaHHS
MOAAIBIINX CIIAYAX PO3LIYKOBUX /I Ta ONMEPaTUBHO-PO3IIYKOBUX 3aXO/IiB.
AHaJIITUK MOXE JIOTMIOMOITH CJIIIYOMY MOOAUYUTH HEOYEBUAHI 3B’A3KH a00
HOBI HanpsMH PO3CII1TyBaHHS.

Buxopucmaunns pesynomamis: aHamITAUYHI TPOAYKTH (CXEMH, 3BITH)
BUKOPUCTOBYIOTHCS CIIAUYUM JIJISL:

- IUIaHYBaHHS CHIAYMX M1 (BU3HAUYCHHS OC10 JJIsI IOMUTY, MICIb JJISI
0OILIYKY);

- (¢opMyBaHHS JOKa30BOi 0a3u (QHANTUYHI JOKYMEHTH MOXYThb
JOJIydaTUCsl JO0 MarepiajliB MPOBA/PKCHHS K JOJATKM JO IPOTOKOJIIB,
panopriB);

-  MIATOTOBKMA KJOMOTaHb N0 Cyay (Halpukiaa, OOIpyHTYBaHHS
HeoOxigHocti TP/l abo oOpanHs 3am001>KHOTO 3aX0/1Y).

360pomHuti 36’530K. PEKOMEHIYETHCA, 00 CHITYUNA CHUCTEMATUYHO
iHQOpMyBaB aHANITHKA MPO PE3yJbTaTH MEPEBIPKU HagaHOi iHoOpMarlli Ta
peryiasipHO HaJaBaB BIJOMOCTI MPO MOTOYHUN CTaH pO3CIiTyBaHHSA, IO
cripustTiMe €(EeKTUBHIA B3a€MOJIi Ta MIJBUIICHHIO SKOCTI aHAJIITHYHOIO
CYNPOBOJY KPUMIHAJIBLHOIO MTPOBAIKECHHS.

5.3. Tunm aHAJITHYHMX TPOAYKTIB, PEJIEBAHTHUX [JIf
NMPOBEACHHSA PO3CIAIAYBAHHA KPHUMIHAJIBHUX NPaBONOPYUIEHb,
kBajdipikoBanux 3a cr. 361 KK Ykpainun

[linx 4yac poschigyBaHHS (akTIB HECAHKIIOHOBAHOI'O BTPYYaHHS
MIJIPO3IUINM KPUMIHAJIBHOIO aHaji3y MOXYTh HAJaTU CITUOMY QHANIMUYHI
mamepianu, wo CNPUsAIOMb KOMNAEKCHOM) PO3YMIHHIO 3104 UHHOI OISIbHOCHIL.
OOHUM (3 KTIOYOBUX IHCMPYMEHMIB € aHali3 36 a3ki6 (Link Analysis), mo nae
3MOTY BI3yasli3yBaTH Ta JOCHIAUTH B3a€EMO3B’SI3KM MIK PI3HUMH 00’ €KTaMU
PO3CIIITyBaHHs, 30KpeMa:

— (irypaHTamu crpaBuy;

36



— [P-agpecamu Ta iXHIMU BJACHUKaMU;

— JOMEHHUMH IMEHaMU Ta XOCTUHI-IPOBaiiiepaMu;

— (iHaHcOBUMH TpaH3akIisMu (omuiata XOCTUHTY, IIepeKasH,
OTPUMAaHHS KOIITIB);

— TenedponHuMu HoMepamu Ta IMEI-ipuctposimu;

— QaKayHTaMHM y COLIAJIBHMX Mepekax 1 HIKHEMMaMH Ha OHJIAWH-
atdopmax.

3aCTOCYBaHHSI TAaKOIO aHali3y JO3BOJIIE BCMAHOBUMU MONCIUBUX
CNIBYYACHUKIB,  OpP2aHi3amopis, NOCEPeoHuKie, a TaKOX GU3HAYUMU
CMPYKMYpY ma cnocio 63aemooii 3104UHHOI 2pynu.

Ananiz yugpposoeo cnidy: cucremaruzailis Ta KOMIUICKCHUN aHai3
BEJIMKUX MAaCHUBIB LU(POBUX AAHUX, OTPUMAHUX 13 PI3HUX JOKEpen (Joru
cepBepiB, AaHl mnposainepiB, pesdyabrath KTE, mani OSINT). Mera —
PEKOHCTPYIOBATH XPOHOJIOT110 MO/I1# 3JI0YMHY, BCTAHOBUTH MTOCIIAOBHICTb J11
3JIOBMUCHHKA, 11eHTU(IKyBaTH BUKOPHUCTAaHI THCTPYMEHTH Ta
1HbPACTPYKTYpY.

lIpogpinosanus (Profiling): Ha OCHOBI aHali3y CIIOCOOY BYMHEHHS
3J104MHY (0OpaHuil BEKTOp aTaku, PIBEHb TEXHIYHOI CKJIAIHOCTI, THI I,
3QJIMIIEHI CIIIJIM) AHAIITHK MOYE CIPOOYBAaTH CKJIACTH MMOBIpHUN MpodUIb
3JIOBMUCHHKA a00 rpynu (piBeHb KBaTi(iKallli, MOXKIIMBI MOTUBU, HAJIEKHICTh
710 TIEBHUX XaKEPChKUX YIrPYIOBAaHb).

Cmpameziynuti ananiz: aHaili3 cepli OMHOTUIHUX 3JIOYMHIB 3a CT. 361
KK VYkpainu a1 BUSBJIECHHS 3araJIbHUX TEHJCHI[INA, HOBUX CXEM Ta CIOCOOIB
HCB, 1nentudikaiiii opranizoBaHuX 3JIOYMHHUX TPYI, IO CHEIaTi3yIOThCs
Ha MeBHUX BHUJIAX KiOeparTak, OLIHKY 3arpo3 JJIs NEBHUX CEKTOPIB (HAITPUKJIIA],
0aHKIBCHKOI'O YW EHEPreTUYHOro). Pe3ylnbTaTh CTpaTEriyHOTO aHaJli3y
BAYKJIMBI JIJIs1 BUPOOJICHHS PEBEHTUBHUX 3aXO/IB.

PoscnigyBaHHs KiO€p37104YMHIB, OCOOIMBO CKJIQJHUX Ta MACIITAOHUX,
HEMHUHYYE TIOB’si3aHe 3 OOpOOKOI BEIMYE3HUX OOCSTIB  PI13HOPIIHOI
iH(dopmarii: riradaiitu nor-gdaiinis, Tucayl [P-aapec Ta TOMEHHUX 1MEH, COTHI
a00 Tucs4l (DiHAHCOBUX TPAH3AKIIIN, JaH1 3 0araThox Jxepen. Ciiiunii, HaBITh
JOCBITUCHMH, (DI3UUYHO HE B 3MO31 CAMOCTIMHO «IIE€PETPaBUTH» TaKHUM IMOTIK
JAaHUX, BUSIBUTA B HbOMY NPHUXOBAHI 3aKOHOMIPHOCTI Ta KJIIOYOBI JOKa30BI
eneMeHTH. CaMe TYT KpUMIHAJIbHUIN aHATITUK CTa€ HE3aMIHHUM TTOMIYHHUKOM.
BukopucroByrouu criemiaiizoBaHe NporpaMHe 3a0e3NedYeHHs Ta aHAIITHYHI
METOJIUKH, BIH MOXe€ €e(EKTUBHO OOpOOJISATH BEIMKI MAacCUBHU JaHUX,
Bi3yasIi3yBaTH CKJIQJIHI 3B’SI3KW, BUSBIATH aHOMAJli Ta HaJaBaTH CI1T4OMY
KOHIICHTPOBaHY, CTPYKTYpOBaHy iHQopmaIlio, ska € HTpUIATHOI IS
NPUUHATTA OOIPYHTOBAaHUX MPOLECyalbHUX pilleHb. TakuM YUHOM,
KpUMIHAJIBHUI aHaJi3 NePETBOPIOETHCS 3 JOMOMIKHOI (PYHKIIITI HA KIFOUOBUM

37



IHCTpYMEHT pO3CIIIyBaHHs, M0 JO03BOJIsIE Toxodaru 1Hdopmamiine
MEPEBAHTAKEHHS CJIITYOr0 Ta CYTTEBO MIJIBUILIUTH €PEKTUBHICTh POIKPUTTS
CKJIQJIHUX K10€p3JIOUHHIB.

VY3aranpHeHHI TEpeiK TUIIB aHATITUYHUX MPOAYKTIB, SKI JTOLIJIBHO
BUKOPUCTOBYBATH MiJ Yac JIOCYJOBOIO PO3CIIIyBaHHS KIOECpPIHUUEHTIB 3a
ct. 361 KK Ykpainu, MokHa HOJUIMTH HA CIM OCHOBHUX TPYII, 4 CaMe:

1. Texniuna (yughposa) ananimuxa.

Mema: ineHTU(IKYBaTH MEXaH13M, MacllITaOu Ta JHKepeso BTPYYaHHS.

lIpuxnaou npooyxkmia:

36im  yugposoi kpuminanicmuxu (Digital Forensics Report) —
pe3yJbTaTH aHali3y BWIYYEHHUX KOMII FOTEpPIB, CEpPBEPIB, MOOIIBHUX
MIPUCTPOIB, JIOTIB.

Mema: BCTAaHOBUTHM TEXHIYHI OOCTaBMHM HECAHKI[IOHOBAHOI'O
BTPY4YaHHsI, OTPUMATH JOKA3H MAHIMYJALIN y cucTeMax ado MpUcTposix.

3micm 36imy: onuc 00 €KTIB JIOCHIIKEHHS: BHJIYYE€HI KOMII IOTEpH,
cepBepH, MOOUIBHI MPUCTPOI, 30BHILIHI HOCIi, XMapH1 aKayHTH.

Memoouxa oocniddcenns: 3a3HAYAIOTHCA 1HCTPYMEHTH (HAIPUKIA,
FTK Imager, Autopsy, EnCase), nopsmok komitoBaHHs naHux (forensic
image).

Pezynomamu ananizy:

— 3HaiJieHo (aiiau, cTBOpeH1 ado 3MIHEHI1 ITiJ] Yac Mo/Iii;

— BHSBJICHO CJIIJIM BUAAJICHHS/IIUPpYyBaHHS 1H()OpMaIii;

— 3paiiicHeHo aHamiz cucremHux Jorie (Windows Event Viewer,
syslog);

— BCTaHOBJICHO ICTOPIIO Opay3epa, JIUCTyBaHHsI, OOMIHY (aiyiaMu;

— 3HAICHO LIK1JIMBI POrPaMU YU CKPUIITH.

Bucnosku: 1 ITBEPKEHHS abo CIIPOCTYBaHHS dakty
HECAHKI[1I0HOBAHOTO JOCTYITY.

3Hauenns Ons cnidwoeo: Aa€ 00’ €KTUBHI TEXHIUHI JIOKa3UW BTPYYaHHS
(d4ac, KopuCTyBad, Aii, 3aCO0U), K1 MOXKHA JIOJTYYUTH 10 MAaTepialiB CIIPABH.

Incmpymenmu.:  Autopsy, EnCase, FTK, Magnet Axiom, X-Ways
Forensics.

Mepesicesurt amnaniz (Network Traffic Analysis) — xapta 3B’SI3KIB,
[P-anpec, MapuipyTiB Tpagiky, 4acy akTUBHOCTI.

Mema: BUSIBUTH JDKEpENa, HAPSIMKUA Ta XapakTep OOMIHY TaHUMH MIXK
MPUCTPOSMH, BCTAHOBUTHU (PAKT 1 CIIOCIO HECAHKI[IOHOBAHOI'O JOCTYIY YeEpe3
MepeXKEBI KaHAJIM.

3micm auanizy: ONUC MEPEXKEBOI IHPPACTPYKTYPH: JIOKAIbHA MEpEXKa,
IUTIO3H, MAPUIPYTU3ATOPHU, CEPBEPH, TOUKH TocTyny Wi-Fi.
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Jxepena nanux: ¢aiinu xypHams (firewall logs, router logs), nammu
tpadiky (PCAP), NetFlow-3BitH, )xypHaiu IDS/IPS-cucrem.

Memoouxa docniddcenns:

— (bikcauis mepexxkeBoro Tpadiky (tcpdump, Wireshark, Zeek);

— aHami3 noprtis, [P-aapec 1 nporokoms (HTTP, HTTPS, SSH, DNS, FTP);

— 1o0yoBa rpadiB B3aeMo/il Mk By3namu (network map);

— (inbTpanis miao3piaoi aKTUBHOCTI (aHOMallbHI 3’€qHAHHS, BEJIMKI
o0csru nepeaadi, miI03puil JOMEHH).

Pezynomamu ananizy:

— Bu3HaueHo [P-anpecu mxepen 1 mpuitMadiB Tpadiky Iij yac moiii;

— BUSBJICHO HE3BUYHI 3’€JIHaHHS a00 KOMYHIKAIlli 13 30BHIIIHIMHU
cepBepamu;

— BCTAHOBJICHO Yac Ta TPUBAIICTb M1A03PUIAX CECI;

— BUSBJIEHO BUKOpUCTaHHA TyHemtoBaHHs, TOR abo VPN;

— 3/I1IICHEHO PEKOHCTPYKIIIIO MapIIPYTiB Mepeaadi JaHUX.

Bucnoexu: 1103BOJIsSIE BIATBOPUTH MEPEKEBY AKTUBHICTH Yy MOMEHT
IHIMICHTY, BCTAaHOBUTH, SIKI CHUCTeMM OyJd 3aisHi, XTO IHII[IFOBaB
MAKTIOYCHHS Ta SK1 JaHl MOTJIM OyTH MepeaaHi.

3HauenHsi 0N cni0u020: HANAE MOXIIUBICTH BCTAHOBUTH JIKEPEIIO
KiOepaTaku, KaHaJIu BUTOKY 1HQopMalli Ta 4acoBY MOCJIJIOBHICTh MOAIH, a
TaKOXK IMIJTBEPIUTH ab0 crnpocTyBaTH (aKT B3AEMOJI MK O0’€KTaMu
PO3CIIITyBaHHS.

Incmpymenmu: Wireshark, Zeek (Bro), NetworkMiner, Splunk, ELK
Stack  (Elasticsearch, Logstash, Kibana), SolarWinds, NetWitness
Investigator.

Xpononoeis nodii (Incident Timeline) — pexoncmpyxyis nociiooeHocmi
Oill 3106MUCHUKA (TIO2IHU, 3aNYCK WKIOAUBUX (alinie, 3MIHU 8 cucmeMi).

Mema: BITHOBUTH TIOBHY YAacOBY KAapTUHY TIOAli, BCTAaHOBUTHU
MOYaTKOBUIM BEKTOP aTaKH, PO3BUTOK 1IHIIUACHTY, JIli 3TOBMUCHHKA Ta PEAKIIIO
CUCTEMU OE3IEKH.

3micm auanizy: jpKepena 4acOBUX JaHUX: CUCTEMHI KypHajau IMOJIH
(Windows Event Logs, syslog), meTagani ¢aiiniB, >KxypHaau cepBepiB, JaHi
aHTUBIpycCiB, Oekanu, mnoBioMJIeHHS SIEM-cuctem; 4YacoBi  MITKH
(timestamps) moxlii: CTBOpeHHs/3MiHA  (haiiB, 3amycK  IPOIIECIB,
II1JIKJIFOYEHHS 0 MEPEXKI1, BX1]] KOPUCTYBaUiB y CUCTEMY.

Memoouxa docnioxcenns:

— CHHXPOHI3allisl YaCOBUX 30H PI3HUX JHKEPEIT,;

— nmoOypaoBa JiHii yacy nojii (timeline reconstruction);

— knacu@ikamis i 32 TUOAMU:  TIATOTOBKA, TMPOHUKHEHHS,
3aKpIIJIEHHS, BUKOHAHHS, €KC(PINIbTpallisl, MPUXOBYBaHHS,
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— BHUKOPHCTAHHSI 1HCTPYMEHTIB Il aBTOMAaTUYHOTO aHaJi3y 4YacOBUX
MOCJI1JIOBHOCTEH.

Pezynomamu ananizy:

— BCTAHOBJICHO MOMEHT MEPBUHHOIO JIOCTYITY JO CUCTEMU;

— BUSBJICHO IEpIIl O3HAaKM KoMIpomeTauii (migo3piial JIOTIHHM, 3MiHa
IpaB JOCTYIy, BCTAHOBJICHHS LIKIJIMBUX (DAiliB);

— BIATBOPEHO Jii KOPUCTYBAYiB 1 3JIOBMHCHHUKIB y XPOHOJOTTYHOMY
MOPSIZIKY;

— BHU3HAYEHO Yac peakiiii cucteM Oe3neKku ado mepcoHay;

— CTBOPEHO YacOBY JAlarpamy pO3BUTKY MOAII.

Bucnoexu: XpOHOJNOTTYHUIN aHaJi3 HaJa€e 3MOr'y BU3HAUUTU MMOYATKOBY
TOYKY 1HUUJCHTY, TMOCIIJOBHICTH Ji¥, MacmTad HACHIJKIB 1 BCTAaHOBUTH
JIOT14HI1 3B’ SI3KA MIXK PI3HUMU IU(DPOBUMHU JOKA3aMHU.

3HauenHsi Ons1 cai04o2o: JO3BOJIAE MIATBEPAUTH ab0 CIPOCTYBATH
MOKA3aHHsA YYaCHUKIB TMOMil, OOIPYHTYBAaTH BEPCIIO CIIJCTBA, a TAaKOX
3a0€31eYUTH JO0Ka30BY O€3EPEPBHICTD Y CY/II.

Incmpymenmu.: Autopsy Timeline, Plaso (log2timeline), Timesketch,
ELK Stack (Kibana), Magnet AXIOM Timeline, Sleuth Kit, FTK Imager.

Hash-ananiz — 36im npo ynikaneui yugposi siooumku ¢aiinie O
BUSAGIEHHS 3MIH.

Mema: niepeBIpUTH LUIICHICTh IU(POBUX 00’ €KTIB, BUSBUTH O3HAKU
BTPY4YaHHs, BCTAHOBUTH TOTOXHICTh YM BIJMIHHICTH (DailiniB, MiJATBEPIUTH
ABTEHTUYHICTEH JOKAa31B.

3micm 36imy:

— 1IeHTU]IKALlSl  KOHTPOJIBHUX CcyM  (GaiiB 32  JONOMOIOKO
kpunrorpadgiyaux anroputmiB (MDS, SHA-1, SHA-256, SHA-512);

— TOPIBHAHHS OTPUMAHMX XEMI-3HAYEHb 3 €TAJIOHHUMH 0a3aMu JaHUX
(manmpukiiaa, NSRL, VirusShare, Project VIC);

— BUSABJICHHS (pailiniB, K1 3a3HAJIA 3MIH Yy TIPOIIECI MO/1i a00 MICIIsl HEl;

— MATBEPHKEHHS IUIICHOCTI HU(PPOBUX JTOKA31B IICJISI KOMIIOBAaHHS YU
nepeayi.

Memoouxa docniddcenns:

— CTBOPEHHSI X€II-3HA4Y€Hb II1JI 4Yac KomitoBaHHS JaHux (forensic
imaging);

— TOPIBHAHHS OTPUMAHMX XE€IIIIB OPUTIHATY Ta KOIIIi;

— aBTOMATUYHUM aHai3 BEIUKOI KUIBKOCTI (ailliB 3a JOMOMOTOIO
CIEel1alI30BaHUX 1HCTPYMEHTIB;

— JIOKYMEHTYBaHHsSI pE€3yJbTaTIB y MPOTOKOMl JJs MOJAJIBLIOTO
BUKOPUCTAHHS Y KpPUMIHAIBHOMY MTPOBA>KEHHI.

Pezynomamu ananizy:

— BUsIBJIEHO (hailyin, 1o Oy 3MIHEH1 a00 MiMIHEH] TICIIsl MO/Iii;
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— MATBEPKEHO ITICHICTh HA(PPOBHUX JOKA31B, IO JOJIY4atOThCs /10
CIIpaBUy;

— BCTaHOBJICHO 30I1r 200 pO301KHOCTI MK XEII-3HAYCHHSIMM KOIIi Ta
OpHUT1HAIY;

— 3adikcoBaHo (akTH 3HULIEHHA a00 danbcudikarii iHdopmarri.

Bucnoexu: Hash-anam3z € KIIO4YOBHMM  e€JIeMEHTOM  LudpoBoi
KPUMIHAIICTUKHA, 110 TapaHTye JI0KAa30BY JIOCTOBIPHICTH pe3yJbTariB. BiH
3a0e3neuye MOXKJIMBICTh MEPEBIPUTH, IO KOJACH HUPPOBHIL 00’€KT HE OyB
3MIHEHUH 13 MOMEHTY MOT0 BHIIy4EHHS.

3HauenHsi Ona  Cnioyo2o: JO3BOJISAE€ MATBEPAUTH LUICHICTH 1
ABTEHTUYHICTh LIU(PPOBHUX JOKA31B, @ TAKOXK CIPOCTYBATH MOXJIMBI 3aKUIU
1100 iX MAPOOICHH a00 MaHIMYJIAIIH.

Incmpymenmu: FTK Imager, Autopsy, HashMyFiles, mdSdeep /
hashdeep, Magnet AXIOM, EnCase, X-Ways Forensics, OSForensics.

Malware Analysis Report — po36ip npocpamuozo kody wikioausozo 113,
WO BUKOPUCTNOBYBABCS OISl AMAKU.

Mema: BUSBUTH, JOCIIIATU Ta onucatu xapakrepuctuku LII3, sxe
BUKOPUCTOBYBAJIOCS I HECAHKIIOHOBAHOTO BTPYYaHHs, BCTaHOBUTHU
MEXaHI3MH 3apa)xXCHHs, PYHKIT IKIJIMBOTO KOy Ta JKepesia MOXOKEHHS
aTaKH.

3micm 38imy:

— OIKMC 3HAAEHUX 3pa3KiB IIKIIIUBUX (aiiiB (BUKOHYBaH1 (hailiu,
CKpUNTH, 010JTI0TEKHU, MAKPOCH TOIIIO);

— BusHaueHHs tuny III3 (TpostH, OGekmop, Bipyc, KpPHUITOJIOKED,
mnuryHebke [13, 6oTHeT-areHT);

— aHaJI3 NOBEAIHKH MPOTrPaMH ITiJl YaC BUKOHAHHS;

— OIIKC CMOCO0IB MPOHUKHEHHS Yy cUcTeMy (depe3 (DIIIMHTOBI JUCTH,
eKCIUIONTH, 3apaxkeHi BeOcaiitu, USB-HoCI1);

— OIIHKA IIKOAM, 3aBJJaHO1 CUCTEMAaM YU MEpexkKaMm.

Memoouxa docniddxcenns:

— CTaTUYHUM aHa3: JOCJIDKEHHS CTpyKTypu (aiiny 06e3 MHoro
3alyCcKy, aHajll3 CUTHATYyp, IMIOPTOBAHUX 010/110TeK, (DYHKIIH, PAIKIB KO,
aNropuTMiB U(PYBAHHS;

— JWHAMIYHUM aHaji3: CHOCTEPEKEHHS 3a TMOBEIIHKOI 3pa3ka y
KOHTPOJIbOBAaHOMY cepeoBuIll (Ticounulll, sandbox);

— TiOpUIHMI aHali3: MOE€JHAHHS CTATUYHUX 1 JUHAMIYHUX METO/IIB
JUTsl BA3HAYEHHS TOBHOI KapTuHu podoTu II13;

— TIepeBipKa 3pa3kiB uepe3 0a3u antuBipycHux curnaryp (VirusTotal,
Hybrid Analysis, Any.Run, Joe Sandbox).

Pezynomamu ananizy:

— BCTaHOBJICHO JKEpEJIa 3apaKeHHs Ta LUIAXU nomurpenHs [13;
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— Bu3HaueHo [P-anpecu cepepi ympasiiHHag (Command & Control);

— BUSBICHO Moaym 300py  JaHUX, KEWIorepu, €JIEeMEHTH
npuxoByBaHHs (rootkits, obfuscation);

— orpuMaHo iHaukatopu kKommpomertanii (IoC), sxki  MoxHa
BUKOPUCTOBYBATH Y OJAIBIINX PO3CIIIIyBaHHSIX;

— BUSBIICHO B3a€EMO3B’A3KM MDK AaTakow Ta  IOMNEPEIHIMU
KIOEpIHIIUICHTaMHU.

Bucnoexu: Malware Analysis Report no3Bonsie inentudikysatu HII13,
Horo (pyHKIIIOHAJI Ta JIAHIIOT aTakW, 1[0 € KJIIOYOBUM ISl BCTAHOBJICHHS
BUHHHUX 0C10 1 3an001raHHs MOJAJILIIUM THIIUIECHTAM.

3HauenHs Ons crid4woeo: HaAa€e TEXHIYHI Aoka3u Bukopuctands III13,
OMHUCY€ MEXaHI3MM aTakWh, 3B A3y€ KIOEPIHUUJECHT 13 KOHKPETHUMU
TexHIuHuMU apTedakramu (IP, noMeHamMu, xermamMu, CUTHaTypaMHu).

Incmpymenmu: IDA Pro, Ghidra, OllyDbg, x64dbg, Cuckoo Sandbox,
Any.Run, Wireshark, PEiD, YARA, VirusTotal, Hybrid Analysis.

2. Ananimuxa nogedinkosaa.

Mema: BUWSBUTH 3aKOHOMIPHOCTI, MOTHBM Ta MOXJIMBI MHpodiii
K10€p3JT0UMHITIB.

lIpuxnaou npooykmia:

IIpogpatin 3noemucuurxa (Threat Actor Profile) — munoea noeedinka,
yacosi WabI0HU, MeXHIYHI IHCMPYMEeHmU, 38 S3KU.

Mema: 310pati Ta y3arajJbHUTH 1HGOPMALiI0 TPO KOHKPETHOTO
3noBMucHuKa abo rpyny (Threat Actor) nmnsa igeHTH]ikalii XapakTEpHUX
O3HAaK, MOJKJIMBHX MOTHBIB, TEXHIK 1 KaHaIIB IISTIBHOCTI, a TaKOX IS
I1JIBUILICHHS €()EKTUBHOCT] BUSABJICHHS Ta aTpUOYIli 1HIHUJICHTIB.

3micm 36imy (npocghatiny):

— 0a3oBa igeHTUdIKaIiHA iHpOpMaIlis: YMOBHA Ha3Ba IPYIN/aKTopa,
B1JIOMI TICEBJIOHIMHU, TIOTIEPEHI Omeparlii;

— MoTHBalisd Ta 1uUn  (KIOEP3JIOYMHHICTh  3apajdi  BUTOJM,
KIOEepIINUTYHCTBO, KiOEpBaH ai3M, AepKaBHA MIATPUMKA TOILO);

— TUIIOBUM apceHanl IHCTpyMeHTIB (malware families, C2 nomenwu,
¢dpeitmBopku — Metasploit, Mimikatz, Cobalt Strike Tomio);

— TtakTuku, TexHiku W mnpouenypu (TTPs) y tepminax MITRE
ATT&CK (pivoting, lateral movement, credential dumping, data exfiltration);

— YacoBl MIA0JIOHM aKTUBHOCTI (TOAWHM/JHI THOXKHS, CE30HHICTD,
«BIKHA» aKTUBHOCTI 3T1JHO 3 YaCOBMMH 30HAMHU);

— 3B’S3KM 3 IHIIUMH akTopamu/iHdpactpykrypamu (cmiibHi [oC,
MMOBTOPIOBAHI IOMEHH, 3arajibHi C2-cepBepu);

— BigoMi iHauKatopu kommpomeraii (IoC): xemn ¢aitms, [P-agpecn,
nomenu, URL, YARA-npasuia;
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— pIBEHb CKJIAJTHOCTI aTakK 1 HEOOX1H1 pecypcH (ITOYaTKOBUN CKPUIITED
1o nepxxasHoro APT).

Memoouka docnioxcennst (300py ma chopmyeauns npoghatiny):

— arperauis naHux 13 Biakputux mxepen (OSINT), po3BigyBanbHUX
6a3 (MISP, VirusTotal, AbuseIPDB), 3BiTiB mocTayaabHUKIB K10epOe3neKH;

— kopessisa TexHiunux apredakrtis (PCAP, moru, xeri) 3 BIIOMUMHU
TTPs;

— TUMYacoBUM (time-series) 1 TomoJjoriuHui (graph) anamiz mis
BUSIBJICHHS TIATEPHIB;

— BHKOPHUCTaHHS 1HCTPYMEHTIB s arpuoyuii: MISP, Maltego,
Recorded Future (3a HasiBHOCTI).

Pezynomamu ananizy:

— cdopmoBaHo J0cke Ha akTopa 3 nepenikoM TTPs ta 1oC;

— CTBOpPEHO YacoBl MpoQ 11l AKTUBHOCTI (Hanpukiad, «mk aiid —02:00—
06:00 UTC, i’ aTHULIS — HEIIIS»);

— CKJIQJICHO TEepeiK IHCTPYMEHTIB 1 CEPBICIB, SIK1 CJIiJi OJOKYBATH UM
MOHITOPHTH;

— 3I1MCHEHO OLIHKY MOXJIMBUX HACTYITHUX KPOKIB akTopa (retaliation,
lateral movement, data exfiltration).

Bucnosku: ipodaiisl 103B0IsI€ TPOTHO3YBATH MOBE/IIHKY 3JIOBMUCHHUKA,
CIpSIMYBaTd MOHITOPUHI Ha PEJIEBAaHTHI 1HIWKATOPU Ta MPlOpUTE3yBaTH
pearyBaHHsI.

3Hauenns Ona cnid4o2o: AA€ KOHTEKCT JUIsl pO3CiiayBaHHS (4 OyB
IHIUJEHT CHPSIMOBAaHUM MPOTH KOHKPETHOTO AKTOPA), JIONOMAra€ CKJIACTU
3anuTH i MITJ] 1 kopuryBaTu iyl aii.

Incmpymenmu ma oocepena: MISP, VirusTotal, AbuseIPDB, Shodan,
Threat Intelligence Feeds, Maltego, Recorded Future, MITRE ATT&CK.

Behavioral Pattern Map — mooenvb munosux 0itl y mepedici (KibepeicicHa,
00Xi0 3axucmy, IHOUKAMOoOpU KoOMIpomemauyii).

Mema: CTBOPUTH BI3yaJIbHY Ta OMIMCOBY MO/IEIb TUIIOBOI ITOCJI1JOBHOCTI
Nl (TaTepHiB) 3JIOBMUCHUKA y MEPEXIi, BIJl MIATOTOBKU A0 ekcpiiapTpartli, 3
BUJIJICHHAM KJIIOUOBUX 1HAMKATOpiB KoMmmpomeranli (IoC) Tta TOUOK
BTPYYaHHS JJI1 pearyBaHHsI.

3micm 36imy (kapmu no08eOIHKU):

— eranu ataku (Kill Chain / Cyber Kill Chain / MITRE ATT&CK
stages): Reconnaissance — Initial Access — Execution — Persistence —
Privilege Escalation — Lateral Movement — Collection — Exfiltration —
Impact;
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— 17 KOXKHOI'O €Taly — THIIOBI TEXHIKHA 1 MpUKIaAu (Hampukiai,
Initial Access: phishing, exploit public-facing app; Lateral Movement: SMB
abuse, Pass-the-Hash);

—  IHAMKATOPH KOMIIPOMETAIl] 17151 KOKHOTO eTany (11ao3piil JIOT1HH,
HE3BUYHI MPOLIECH, HECTaHAAPTHUW TpadiKk Ha NOpPTax, HOBI aBTOCTapPT-
3aIuCH);

— TOYKHM Ta crocobu obxonay 3axucty (oodyckaris, living-off-the-
land, Top/VPN, use of cloud services);

— pekomenaaii monao aetekimii (SIEM rules, EDR signatures,
network IDS/IPS npaBuia) Ta MUTTEBOTO pearyBaHHs.

Memoouka docnioxcenHs (cmeopenHs Kapmu):

—  aHaJ3 MUHYJIMX 1HIUJICHTIB 1 iXHIX JIOTB;

—  MamyBanH# 3HaneHnXx [oC Ha npuiiomn MITRE ATT&CK;

—  1moOynoBa BizyanbHUX Ipadib (node-edge) MmepekeBUX Ta XOCTOBUX
MTOIIH;

—  (¢dopmyBanHs criuckiB Aetekiii g SIEM/EDR.

Pesynomamu oocnioscenns:

—  CTBOPEHO Jiarpamy 3 €TarnamMu aTakd Ta CUTHajaMu (Harpukiaji,
«IKIo 3’sBUBCA mnpolec werfault.exe 3 HecTaHZApTHUMHU HapameTpamMu —
TPUTEPUTH TIEPEBIPKY»);

—  chopmoBano Habip npaBui Ayist SIEM/EDR (cniucok aeTekiiiiHnx
MpaBUJl 1 IPIOPUTETIB);

—  CKJIQJICHO TMEpeJliKk TNPEBEHTHUBHHUX 3aXOJIB (PKOPCTKI MOJITHKH
napoiiB, MFA, cerMeHTarIiiss Mepexi).

Bucnoexu:  Behavioral  Pattern Map  ngonomarae — mBHIKO
11IeHTU(IKYBaTH, HA IKOMY €Tari 3HaXOAUThCS 1HIUJICHT, Ta MP1OPUTE3yBATH
3aXO00U JUIA MIHIMI3AIll IIKO/IH.

3Hauennsi Ons  cnidwoeo: 3a0e3Meuyye  ONEPATUBHUM YEKJICT IS
imeHTudikaiii 1 OJOKYBaHHS aKTHUBHOCTEW, a TaKOX HaOOpU JOKa3IB IS
MOAAIBIIIOTO PO3CIIAYBaHHS.

Incmpymenmu: MITRE ATT&CK Navigator, Timesketch, Elastic
SIEM/Kibana, Sigma rules, YARA, EDR-mnarpopmu (CrowdStrike,
SentinelOne), Zeek (Bro), Suricata.

Cyenapii amak (Attack Scenarios) — npocHo3 MONCIUBUX HANDAMIB
nOOANbULO20 MPYUAHHSL.

Mema: miaroryBaTy Ha01p NPaBAONOAIOHMX CIICHAPIiB MOJATBIINX aTaK
abo eckanarlii Mojii, Mo IPYHTYIOThCS Ha BUsiBIIeHHX TTPs Ta moroyHomy
pIBHI 3arpo3u; 3a0€3MeYUTH OCHOBY JUIsl IUIAHYBAHHS 3aXMCHHUX 3aXOMiB 1
KOHTP3axO0/iB.

3micm 36imy (cyenapiis):
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—  KOpPOTKHMH omnuc cueHapito (Hampukian, «piuuar — RCE —
Ransomware deploymenty);

—  TepeaymMoBU 1 Tpurepu (1o MOrJo O 1HILIIOBaTH ClEHapidl —
MOJTITAYHI MO, MyOIiKaIlisi Bpa3JMBOCT1, CE30HHICTB);

—  KPOKH 3JIOBMHCHUKA (MIO€TaIHa MOCI1IOBHICTD J1i);

— TexHIuHl apredakTtu, gkl MOXyTb Oytu 3HaugeHi (loC: xem,
nomenu, [P, peectpaliiiii 3anucy, HE3BUYHI KOPUCTYBaul);

—  OuYlKyBaH1 Haciigkd (BTpy4aHHS B poOOTY CEpBICIB, BUTIK JaHUX,
(b1HaHCOBI1 BTpATH);

—  WMOBIpHICTH pearmi3allii Ta piBeHb BILMBY (Low/Medium/High) 3
OOTPYHTYBaHHSIM;

—  3aX0/u BHUSBIICHHS, IIOM’ SIKIIICHHS Ta B1AHOBJIEHH: (detect, contain,
eradicate, recover).

Memoouka docnidxcenHst (ni02omoexu cyeHapiis):

—  aHaJi3 icHyrouMX JaHux npo 3arpo3y (Threat Intelligence);

—  KOpeJIALis 3 JOKaJbHUMHU pU3UKaMu (BpasJiMBl cepBepa, KpUTUUHA
IT-indpactpykrypa);

—  KOHCYJbTaIlli 3 oONepaiiHuMu miApo3ainaMu  (Ki0eproiiis,
aZAMIHCEPBICH);

— TECTyBaHHSl CII€HApil0 y KOHTpPOJbOBaHOMY cepenoBuii (red
team/tabletop exercises).

Tunosi cyenapii (npuxknaou):

Phishing — Credential Harvesting — Lateral Movement — Data
Exfiltration.

HmogipricTs: Medium. Brmus: High.

Jlerekiisg: He3BWYHI JioriHu, migo3pial PowerShell-3anutu, Benuki
BUXI1JIHI 3’ €JHaHHS Ha He3HanoMl [P.

3axonu: MFA, OnokyBanHs IP/momena, aHai3 TMOIITH, HaBYaHHS
KOpPHUCTYBaYiB.

Exploit Public-Facing Application — Web Shell — Ransomware
Deployment.

Nmosipuicts: Medium. Brums: Critical (SKmo cepsep — 4YacTHHA
KPUTHYHOI 1HPpaCTpyKTypH).

Herexuis: He3BuuHl HTTP POST 3anutu, cTBOpeHHsS HOBUX (ailiiB y
BeOKkarajorax, anomainii CPU/IO.

3axoau: mBuakui matanHr, WAF, Oekarnm, cerMeHTaInisl.

Supply Chain Compromise — Malicious Update — Broad Compromise.

mogipuicts: Low/Medium. Brus: Very High.

JleTekiis: oqHOYACHI aHOMaJIii Ha 0araTb0X CUCTEMaXx IT1C/Isl OHOBIICHHS,
nianuc (aitinis 3MIHEHO.
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3axo/i1: KOHTPOJIb L1IICHOCTI OHOBJIEHB, ITIJIMUC TPOTYKTIB, OOMEKEHHS
MpaB JIsl OHOBJICHb.

Insider Threat — Unauthorized Data Access — Leak.

ﬁMOBipHiCTBZ Low. Bruus: High (kondineHiiitai naHi).

JleTexilisi: HE3BUYHI MOILIYKOBI 3alIUTH B CUCTEMAX, BEJIMKI €KCIOPTHI
oreparlli, I0CTyI MTO3MIHHO.

3axomu: DLP, aynut noctymy, noJiTHKA HAWMEHIINX MTPUBLIEIB.

Bucnoexu: TecToBaHl clieHapii Jal0Th 3MOTy MiArOTYBaTH NPEBEHTUBHI
Ta pearyBajbHl IUIAHW, BU3HAYUTH MPIOPUTETHI 3aXOJU Ta PECYpCU A
MIHIMI3a1ll1 pU3UKY.

3Hayenns 015l Ci04020/KOMAHO peazy8amHsi: creHapii
BUKOPHUCTOBYIOTHCS JJIs IBUIKOTO IPUHHSATTS PIIlICHb, INTAHYBaHHS YEKJIIICTIB
1 mAroToBKH 3anmuTiB Ha MIIJ] abo OmoKyBasibHI 3aXO0/IH.

Inempymenmu: ATT&CK Navigator, Caldera (MITRE), Cuckoo
Sandbox (ma TectyBanus 3paskiB), MISP (s [oC), SIEM/EDR mnatdopmu.

3. Ananimuxa dcepen siokpumoi inghopmayii (OSINT).

Mema: miarBepauTH abO0 COPOCTYBATH 3B’SI3KM, 3HAWTH  CHIAU
3JIOBMHCHHKIB Y BIAKPUTHUX JKEPEIax.

lIpuxnaou npooykmia:

OSINT Report/SOCMINT Report — auaniz axaynmis, OOMeEHI8,
Telegram- a6o Discord-kananis, nos’sizanux iz amaxoio.

Mema: 310path, cucTEMaru3yBaTH Ta NPOAHAII3YBaTH BIAKPUTI
mokepena 1Hdopmalii (couiaiibHl MEpexXi, MECEH/KEpH, ITyOJIIUHl PEECTPH,
JOMEHH1 JAaH1l) Ui 1AeHTUdIKaIli YYaCHUKIB I1HIMJCHTY, 3B A3KIB MIX
akayHTaMmH/KaHajaMd, 300py J0Kka3oBoi 1H(popmamii Ta 1no0ynoBU
PO3BITyBaJIbHUX BUCHOBKIB.

3micm 38imy:

— TMEpeNliK MpOaHAT30BaHUX O00’€KTIB (aKayHTH B COLIMEpExax,
Telegram/Discord-kananu, BeOcaiTu, TOMEHHU, IMyOI1YHI TOCTH);

— 3BeJeHl npodull MiAO3pUIMX akayHTIB (1M’°si/HIKHEHM, OIuC, Jara
CTBOPEHHSI, aKTUBHICTb, 3B’ SI3KH );

— XpOHOJOrIA MOyOdiKamiil 1 KJIIOYOBI TOBIAOMIICHHS, IIOB’si3aHl 3
IHIIUJIEHTOM;

— KapTu 3B’SI3KIB MK akayHTamu/kaHaiamu (graph of interactions);

— 30epexeHl CKPIHILIOTH, apX1BU MyOIiKaliil Ta MeTa1aHi;

— PU3HUKOBI 1THAUKATOPH (MOLIMPEHHS MIKIUIMBUX MMOCUIIAHb, 3aKINKA
710 J1i¥1, KOOPJAMHYBAHHS aTaK);

— PEeKOMEH/allil 00 MOJATBIINX CJIIYUX A1 (3aMUTH J10 TUIaTHOopM,
0JIOKYBaHHSI KOHTEHTY, 11€HTU(IKAI[Isl BIACHUKIB).

Memoouxa docniddcenns:
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— 30ip manux 13 Biakputux mxepen (API, BeOckpaminr, manual
capture);

— 3acTOCyBaHHS TpaHcopmalliil (pO3KPUTTS KOHTAKTIB, OB’ s3aHUX
aKayHTIB, JIOMEHIB) Ta Kopensuis 3 TexHiuHumu oC;

— YacoBUH Ta MOBEIIHKOBHUI aHaji3 aKTUBHOCTI (BUSIBJICHHS IIIKIB,
CUHXPOHHHX IyOJIIKaIii);

— TmepeBipka goctoBipHOCTI (cross-checking, reverse image search,
BepHu(ikallis METaaHuX );

— 30epexeHHd [0Ka3iB y (opensiuHoMy ¢dopmaTi (CKpPIHILIOTH 3
YaCOBMMH MITKaMH, apXiBH, €KCIIOPTH YATIB).

Pesynomamu oocnioscenns (npuxknaou):

—  BUSBIICHO KJIFOYOBI aKayHTH, SIKI KOOPAUHYBAIN PO3MOBCIOIKEHHS
MIK1JJIMBAX ITOCUJIAHb;

— noOyIoBaHO Mepexy 3B’s3KIB MK akayHTamu y Telegram ta
rpynamu y Discord;

—  17eHTU(IKOBAHO JOMEHHU, MOB’SI3aH1 3 MOUIUPEHHSIM MIKIITUBOIO
KOHTEHTY;

— 30epekeHO apxiBM MyOJIKalid 13 YacOBUMHU MITKaMH JUIs
npolecyaibHoi (pikcarii.

Bucnoexu: OSINT/SOCMINT-3BIT A03BOJIsIE BCTaHOBUTU LIU(PPOBI
CHIM MiSUTBHOCTI, BU3HAYUTH KaHaJ PO3IMOBCIOJKEHHS 3arpo3u, 3HAWTH
MOTEHUIMHUX KOOPJMHATOPIB a00 «BY3JIOB1» aKayHTU I MOAAJIBIIOTO
aHaJi3y Ta NpoLEeCyalIbHOIO pearyBaHHs..

3Hauennsi 0na caid4woeo: Ja€ MIATPYHTS JJIsl 3alUTIB IIaTGopmam
(onepxxanns [P-noriB, meragaHux), (QopMmye HampsiM s OINEpPaTUBHHUX
3ax0/iB (OJOKYyBaHHS, BUKIMKM Ha JIONUT), CIYIye JKEPEIOM JOKa30BOi
1H(dopMalli (CKpIHILIOTH, apXI1BH).

Incmpymenmu: Maltego, oTranscribe, Social Searcher, Telegram
API/Telethon, Discord API, CrowdTangle (FB/IG), Google reverse image,
Wayback Machine, Archive.is, OSINT-incTpymenrapiii (SpiderFoot,
Sherlock).

Whois ma DNS-ananimuka — ioenmucpixayis peeccmpamopa oomeny, IP,
Yacy cmeopenHs, 3MiH 6IACHUKA.

Mema: BCTaHOBUTH TEXHIYHY Ta peecTpaliiHy 1HPOpMAIII0 Mpo
JIOMEHH, TIOB’sI3aHi 3 IHIMIAEHTOM, 1 3a goromMoror DNS-manmx 1 WHOIS-
3amuCiB 310paTy MiICTaBU JJIs 1IeHTU(]IKAL] BJACHUKIB 1HQPACTPYKTYypH Ta
MapupyTusanii Tpadiky.

3micm 38imy:

— TMEpeliK MpoaHalli30BaHUX JJOMEHIB Ta MIJIJIOMEHIB;
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— WHOIS-nani: peectpanT, peecTparop, KOHTaKTHI JaHi (3a
HAasIBHOCTI1), JaTH PEECTpallii Ta OCTaHHIX 3MiH;

— DNS-gani: A/AAAA 3anucu (IP), MX, NS, TXT (Bkitouno 3 SPF,
DKIM), CNAME;

— 1cropis 3MiH (WHOIS history, DNS history) — 3MiHM BilacHUKa,
3MiHa NS, OHOBJICHHS 3aITHCIB;

— reorpadiuHe Ta mpoBaigepcbke po3MiieHHs [P-anpec (AS-Homep,
poBanEp);

— B3a€MO3B’S3KM MDK JoMeHamu uepe3 cnuibHl I[P, NS, peectpanTis
a00 XOCTHUHT.

Memoouxa docniddcenns:

— BukoHanHsi WHOIS-3anutie  (RDAP/WHOIS), kem-nomyk
1ICTOPUYHUX 3aIHUCIB;

— DNS-3anutu ta pekypcuBHuii anams (dig, nslookup), 30ip DNS-30H;

— BHKOpHCTaHHS icTropuuHuX cepiiciB (DomainTools, SecurityTrails,
whoisxmlapi) aJist BIICTEKEHHS 3MiH;

— kopesisa 3 [P-nanumu (GeolP, BGP/AS lookup) ta agpecHumu
0a3zamu (AbuseIPDB).

Pesynomamu oocnioscenns (npuxknaou):

— BCTAHOBJICHO JaTy CTBOPEHHS JIOMEHY 1 MEpIon PEECTPALITHUX
3MIH;

— 11eHTU(]IKOBAHO XOCTHUHI-TIpoBaiiaepa i AS-HOoMep, 1€ pO3MIIIEHO
C2-cepgep;

— BUSBJICHO, IO KUIbKA IM1JI03PUIMX JIOMEHIB BUKOPUCTOBYBAJIU OJIUH
XOCTHHT a00 0ojHaKoB1 NS — BKa3iBKa Ha CHUIbHY IHPPACTPYKTYPY;

— 3naiigeno TXT-3anucu, 1110 BKa3ylOTh Ha (pajbIIMBl HATAIITYBAHHS
oty (BiacyTHicTh SPF/DKIM) — pusuk ¢imuHry.

Bucnosku: Whois/DNS-3BIT 103BOjIsI€E  3BY3UTH KOJO MiAO3p J0
KOHKPETHUX PEECTPATOPIB YU XOCTUHT-IIPOBANEPIB, MIITOTYBATH 3AIIUTH ITPO
HaJlaHHA JIOTIB a00 OJIOKYBaHHS pPECypcCiB, a TaKOXX MOOYAYBATH TEXHIYHY
KapTUHY 1HPPACTPYKTYpH 3710BMUCHUKIB.

3Hauennsi 0na cnidwoeo. Hajae MiACTaBU sl OOPMIICHHS 3alUTIB
MpoBaifiepaM Ta aaMIHICTpaTOpaM JOMEHIB, JOMOMAara€ y BCTaHOBJICHHI
aTpuOYyLIi I BAKPUTTI MEPEKEBUX IPOMIKHHUX BY3JIIB.

Incmpymenmu.: whois/RDAP-kmentn, DomainTools, SecurityTrails,
whoisxmlapi, dig/nslookup, VirusTotal passive DNS, AbuselPDB, BGPView,
Censys, Shodan.

Geoint-ananiz — 6USHAUEHHs 2e0N0KAYIU KOPUCMYBAUI8 YU CepaepIs.

Mema: BU3HAUUTH TPOCTOPOBE PO3MIIICHHS CEPBEPIB, BY3IIB
iH(ppacTpykTypu a00 (SKIIO € MOXKJIMBICTh) KOPHUCTYBAuiB, IOB’SI3aHUX 13
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1HIMICHTOM; BUKOPUCTATHU MPOCTOPOBI JAaH1 JJIsl KOpeJsiiii BepCiid CIiICTBa,
miaroroBku MIIJ[ abo onepaTUBHUX 3aXO0/1iB.

3micm 36imy:

— mepenik 00’ ekTiB 11 reonokaiiii (IP-aapecu cepBepiB, KOOpAUMHATH 3
nmyOJTiKamii, Meraaadl (poTo/B1I€0, TEOMApKEPH y TIOCTaxX);

— mxepena npocropoBux nanux: GeolP-6a3zu, BGP/WHOIS, EXIF-
MeTajaaHi 3 QaiiiB, myOIiuHI MOCTH 13 TEOTEramMu;

— kaprorpadiuHi Bizyamizaili (Manmd 3 MapKepaMmH, TEIJIOBI KapTu
AKTUBHOCT1);

— YaCcOBO-IIPOCTOPOBUIN aHaNi3: MEpPEMIIIEHHSI 00’ €KTiB/aKTUBHOCTI Y
yaci;

— OIlIHKa CTYIEHsI TOYHOCTI1 Ie0JI0Kallli Ta HEBU3HAUYEHOCTEH.

Memoouxa docniddcenna:

— 3anmutu A0 GeolP-cepriciB (MaxMind, [P2Location) Ta mepeBipka
yepes KiJbKa 0a3 Jijis MiIBUIIEHHS Ha1HHOCTI;

— anam3 EXIF/metadata y 300paxennsix 1 Bimeo (exiftool) s
OTPUMAaHHSI KOOPJAUHAT a00 YaCOBUX MITOK;

— xopensiist [P-reonokaitii 3 BGP/AS-nanumu ta iHpopmartiiero mpo
MpOBANEPA;

— BukopuctanHs OSINT-mxepen s miaTBepAXeHHS (MyOmikarii y
COIMEpEerKax, MICIIEB1 OroJIONIEHHS, ()OTO 3 MPHUB’SI3KOIO J10 MICIIS).

Pesynomamu oocnioscenns (npuxknaou):

— BCTAHOBJIEHO reorpadiuHe po3mimieHHs cepBepa C2 y meBHIH
KpaiHi/MicTi (13 3a3HaYEHHSIM XOCTUHT-IIpOBaiiepa);

— BHSBJICHO T'€0TErW y MyOJiKalisx, o MITBEPKYIOTh IPUCYTHICTh
KOpPUCTyBaya y KOHKPETHOMY MicIli i 4aci;

— CTBOPEHO KapTy aKTUBHOCTI 3 MO3HAYECHHSIM IIIKIB Ta MOKJIMBHUX
MapuIpyTiB eKc(hUIbTpalli TaHUX.

Bucnoexu: (Geoint-3BIT [103BOJII€E BHU3HAYUTU TeorpadiyHi BEKTOpPHU
3arpo3u, npioputeTHi opucaukiii aas MIIJ Ta crnpsmyBaTy ornepaTuBHO-
cmmauli mii. OpgHak ciij BpaxoByBaTH oOMexeHHsT TouHocTi GeolP 1
MOXJIHMBICTh BUKOpHUCTaHHs pokcl/VPN/TOR.

3Hauennsi Ons  cnidwoeo.! TiJACTaBa JjIsi MDKHApOJHMUX 3allUTIB,
BU3HAYEHHS MPIOPUTETHUX TEPUTOPIM, TOMOMOra B arpuOyIlii IHIMAECHTY Ta
IJIaHYBaHHI apelTiB/o0myKiB. Takok Mae KOPUCTh 17151 OLIHKHU MOTEHIIAHOTO
BILUIMBY Ha JIOKaJIbHI 00’ €KTH 1HQPACTPYKTYPH.

Incmpymenmu: MaxMind, IP2Location, GeolP2, exiftool, Google
Maps/OpenStreetMap, Shodan, Censys, MISP (xopessisa i3 IoC), OSINT
mxepena (noctu, hororpadii), BGPView.

4. AnaniThka pU3UKIB 1 HACIIIKIB.
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Mema: OLIHUTH BIUJIMB aTakh Ha O€3MEKy CUCTEMHU, YCTAHOBH YU OCIO.

lIpuxnaou npooykmia:

Oyinka inghopmayivnux empam (Data Breach Assessment) — 8usHauenHs
00cs2y BUKPAOEHUX/3MIHHUX OAHUX.

Mema: BCTaHOBUTU OOCST, TUIM 1 PIBEHb KPUTUYHOCTI JaHUX, 110 OyiIu
BUKpPAJICH1, 3MiHEHI a00 3HUIIEHI BHACIIIOK Ki1OepiHIMACHTY. OLiHUTH, SIKi
came 1H(doOpMAaIliliHI pecypcH 3a3HaIM KOMIpPOMETallli, 1 BH3HAYUTH
MOTEHIIIIHI HACHIAKY JIJIsl OpraHi3allii i Aep>KaBHOT'O OpraHy.

3micm 38imy:

—  OIIKC IHIMJAEHTY (J1aTa, crociO BUSBJICHHS, XapaKTep BTPYYaHHS);

—  TepesiK NOCTPAKIAINX CUCTEM, 0a3 JaHUX, CEPBICIB;

— Kareropii 1HQopMmallii, 1m0 3a3Hajia BTpaT (NEpCOHaNbHI JaHi,
CIIy00Bl1, (DIHAHCOBI, JIEPaBH1);

—  a”am3 XypHaJiB MOJ1i (JIOTIB) AJIs BU3HAYEHHS MEPIOAY OCTYILY
3JIOBMUCHHKA;

— o0csar BUKpajeHUMX a00 3MiHEHUX ¢aiiB (KUJIbKICTh 3aluciB,
Ta0JU1lb, TOKYMEHTIB);

—  BusBJeHHs MeToAiB exkcinpTpari nanux (FTP, TOR, email, cloud
storage);

—  OLIHKA CTYyNEeHs BIUIMBY Ha 1HQOpMaliiiHy Oe3neKy.

Memoouka 0ocnioxceHHs.:

—  aHaJI3 JIOTIB JIOCTYIY /10 0a3 JaHuX Ta (HalIOBUX CUCTEM;

— BukopuctanHa SIEM-cuctem (Splunk, QRadar, ELK Stack) s
KOpEJIALIi1 OdiH;

—  BIJIHOBJICHHS BUJAJICHUX a00 3MIHEHUX (pailiB 13 forensic-komiii;

—  3ICTaBJICHHS X€IIIB MOYaTKOBUX 1 3MIHEHUX (paiiiiB;

—  BUSBJICHHS 3’ €qHAHb 13 30BHINIHIMU [P/moMenamMu Ui BUSHAYECHHS
HUISX1B Mepeiadl TaHuX.

Pesynomamu oocnioocenns (npuxknaou):

—  BUSBJICHO HECAHKI[IOHOBAaHUN EKCHOPT JaHUX 13 0a3u KIIEHTIB
oocsroM 50 THC. 3aMuUCIB;

—  3a(ikcoBaHO 3MiHY Xell-cyM y 12 KoH(p1AeHIIHHUX (aiiax;

—  TIATBEP/PKEHO BUKOpUCTaHHS 30BHIMIHbOro FTP mis mepenaui
apxiBiB;

—  30€epekeHO CIUCOK BUKPAJAEHUX (PaiiIiB Ta iXHI KOHTPOJIbHI CYMHU.

Bucnoexu: Data Breach Assessment q03BOJsi€e BCTAHOBUTH MacIlTad
KOMIIpOMeTalli, 11eHTU(DIKYBAaTH JKEpEIo Ta o0cAr BTpaT, a TaKOX
MIATOTYBAaTU MaTepialivd JJIsl TIOB1IOMJICHHS MOCTPAXKIAJIUX CTOPIH 1 MOJIaHHS
3BITY /10 PETYJISITOPHUX OpPTaHIB.
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3HauenHs 015 ci04020: TO3BOJISIE OIIHUTH CTYIIHb IIKOJY, BU3HAUYUTH
MOTEPNUIMX, MIATOTYBaTH 3alUTH JJIsl TOJAJBIIOI JIOKaizalli Kepesa
BUTOKY Ta CKJIACTU IOPUINYHO OOIPYHTOBAHI MpolleCyalbHl JOKYMEHTH.

Incmpymenmu: Splunk, ELK Stack, QRadar, Autopsy, FTK, Magnet
Axiom, X-Ways Forensics, LogParser, PowerShell, MISP (nns xopensiii
I0C).

Impact Analysis Report — mnacnioku o0as 0isnec-npoyecis, Oe3nexu
0epIHCasBHUX OAHUX YU NEePCOHANbHOI IHGopMayil.

Mema: BU3HAYNUTH HACHIAKY KIOEPIHIHUEHTY a00 1H(GOpMAIIHOT aTaku
U1t O€e31epepBHOCTI O13HEC-TPOLECIB, IEPHKABHUX CEPBICIB, & TAKOXK 3aXUCTY
MEPCOHAIBHOI YU CITYKO00BO1 1H(OpMaIlli.

3micm 38imy:

—  KOpOTKMI onuc noAll (IHIMUACHT, 1aTa, TUIl aTaKu);

—  BUSBJICHI CUCTEMHU a00 CepBiCH, 110 MOCTPAXKIAJIH;

— BIUIMB Ha  OI3Hec-miporiecd  (3yNmMHKA  CEpBICIB, BTpara
MPOAYKTHUBHOCTI, mopyiieHHs: SLA);

—  HaACIIJKH JJIs1 Aep>KaBHOI a00 KOH]iaeH I1iHOT 1H)opMaIIii;

—  BTOpPHHHI pU3UKU — (P)IHAHCOBI, peNyTallliHl, FOPUIAYHI;

—  Kareropuzaris HACJIJIKIB 3a piBHEM KPUTUYHOCTI
(HU3bKUI/cepeIH1/BUCOKUIA/KAaTaCTpOPIUHMI);

—  OIliHKa Yacy BijHOBJIeHHSI poOoTu (RTO) Ta 00csry BiAHOBICHHS
nanux (RPO).

Memoouxa docniddcenns:

— 301p 1H$opmali Bia BianoBigadsHux migpo3auiie (IT, OGe3mneka,
YIPaBIIHHSA PU3UKAMH);

— a”am3 JKypHaJiB IHUMJCHTIB, 3BITIB CHUCTEM MOHITOPHUHIY,
SIEM/SOC;

—  OLIHKa BIJIOBIJIHOCTI 3aXO/1B pearyBaHHs IJIaHy Oe3MepepBHOCTI
nisuibHOCT1 (BCP/DRP);

—  CHIBCTAaBJICHHSI HACIIJIKIB 13 KpUTUUYHUMU O13HEC-PYHKIISIMHU.

Pesynomamu oocnioocennsn (npuxknaou):

— BHACHIJOK  aTaku  MNPU3YNIHHEHO  pOOOTYy  E€JEKTPOHHOIO
JOKYMEHTOO0OITy Ha 8 TOJIHH,;

— BrpaueHo 10 % pmanmx CRM-cucremn, 1o mNOTPEOYIOTH
BIJIHOBJICHHS 3 PE3EPBY;

—  3a(ikcoBaHO BUTIK ocoOucTUX AaHuX 120 kopucTyBayis;

—  (iHaHCOBI BTpaTH oLIHEHO B 250 THUC. TPH.

Bucnosku: Impact Analysis Report 103Bosie KEpIBHUIITBY BU3HAYUTH
peanbHUM BIUIMB IHIUACHTY, OOIPYHTYBAaTU HEOOXIJHICTh MOCHJICHHS
K10ep3axHUCTy Ta ONTUMI3YBATH IUIaH pearyBaHHs Ha 1HIUJICHTH.
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3nauenns ons caiowoco: Haga€ 00 €KTHBHI JaHl I OIHKU INKOIU,
CKJIaJIaHHS MPOLIECYaJbHUX JTOKYMEHTIB 1 BU3HAYEHHS KBami(iKailli 3JJ04UHYy
(6eKOHOMIYHA IIKOJIa, MOPYIICHHS KOH(IIEHIIIIHOCTI, AecTadiai3alis poooTu
00’€KTIB KpUTUYHOI 1HYPACTPYKTYpH).

Inempymenmu: Power Bl, Excel (Business Impact Matrix), RiskLens, IBM
QRadar, Splunk, Tableau, MISP, OpenFAIR, BIA Template (NIST SP 800-34).

Pusux-npoghine cucmemu (System Risk Profile) — pexomenoayii ujo0o
niocunenHs Kibepzaxucmy.

Mema: OUIHUTA TOTOYHUN CcTaH Oe3nekdu 1H(OPMALIWHOI CUCTEMH,
BUSIBUTH CJ1a0K1 MicCIIsl, COPMYBATH peKOMEHIAIT JJIsl 3HUKEHHS pU3UKIB Ta
IT1JIBUILICHHS PIBHS KIOEp3aXHCTy.

3micm 38imy:

— 3arajibHa XapakTEepUCTUKA CUCTEMHU (IIPU3HAYEHHS, apXITEKTypa,
KPUTHYHI €JIEMEHTH);

— OIliHKa 3arpo3 (BHYTPIIIHIX 1 30BHIIIHIX);

— pe3ynbTaTH CKaHYBAaHHS BPA3JIMBOCTEU Ta ayJAHUT O€3MEKH;

— OIliHKa MMOBIPHOCTI peali3ailii 3arpo3 1 HOTEHIIITHOTO BILTUBY;

— wMarpuug pusnkis (Risk Matrix);

— pEeKoMeHJallll 1010 MiJABUIIEHHS KiOepcTiikocTi (oHOBIeHHs [13,
pe3epByBaHHS, cerMeHTanisa Mepexi, MFA, MOMTHKA JOCTYILY).

Memoouxa docniddcenns:

— aynaut koHirypauiii cucrem oe3neku (SIEM, IDS/IPS, Firewall);

— CKaHyBaHHS Mepexi 3a jonomororo Nessus, OpenVAS, Qualys;

— TMPOBEJICHHS TECTYBaHHS Ha MPOHUKHEHHS (penetration testing);

— aHaJ3 MOJITUK KOPUCTYBALILKUX TIPaB 1 JIOT1B O€3MEKH;

— (opmyBanus Matpuili pusukis 3a ISO/IEC 27005 a6o NIST 800-30.

Pesynomamu oocniooicenns (npuxknaou):

— BHSBJEHO 15 KpuTnyHuX 1 42 cepeiHi Bpa3auBOCTI;

— TIATBEP/HKEHO BIJICYTHICTh JBO(MAKTOPHOI ayTeHTU]IKAIii st
aAMIHICTPATUBHHUX aKayHTIB;

— BCTAHOBJICHO HEJIOCTaTHIA pIBEHb CErMEHTallli MEpexl MixX
BUPOOHUYHM 1 O(PICHUM CErMEHTOM;

— MIJrOTOBJICHO PEKOMEHJallll 1moA0 TepMiHiB ycyHeHHs (Remediation
Plan).

Bucnoexu: Risk Profile nae 3Mmory Bu3HauuTH NOTOYHUI PIBEHB 3aXHCTY,
NpIOpUTE3yBaTU 3axXOAW 3 TIJICUJICHHS O€3MeKH Ta CTBOPUTH IUIaH
MOJIEpHI13allli CUCTEMHU.

3HauenHs 011 ci04020: JNOTMOMAra€ OLIHUTH PIBEHb IMiATOTOBIICHOCTI
CUCTEMHU JI0 KIOEPIHIUAECHTIB, BUSBUTH NOPYIIEHHS MOJIITUK OE3IEKH, a TAKOK
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MIATOTYBATH TEXHIYHE OOIPYHTYBAHHS [UIsl KEpIBHUUTBA ab0 CyAOBO-
TEXHIYHOI EKCIIEPTU3H.

Incmpymenmu. Nessus, OpenVAS, Qualys, NIST CSF, ISO/IEC 27005,
MITRE ATT&CK, OWASP ZAP, CIS Benchmarks, Power BI/Excel gns Risk
Matrix.

5. Ananimuxa npasosa.

Mema: HagaTH IOPUANYHY OLIIHKY (DaKTaM BTPYYAHHS.

lIpuxnaou npooykmia:

Ananimuuna 0osioka w000 «Keanighikayii nooii (BUBHAYEHHS O3HAK
sionogionoi cmammi KK Vkpainu).

Mema: BCTaHOBHUTH, JI0 SKOLO caM€ CKJIaJdy KpHUMIHAJIbHOTO
MIPaBOIOPYIIEHHSI HAJIEKUTh BUSBIICHA MOJIA B KIOEPIPOCTOPI, BU3HAUNUTHU
npaBoBy KkBamidikamito (3a cT. cr. 361, 361-1, 362 KK VYkpainu) nuisixom
aHam3y 310paHMX JO0Ka3iB, TEXHIYHUX CJIJiB, MOTHBIB 1 CHOCOOY iif
3JIOBMHCHHKA.

3micm ananimuyHoi 008IOKuU:

— omuc moaii: Jara, dYac, MicCle, XapakTep KiOepiHIUACHTY
(HEeCaHKIIIOHOBAaHE BTPYYaHHsI, CTBOPEHHSI/PO3MOBCIOIKEHHS IKIAIUBOTO 113,
MEPEBULLIEHHS IOCTYITY A0 JAHUX);

—  TIEpBHUHHI TEXHIYHI O3HAKW: BUSBJICHI KaHaJU J0CTyIy, [P-anpecu,
BUJI TpadiKy, BUKOpHcTaHi iHcTpyMeHTH (Malware, Exploit, Phishing);

— nopiBHsaHHSA 3 HOpMamu KK Ykpainu;

—  BCTaHOBJICHHS MOTHBY Ta METHU J1il: OTpUMaHHS BUTOJIH, CA00TaX,
HINTUTYHCTBO, MIJIPUB JIOBIPU J0 CUCTEMHU;

—  BU3HAUEHHS CTYIEHS CyCHUIbHOI HEOE3MEeKU: MacIliTad BTpy4YaHHs,
HasBHICTh IIKO/H, BIJIMB HA KPUTUYHI CUCTEMHU.

Memoouxa docniddxcenns:

—  ad”am3 3BITIB UM(POBOI KPUMIHAIICTUKH, JIOTIB CUCTEM, Tpadiky,
nanux OSINT;

—  TIOPIBHSIHHA CIOCOOY J1i1 3 TUIIOBUMHU I1a0JI0HAMHU KiOEp3JI104YNHIB
(3 6a3u CERT-UA, Europol EC3);

—  eKCIepTHa OIlIHKa IPAaBOBOIO CKJIAJay 3JI0YMHY Yy CHiBOpali 3
IOpUCTAMU-KPUMIHAIICTAMHU.

Pesynomamu oocniooicennsn (npuxknaou):

—  BCTAHOBJICHO, 1[0 BTPYYaHHs 3J1HCHEHO O€3 MpaB JIOCTyNy 3
Bukopucranasam SSH-Opytdopcy;

—  MIATBEPIKEHO CTBOpPEHHs Ta TectyBaHHs Python-ckpunra mis
00X0/1y aBTOpHU3AIlii;

—  BUSBIICHO, IO JOCTYH MaB CHUCTEMHHUN aJIMIHICTPATOp, SKHIi
MIEPEBUIIUB CIIYKOOBI TTOBHOBAKEHHSI.
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Bucnoexu: anamiTi4Ha JI0BIJKa T0O3BOJIsIE OOIPYHTYBATH KBaJI(piKaliito
3JI0YMHY, YHUKHYTH OMUJIOK Y BU3HAYEHHI CTaTT1 Ta 3a0€3NCYUTH FOPUIUIHY
TOYHICTh Y (popMyIItoBaHHI (adysv KpUMiIHATBHOTO MPOBAIKEHHS.

3HauenHs 015 ciOY020. HAla€ OCHOBY JIJISl TOB1AOMIICHHS TIPO Mi103pY,
BU3HAYEHHSI CTaTTI OOBMHYBAY€HHSA, OOIPYHTYBaHHsS Y MpOILECyabHUX
JTIOKYMEHTax 1 3armo0iraHHs AyO0J0BaHHIO CKJIaJIiB IIPABOMOPYIIIEHb.

Incmpymenmu.: X-Ways Forensics, Magnet Axiom, FTK, MISP, IBM i2
Analyst’s Notebook, CERT-UA CaseBase, npaBosi 6azu: JIII'A:3AKOH,
ZakonOnline, EUR-Lex.

Mampuys 6i0nogioHoCmi 00KA3i6 CKIAOY 310UUH) .

Mema: cucreMaru3yBaTH HasBHI JOKa3d y  KPUMIHAIBHOMY
MPOBA/PKEHH] BIAMOBIIHO 1O €JIEMEHTIB CKJIaAy 3J0YMHY, IO J103BOJISE
00’€KTMBHO OIIIHUTH JOCTaTHICTh JOKA30BOi 0a3u i KBamiidikaiii 3a
BiAMoBIIHOIO ctarTero KK Ykpainu.

3micm 36imy:

EnemMentu cknany 35104MHY: 00’€KT, 00 €KTMBHA CTOpPOHA, CYO’ €KT,
cy0’€KTHBHA CTOPOHA.

Tunu ooka3zis: uPpoBl (J0rU, Xelll, MEPEXKeBl 3 €HAHHS), PEUYOBI
(HOCI1i, MPUCTPOI), CBIAYEHHS, EKCIIEPTHI BUCHOBKH.

Marpuiis BiAMOBIHOCTI:

Enemenr ckaany Mxepeno PiBenn Komentap/
. Bun noxasy .
3JI0YHHY aoka3iB MiATBep/IzKeHHS pexomMeHnaanii
O06’exTUBHA . . .
Digital o . MIATBEPIKYE 3MIHY
CTOpOHa (BTpY4aHHS . TEXHIYHUN BUCOKHIA .
Forensics Report JIOT'1B
B CUCTEMY)
, i
Cy0’exT (0coba 3 . . HEOOX AHa
J—— OSINT/monut |mepcoHanbHUM|cepenHiit Bepudikaiis
o aKayHTY
: - - ; .
Motus auais KOHTCHTHUH  |BUCOKHI [IATBEPIDEYE HAMIP
TTCTYBaHHS OTPUMATH BUTOLY
Kpumepii  oyinku  Ooxaszie:  PENEBAHTHICTb,  JOCTOBIPHICTD,

JOMYCTUMICTh, B3aEMHA KOPEJISILIiS.

Busenenns npoeanun: BU3HaAYEHHS BIJICYTHIX 200 CIa0KMX JOKa31B IS
KOKHOT'O €JIEMEHTA CKJIaly 3JI0YMHY.

Memoouxa docniddcenns:

— y3arajJbHEHHA JI0Ka31B 13 MpolEeCyalbHUX JOKYMEHTIB 1 TEXHIYHUX
3BITIB;

— BuKopucTaHHs nudpposux tadauie (Excel, Power BI) nis noOynosu
BI3yaJIbHOI MATPHIIi;

— TMepeBIpKa JIAHITIora 30epeKEeHHS JI0KA31B;
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— aHaui3 3B’ sA3KiB MK Jlokazamu (12 Analyst’s Notebook).

Pesynomamu ananizy (npukiaou):

— BCTAHOBJICHO TOBHY BIJIOBIJIHICTh JOKa31B 00’ €KTHBHIM CTOpOHI
3JI0YMHY, YACTKOBY — CY0’ €KTUBHIII;

— BUSBJICHO HECTady JIaHUX JUIS  MIATBEP/UKEHHS — YMUCIHY,
PEKOMEHIOBAHO JIOJATKOBY €KCIIEPTU3Y MEPEIUCKU;

— chopMOBaHO peKOMEHjalli IMI0J0 JOJATKOBHX 3allUTIB  JO
npoBaiiepiB a00 OaHKIB.

Bucnosku: matpuig 103BOJII€ CUCTEMATU3yBaTH JOKa3u, MIHIMI3yBaTH
PU3UK BIAXWICHHS OOBHHYBAJIBHOTO akKTa CYJOM Ta MIJBUIIUTH SKICTh
JI0Ka30BoOi 0a3H.

3HauenHs 0n1s ciouoeo: 3abe3neyye KOHTPOJb 32 MOBHOTOK JIOKAa3iB,
BUSIBJICHHS  CJIAOKKMX  MICIIb  PO3CHIAYBaHHS, CIHPONIYE  MiATOTOBKY
MPOLIECYyaTbHUX JOKYMEHTIB 1 BUCTYIIB y CY/I.

Incmpymenmu: Excel/Power BI, IBM 12 Analyst’s Notebook, CaseMap,
Relativity, FTK, Autopsy, MISP.

llopisnanbuuili  auaniz HOPM  MINCHAPOOHO20 npasa )y  cghepi
Kibepbe3nexu.

Mema: TOpIBHATH YKpAaiHChKE KpHUMIHAJIbHE 3aKOHOJABCTBO W00
K10ep3m0unHiB (30kpema, ctatTi KK Ykpainu) 3 MiKHapOJHUMHU CTaHIapTaMHU
Ta mnpaktukoro (bynamemrcbka KOHBEHIIs, €Bpomnelchbka JIUPEKTHUBA
2013/40/€C, cranmaptu NIST, ISO/IEC 27037).

3micm 38imy:

1. Ornsng HOpMaTUBHOI Oa3u: MIXHAPOJHI KOHBEHIIl1, qupeKkTuBu €C,
pexkomenaiii OOH, HarioHabHI aKTU Y KpaiHHU.

2. TlopiBHsuibHA TaOJUIIS HOPM (TIPUKJIIAN):

Ykpaina Misknapoana .. .
AcCHeKT p pol BinminnocTti/mpono3uuii
(KK) NMPaKTUKA
Busnauyenus CT. 2
. cT. 361 KK . YTOYHEHHS TIOHATTS
«HECAHKI[IOHOBAHOTO . Bbynanemrcekoi
Ykpainu «aBTOMAaTH30BaHa CHCTEMay
BTPYYaHHSD) KOHBEHIIIT

3. BusHaueHHs rapMOHI3alIMHUX MPOTaJWH; aHali3 HEBIIMOBIAHOCTEMN
1 IPOMO3HIIiT 1010 afanTallli YKpaiHChbKOTO 3aKOHO/IAaBCTBA JI0 €BPOINEHCHKUX
CTaHJapTiB.

4. Ouinka npaktukun MikHapoaHoi cmiBopaii: INTERPOL, Europol
EC3, Council of Europe Cybercrime Programme Office (C-PROC).

Memoouxa oocniodicenHs:

— KOHTEHT-aHaJll3 HOPMaTUBHUX aKTIB;

— TOPIBHSHHS MOJIOKEHb 3aKOHIB Ta MPAKTUKHU 3aCTOCYBAHHSI;
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— y3aranbHeHHs no3unii €CIUI Tta mikHapoguux 3BiTIB UNODC,
ENISA.

Pesynomamu oocniooicenns (npuxknaou):

— BCTAHOBJIEHO YaCTKOBY TapPMOHI3aI[1}0 YKPATHCHKOTO 3aKOHOAABCTBA
3 byaanemTcbkor KOHBEHINEIO;

— BHSBJEHO NoTpedy y BHeceHHI 3MiH 10 ctatedl KK VYkpainm mis
PO3MEKyBaHHS JI1if;

— PEKOMEHJIOBAHO CTBOPEHHS HE3aJIKHOI CEpTU(IKAINHOT CUCTEMU
ekcrnepTiB nuppoBUX J0Ka3iB 3a Mojeuiro ENFSI.

Bucnosku: 3BIT crpusie yHi(ikaiii HalllOHAJIBHOTO 3aKOHOJABCTBA 3
MDKHApOJHUMHU CTaHJApTaMu Ta 3a0e3leuye OCHOBY I PO3pOOKHU
npono3uiii 1o MBC Vkpainu, Kabinery MinictpiB Ykpainu ta BepxoBHoi
Panu Ykpainu.

3HauenHs 015 cri04020: 1O3BOJISE€ BpaxXyBaTH MIKHAPOAHUHN JOCBIJI IIPU
kBaji(ikamli KiOEp3J0YMHIB 1 MIABUIIUTH €(QEKTUBHICTb MIXKHAPOIHOIO
CIIBpOOITHHUIITBA Y cepi KibepOe3neKu.

Incmpymenmu: EUR-Lex, UNODC Cybercrime Repository, ENISA
Reports, C-PROC Council of Europe, NIST SP 800 Series, ISO/IEC 27001
27037, 3IP Min’rocty, LIGA:3AKOH.

6. AHaJIITUKA 3B’SI3KIB 1 CITIBYYacCTI.

Mema: BUSIBUTH CITIBYYaCHUKIB, 3aAMOBHUKIB, IIOCEPETHUKIB.

lIpuxnaou npooyxkmis:

Link Analysis (epagh 36’a3xis) — 6izyanizayiss KOoHmaxmis, mpaH3axkyii,
cninouux IP, enekmpornux aopec.

Mema: BI3yaJli3yBaTU 17} MIPOAHAII3yBaTH MEPEXKY
KOHTAaKTIB/TpaH3akuii/cniabHux [P 1 enekTpoHHUX ajapec sl BUSBICHHS
KJIFOUOBHX BY3JIIB, MAPLIPYTiB PO3MNOBCIOIKEHHS Ta aHOMAaJIIH.

3micm 38imy.

KopoTkuii oriisg MeTu i KOHTEKCTY PO3CIIiTyBaHH.

Jlxepena nanux (Jioru nmomtu, SIEM, Netflow, blockchain-ekcioprtu,
crucku KoHTakTiB, WHOIS, OSINT).

Onuc iaroToBKY JaHuX (HopMasiizalis, JeyIuIiKallis, arperaiis).

I'padoBa mojienb: By3au (cy0’ekTH) 1 pedpa (BiTHOCHUHH).

Tabmuus 3 nonsamu: 1d, Tun (IP/email/Tenedpon/BTC-anpeca/obmikoBuii
3amnuc), arpuOyTH (Xelll, 4acoBl MITKH), IKEPEIO.

Bizyanizamis (300paxkeHHs rpada + iHTepakKTHBHUN apTQaKT).

AHaJITHUKA: HEHTPAJIbHICTD, BUABJICHHS CIIUIbHOTH, HAMKOPOTII LIJISIXH,
4aCcOBUM 3pi3.

[naukaTopu kommpomeraitii (IoC) 1 pekoMeH10BaH1 HACTYITHI KPOKH.
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Honatku: CSV/JSON ekcnoptu, GEXF/GraphML, ckpuntu mis
BIITBOPEHHH.

Memoouxa docniddrcenns.

30ip: nepersaraytu/ekcriopt 3 mxepen (CSV, JSON, Elastic, Splunk).

OO6poOka: HopMasTi3alis 1IeHTU(PIKATOPIB (HOPMalIi3yBaTH €JIEKTPOHHI
nuctu, [IP6—kaHOHIYHUI).

3B’s3yBaHHS (pO3JUIbHA 3JATHICTh CyO’€KTa): MpaBWiia Ta Baru
(manmpukiiaza, ogqHakoBa [P+timestamp — 3B’530K).

[TobynoBa rpada: By3nu/pedpa 3 MmeTaganumu (time, count, confidence).

AHaniTuka:

Degree/Betweenness/Closeness centrality
(Crynins/IIpoMixkHicTh/LleHTpanbHICTh OJM3BKOCTI).

BusiBnieHHs CUIBHOTH.

Yacosuii anamni3: BikHa Windows, 3HIMKH.

AHai3 IUIAX1B: HAMKOPOTII/HalIMOBIPHIII HIISXU 3apaKEHHS.

Bamipamisi: Bpy4yHy TEpEeBIpUTH KIIFOUYOBI 3B’SI3KM, IIO3HAYMTH
XUOHOIO3UTHUBH.

Pesynomamu oocniodcenns (npuxknad cmpykmypu).

KirouoBi BUCHOBKM (3—5 CTOPIHOK): TOM-5 BY3JIB 3a IEHTPAJIbHICTIO;
BUSIBJICHI «MOCTH» MK KJIaCTEpaMHM.

Tabnuusa HaliBaxuBimKMX By3miB: 1d | Tunm | degree | betweenness
noB’si3aHi [oC | confidence.

['padiuni apredaktu: CKpiHIIOTA OCHOBHOTO Tpada (aHoTarlii).

[arepakTtuBHMil Qaitn: graph.gexf abo graph.graphml (Binmkputu B
Gephi/Cytoscape).

TuMuacoBa XpOHOJIOT1S 3B’ SI3K1B: TAOJIUIIS 3 TTOJIISIMHU.

Bucnosku: cnucok npioputeTHux Aid (OinokyBatu IP-aapecw,
KapaHTHUHYBAaTH OOJIIKOBI 3aMKcH, 30epiraT J10Ka3u).

3HauenHs 05 CIOY020. TIOKA3YE JIAHITIOKKHA KOMYHIKAIX 1 MOTEHI[IHHI
3B’S3KM 3 1HIIMMM 1HIIUJICHTaMU; J1a€ nuiecnpsiMmoBani [oC Ta mpioputeTu i
MOJAJIBIINX TEXHIYHUX/TIPABOBUX 1.

Incmpymenmu. Gephi, Neo4j + Bloom, Maltego, Cytoscape, Graph-tool,
NetworkX (Python), Kumu.

Communication Map — kapma 83aem00ii  NIOO3PIOBAHUX Y
Kibepnpocmopi.

Mema: Bi3yaini3yBaTH Ta IpOaHaI3yBaTH KOMYHIKAIIil M1JJO3PIOBAHUX Y
Ki0eprnpocTopl (€JEeKTpOHHA TIOIITa, MECEeH/KepU, (opyMHu, COIlaJIbHI
MEpEeXK1) IS BUABJICHHSA KJIIOUOBHX 0CI0, 3B’S3KIB, KaHaJllB OOMIHY
1H(OpMaLi€l0 Ta MOTEHUIMHUX IPYNOBUX CTPYKTYP.
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3micm 368imy:

Bcmyn: KOHTEKCT pO3CIiyBaHHSA: METa CTBOPEHHS KapTH B3a€MOIIi;
MepeniK JHKepesl JaHuX.

IDicepena danux: noru enexkrponHoi nomtu (SMTP, IMAP, Exchange):;
Meccenxepu (Telegram, WhatsApp, Signal, Discord); comiaiibHl Mepexi Ta
dbopymu (OSINT, API, scraping); noaarkosi mxepena (Netflow, VPN, DNS-
3aIUTH).

lliocomosxka ma Hopmanizayisi Oanux. AEAYIUTIKAIS KOHTAKTIB (OAUH
KOPHUCTYBay — KUJIbKa aKayHTIB); 4aCOB1 MITKH B €IMHOMY (hopMarTi; Bajigaiis
JOCTOBIPHOCT1 KOHTAKTIB; arperaiiisi oBiIoMJIeHb 3a TUIIoM (email, chat, post,
comment).

Cmpyxkmypa kapmu:

— BY3JIM: MiJ03pIOBaHi, akayHTu, [P-agpecu, email;

— peopa (edges): Tun B3aemoAli (JIUCTYBaHHS, J3BIHOK, KOMEHTap),
4acToTa, 4ac OCTAaHHbOI B3a€MOJIi; aTpuOyTH BY3JIB: poJib, reorpadis,
oB’s3aH1 1oC;

— arpubytu pebep: MO3HAYKa Yacy, KUIbKICTh KOHTAaKTiB, 3aci0
(esleKTpOHHA nomTa/yat/popym).

Bisyanizayia: cratudHi Tpau: CKPIHIIOTH OCHOBHUX KJAacTepiB;
inTepaktuBHl Tpadu: ¢opmar GEXF/GraphML nns Gephi/Cytoscape;
BUKOPUCTAHHS KOJIbOPIB/pO3MIPY BY3JIB JJI1 BUAUICHHS LIEHTPAIbHUX OCI0
a00 aKTUBHUX KaHaJIB.

Memoouxa docniddcenns:

1. 30ip: arperyBaHHs JIOT1B Ta MOB1JOMJICHb;

2. OOG’enHaHHS KOHTAKTIB: 3B’ I3yBaHHS aKayHTIB OJIHOI'O KOPUCTYBAUa;

3. IloGynoBa rpada: By3i1u — ocoOu/akayHTH, peOpa — B3a€MO/II;

4. AHamTHUKa: HEHTPAIBHICTh (CTYIIHb, TPOMIXKHICTh, OJU3bKICTh) —>
KJIFOUOB1 I1JI03PIOBaH1; BUSBIICHHS CIIJIBHOTH — TPYNU MiJ03PIOBAHUX;
YacOBUM aHaNll3 — AaKTUBHI MEpIOJM KOMYHIKAalli; aHam3 NUxy —
BUSIBJICHHS JIAHITIOTIB Tepeaadl iHdopMallii; Balijaiis: pydyHa IMepeBipka
KJIFOUOBHX 3B’SI3KIB Ta aHOMAJIIH.

Pesynomamu oocnioscenns:

1. Tabyuii KII040BUX BY3J1B Ta pebdep:

ID Im’s/uuk | Tun By3na | Lentpanbnicts | [lop’s3an1 | KinbkicTh
IoC KOHTAKTIB

2. BusBneH1 rpynu Ta NiArpynu IijI03pI0BaHuX;

3. YacToTH1 naTepHU KOMYHIKAIIlil;

4. AHomarii a0 «MOCTW» MK PI3HUMHU TPYIIAMU;

5. 3B’S30K 13 IONEPEIHIMU 1HIIUAECHTaMU a00 BIIOMHUMHU 3arpO3aMu.

Bucnoexu: 11eHTU(PIKOBAHO KIIFOUOBHX KOMYHIKATOPIB Ta BU3HAYEHO
iXHIO pOJIb Y MEpEXKI1; BUSIBJICHO MOTEHIIIMHI TPYIH, 1110 KOOPAUHYIOTh Jii.
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3Hauennsa 014  cnioyo2o: HANA€E HAOYHY KapTUHY  B3aeMOJIi
I11/I03pI0OBAaHUX;; BU3HAYAE MTPIOPUTETHI OCOOU JIJIS IETATILHOTO PO3CIIyBaHHS;
MIITPUMY€E KOPEJALIIO 3 IHIIMMHU KIOEpIHIIUACHTaMU.

Incmpymenmu.: Gephi, Neo4j + Bloom, Maltego, Cytoscape, NetworkX
(Python), Kumu.

7. Ananimuxa npeseHmuena (NPpocHOCMU4HA).

Mema: 3am100IrTH ITOJAIBIINM aTaKaM.

lIpuxnaou npooykmia:

Threat Intelligence Bulletin — ingpopmayisi npo akmyanvhi Kibep3acpo3u.

Mema: oniepaTUBHO NOBIJOMHUTH MpO akTyaibH1 KiOep3arposu, TTPs,
IoC.

3micm 38imy.

3aroJIoBOK: narTa, PIBEHb KPUTUYHOCTI
(HU3BbKHIM/CepeTH1/BUCOKUI/KPUTUYHHUIN ), TAPreTOBAaHA 1HAYCTPisl/PETioH.

Kopotkuit naiimxect (1-3 ad3aiu) — HallBayKJIMBIIIIE.

Jlerani 3arpos:

Hogi CVEs/excmionTu, 10 BUKOPUCTOBYIOTHCS B IPUPO/II.

Malware families observed (im’s1, Bepcis).

APT (cniocTepexeHHs 32 y4aCHUKaMHU 3arpo3u).

TTPs (mapped to MITRE ATT&CK): TexHiku 3 MpUKIagaMu
1HIIAICHTIB.

Ingukaropu kommpomerartii (IoC): xemn, IP, momenu, email-aapecu,
YARA rules.

TexH1yHUM aHaMI3 (KOPOTKO): BEKTOP aTaKu, TUI €KCILTyaTallii.

OuiHka pu3MKy JJIsi opraHizailii (KOHKpPETHO: (piHaHCH, JOCTYIHICTD,
penyrariis).

Memoouxa docniodcenna:

1. xepena: CERTs, kananu noctavanbHukiB, MISP, VirusTotal,
abuse.ch, po3BinyBanbHa 1HPOpMALIis 3 BIAKPUTUM KOAOM;

2. Bamipamis: mMATBEpPIKEHHS 3 KUIBKOX JIKEpEd; IO3HA4YCHHS
IMOMHMJIOK/HEHAJIMHNX CUTHAJIIB;

3. OuiHOBaHHS: IMOBIPHICTb + BIJIUB — PIBEHb PU3HUKY.

lIpuxnao xopomxozco 3anucy (wabio).

Hasga 3arpo3su: ,,Phish-X campaign®.

Jlata BusBienns: 2025-11-10.

TTPs: Spearphishing Attachment (T1566.001) — Macro droppers.

[oC: domain example-mal[.]Jcom, SHA256: abcd...

3HauenHs 015 ci0¥020. HANAE CIIITUOMY aKTyallbH1 BIJIOMOCTI PO HOBI
Ki0ep3arpo3u, 3JI0BMHUCHI KamIaHIi Ta aTakyi4l Tpylu; T03BOJISE€ HIBUIKO
OpIEHTYBATHCS y IPIOPUTETHOCTI pearyBaHHs Ha IHIUAEHTH; Ha/1a€ KOHKPETHI
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TexHiuHl apredaktu: [P-agpecu, nomenu, xemn ¢ainiB, YARA-npaBuna,
€JIEKTPOHHI a/IpECH.

Incmpymenmu.: MISP, OpenCT]I, VirusTotal, Recorded Future (sixio €),
Elastic Stack, SIEM, STIX/TAXII clients.

Predictive Risk Analysis — npoeno3 ypaziueocmeiu y cucmemax
op2anizayii.

Mema: mnpoaHam3yBaTh W TmependadyuTH, sKiI CcJIaOKl Micls B
1HppacTpyKTypi opraHizaliii MatOTh HAUOUIBIINK IAHC OYTH BUKOPUCTAHUMHU
B HaOMMH>KYOMY TIEPio/il, 1 HaJlaT! IPIOPUTE30BAHUH TIJIaH J1il.

3micm 368imy:

1. Mera Ta oxonjeHHs (SIK1 MMiJICUCTEMH, JlaTa aHATI3Y);

2. Meromu 1 pjaHi: ckaHyBaHHs BpasziuBocTed (Nessus/Qualys),
1HBEHTapu3allisd aKTUBIB, KaHAJIM 3arpo3, KOH(Irypaiii, 013HeC-KpUTUYHICTb;

4. Mopenp pusuky: ¢dopmyna/miaxin (Hampukian, Pusuk =
MmoBipuicte x Brums). Peiituarn: CVSS + eKCIUIONT-CTAaTyc (SKCILIONT
JTOCTYHHUN/Y TyOJIiuHIN 0a31 JaHUX EKCIUIOUTIB) + exposure (internet-facing
(EKCIUIOWT MOCTYHMHUN/y myOniuHIA 0a31 JaHUX €KCIJIOMTIB) + BIUIUMB (BUXiJ
Ha [HTepHeT));

5. Heatmap/pu3uk-marpuiist (AKTUBH X PU3HKH);

6. IlpiopureTHi 3aBJaHHA Ta JOPOXKHS KapTa MOM SIKILIEHHS.

Memoouxa docniddcenns:

1. CkanyBaHHA Bpa3IMBOCTE + pydHa mnepeBipka KoH(irypamii +
iH(opmMmarris npo 3arposu;

2. BusnHauenHs: CVE — [1OCTYHHICTh €KCIUIOWTIB — 3I1CTaBJICHHS 3
MITRE — BnacHuk 0i3Hecy;

3. OuiHroBaHHs: o1iHKa iiMoBiIpHOCTI (0—10) — Ha OCHOB1 JOCTYITHOCTI
EKCIUIOMTIB, BPa3JIMBOCTI, aKTUBHOCTI 3arpo3; omiHka BIMBy (0—10) — Ha
OCHOBI UyTJIMBOCTI JIaHUX, BUMOT J10 Yacy 0€3B1IMOBHOI pOOOTH;

4. AHam3 creHapiiB «0 — SKIIO»: Hanpukiaj, ycmimHe RCE nHa
BeOcepBepl — JaTepPAIbHUM pyX — BUTIK 023U JaHUX;

5. IlporHo3yBanHHs: KOpoTkocTpokoBe (30 AHIB), CEpelIHbOCTPOKOBE
(90 nHIB) — BUKOPUCTaHHS TPEHAIB MOTOKIB 3arpo3.

Bucnosku: ton-10 Bpa3nMBOCTEH/aKTUBIB 13 PEKOMEHAOBAHUMH JIISIMU
(patch/mitigate/compensate); Heatmap (rpadiuna) + Tabmuus 3 gaTaMu
3aBEPILECHHS J1i1; pU3UKOBI CIIeHapil 3 KUMOBIPHICTIO peati3alli.

3HauenHs 01151 CIOYO20. JTO3BOJISIE CI1TYOMY BU3HAUUTH, SKI CUCTEMHU
a00 aKkTHBM OpraHi3ailli HalOUIbII ypa3JiuBl 1 MOXKYTh OyTH MOTECHLIITHUMU
TOYKaMU KOMITPOMETAIlll; JIONOMarae CIpsIMyBaTH PECYpCH Ha IEPEBIPKY
KPUTHUYHUX KOMIIOHEHTIB 1H)PACTPYKTYpH.

Incmpymenmu. Nessus/Qualys/OpenVAS, Kenna, Tenable.io, Elastic,
BI tool nns Bizyamizartiid.
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Po3in 6. BAKOPUCTAHHSA MOXXJIUBOCTEM OSINT
CJIAJYUM TA OITIEPATUBHUM INTPALHIBHUKOM

6.1. [Ipunuunu Ta npasosa aonycrumicts OSINT

OSINT (Open Source Intelligence) — e mporec 300py Ta aHamizy
iHopmanii 3 BIOKPUTUX, 3arajJbHOAOCTYIHUX JDKEpeN [JIsi OTpPUMaHHS
pPO3BIAYyBaJbHUX JaHUX ab0o0 Joka3oBoi 1H(QopMmaiii. B  koHTEKCTI
po3cmigyBaHHsi KiOep3inounmHiB  OSINT € m[OTYy:)XKHHUM 1HCTPYMEHTOM,
JOCTYIHUM SIK JIJISL CI1TYUX, TaK 1 JIJIs1 ONEepaTUBHUX IpalliBHUKIB. [[xepena
OSINT Haa3BUYaliHO PI3HOMAHITHI:

1. 3aranpbHOAOCTYIHI BeOCAUTH (BKIIFOYHO 3 «TJIMOOKOKO MaByTHHOIOY
— Deep Web, noctynHoro yepes 3BUUaiiH1 Opay3epn);

2. Comianbai Mepexi (Facebook, Instagram, LinkedIn, Twitter,
Telegram Ta iH.);

3. ®opymu, 0JIOTH, CEpPBICH 3alUTaHb Ta BIATOBIJICH;

4. Bigxputi 0a3u JaHuX Ta MyOdi4H1 peecTpu (peecTpu IOpUIUIHUX
0c10, CyA0BHUX pILIE€Hb, TPAHCIIOPTHUX 3aCO01B, HEPYXOMOCTI TOIIIO);

5. 3acobu macoBoi iHGopMallii (OHJIaH-BUAHHS, HOBUHH ),

6. Kem nomykoBux cucrem (Google Cache, Yandex Cache);

7. Meranani ¢ainis (EXIF y d¢ororpadiax, naHi mnpo aBTtopa B
JOKYMEHTAaX);

8. Kaprorpadiuni cepBicu (Google Maps, OpenStreetMap);

9. Ily6miuni 3anucu DNS, WHOIS;

10. CnemianizoBasi NourykoBi cuctemu aiist [HTepHery peueit (Shodan,
Censys).

lIpasosa Oonycmumicms: BuxopuctanHs iH(opmariii, OoTpuMaHoOi 3
BIIKDUTHUX JKEpEJ, Y KPUMIHAIBHOMY IMPOBA/KEHHI € ILIUJIKOM 3aKOHHUM,
OCKUIBKMA JOCTYI JO IUX JPKEpesl HE MOTpedye cCIelialbHUX JI03BOJIB YU
HerjgacHuX MerojiB. OmHak jyisi Toro moO Taka iHGopmallis morja OyTH
BUKOpPUCTaHAa SIK JoKa3 abo opieHTyroua iHdopmMalis, HeoO0XigHo
JTOTPUMYBATHCS TIEBHUX MPaBUJL:

— HanexcHe ookymenmysarnts. Jlxepeno iHdopmarii (URL-aapeca
BEOCTOpIHKHM, Ha3Ba 0a3M JaHUX TOINO), JaTa Ta 4yac OTPUMAaHHA JaHUX, a
TaKoX cama 1H(opMallist (CKpIHIIOTH, pO3APYKIBKH, BUTATH) TOBUHHI OYTH Yy
HaJeXHUM crnoci0 3a(dikcoBaHl y BIIIOBIIHOMY MPOLIECYaIbHOMY TOKYMEHTI
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(HaifyacTilie — y panopTi ONEepaTUBHOIO IMpaliBHUKA a00 MPOTOKOJII OTJISILY
BeOCalTy/TIOKyMEHTA);

— nepesipka ma eanioayis. [adopmaliis 3 BIAKPUTUX JKEPET HE 3aBXKIU
€ JI0CTOBipHOM. i HEOOXiHO peTeNbHO MEePEBIPATH Ta, FKIIO e MOKIHBO,
M1JITBEP/HKYBATH THIIUMU JOKa3aMHU, OTPUMAHUMH NPOLECYaATbHUM HUISIXOM
(manpuknan, nanumu T/IP/I, pe3ynbraramu ekcrepTus).

6.2. IncrpymenTn Ta TexHiku OSINT gas npoBeneHHs
PO3CJIiTyBaHHA KPUMIHAJIBHMX IPAaBONOPYIIeHb, KBAJi(QiKOBaAaHMX
3a cT. 361 KK Ykpainu

IcHye Benuka KUIbKICTh IHCTpYMEHTIB Ta TexHIK OSINT, ski MOXYTb
OyTu KOpuCHUMH nipu po3caigyBanHi HCB (taomn. 6.1).

Tabnuus 6.1
OcHoBHi iHcTpyMenTH Ta TexHiku OSINT
JJISL PO3CJIiAyBAHHSA Ki0ep3/104MHIB

Mo:x1uBe 3acTOCYBAHHS
. IncTpyMeHnT/TexHika KPUMiHAJIBHHUX
Kareropis Py IIpu3HayeHHs y P
(mpukJanx) NMPOBA/KEHHSX 3a cT. 361
KK Ykpainun
Google, Bing, BusiBieHHss 3rajok  Ipo
DuckDuckGo (3[[lomyk iHpopMmamii 3a|. P
. HIU/IEHT, TIOIITYK
3arajbHuil  [BUKOPHUCTaHHSAM IITIOUOBUMH  CITOBAMH, |, . (opmarii 100
NOILIYK PO3IIMPEHUX  OIEepaTopiB[iIMEHAMH, HIKHEHMaMu,| . P P
. MiI03PIOBAaHNX, BUSBIICHHS
MOLIYKY — «Googlelemail, IP, nomenamu. , .
OB’ sI3aHUX PECYPCIB.
Dorks»)
[lom KOMII'IOTEPIB .
YK P ’[[nenTudikaris
CepBEpIB,  MEPEKEBUX|.
M 1HpacTpyKTypH
IHomyk [IPUCTPOIB,
N . 3JIOBMHUCHHKA (C&C
npuctpoiB TalShodan, Censys, ZoomEye migkirodeHux 10 .
. . cepBepH, MIPOKCi),
cepsiciB [HTEpHETY, 3a IP,
BUSIBIICHHS Bpa3IMBUX
[IOpTamy, O6aHepamu
.. CHCTEM.
CepBiCiB.
WHOIS-cepBicu  (who.is, BcranoBneHHsT  BlIacHUKa
domaintools.com), DNS-OTpuManns iHpopMaLiifOMEHy,  BUKOPHUCTAHOTO
peectpariii PO BJACHHUKA JOMEHY,|st ¢imunary abo C&C;
AHaJi3 (dnsdumpster.com), naTy peecTparlii,[iieHTHdIKAIIsT ~ XOCTHUHT-
10MeHiB TalcepBICU [P-reonokariixocTuHr-npoBaiiiepa, |mpoBaiigepa JUTSL
IP-anpec (MaxMind, ipinfo.10),moB’s3an1 [P-aapecu Tajmonanbiioro 3amuTy;
aHaii3  ictopii  JOMEHy|ICyO/IOMEHH, ICTOpIIOBU3HAYEHHS TPHUOIU3HOTO
(Wayback Machine,3miH caifTy. MICII€3HAXOKEHHS IP-
RiskIQ) azpecH.
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[lomyk mnpo¢utiB 3ajlgentudikamiss ocodbu 3a
IMEHEM, HIKHEMOM,[IU(PpOBUM CIiAOM;
Ananis BOynoBanuit nonrykjemail, TeneOHOM;BCTAHOBJICHHS 3B’ A3KIB MK
. COLIMEPEX, Maltego,lanani3 CIHUCKY|CIIBY4aCHUKAMH; 301p
couiaJIbHUX . . . . .
MeDEK SpiderFoot, OSINT|npy31B/KOHTAKTIB, iHpopManii npo  crnocid
p Framework myOJTiKariu, JKUTTS, IHTEepecH,
dboTorpadii, MICII€3HAXOKEHHS
rEOJIOKAIIMHNX JaHUX. [[T1I03PIOBAHOTO.
[lepeBipka
BUKOPUCTAHHS JleaHoHIMI3aITis
IHomyk 3a HIKHEHMY Ha pI3HUX[3IOBMUCHUKA; BUSBIICHHS
HikHeiimom, |Namechk, Epieos, Have Innatdpopmax;  momyk[iHmImx OHJIalH-
email, Been Pwned? OB’ SI3aHUX AKayHTIB 3a/lACHTUYHOCTEH;
TejeoHoM email abo TenedoHOM;OTpUMAHHS  JOJATKOBHUX
repeBipka  HASBHOCTIKOHTAKTHUX JIaHUX.
JAHUX y BUTOKaX.
BuznaueHHs
TEXHOJIOT'IH, .
Ep— ., .BUSABIEHHS Bpa3IuMBOCTEN
BuiltWith, = Wappalyzer, Bukopucranux Ha CaHTI o coBaHOMY  caiTi:
AHaJi3 Wayback Machine,|(CMS, (bpeitMBOpKH, o y cantt
N . . aHai3 QIITUHTOBUX CANTIB;
BeOcalTiB THCTPYMEHTH PO3pPOOHHKA|010TIOTEKH); MOIIYK .
. o PEKOHCTPYKIISI  BUIJISAY
B Opay3epi npuxoBaHux GaumiB Ta; . .
. CalTy JIO/TICTs aTaKH.
IUPEKTOPI; IMeperisy
apxiBHUX KON CalTy.
Bunyuenns Ta aHaii3
MeTagaHux 3  (ailiiB
(doTo, Bizeo,|(OTpUMaHHs  J0JIaTKOBO]|
. JTOKYMEHTH), uiofiHopmarii po
AHaJI3 . . o
IE— ExifTool, FOCA MOKYTh MICTUTH[IIOXOIKEHHS (aiinis,
1H(bOopMaIrito MPOBHANICHUX i yac
aBTOPA, 1aTy CTBOPEHHS,[PO3CIIITYBaHHS.
reoJIoKallito,
Bukopuctane [13.

6.3. [IpakTuyne 3acrocyBanus OSINT

[npopmariss, orpumana 3a gomnomororo OSINT, wmoxe Oytu
BUKOPHCTAHA HA PI3HUX eTamax po3caigyBanHs 3a cT. 361 KK Ykpainu:

— i0enmucpikayisi ocodou. YacTo 37TOBMUCHHUKHM 3aJMILIAIOTH LHUQPPOBI
CIAM y BUIIISAII HiKHEWMIB, email-anpec, [P-agpec. 3a monomororo OSINT
MOXHa copoOyBaTh OB A3aTU Il CHIAM 3 pealbHUMU HpOPUIIMU B
coMmepexax, Ha (opymax, IO MOXE€ JOIMOMOITH BCTAaHOBUTU OCOOY
IT1JI03pIOBAHOT0 200 3BY3UTH KOJIO MOIIYKY;

— ecmanoenennsi  inppacmpykmypu. OSINT  no3Bossie  310patu
iHpopmaniro mnpo goMeHu, [P-aapecu, XOCTUHr-mpoBaliepiB,  SKI

63



BUKOPUCTOBYIOTHCSI 3JIOBMUCHUKAMU JJI PO3MILIECHHS (DIIIMHIOBUX CaMTIB,
koMaHaHUX HeHTpiB (C&C) s ynpasiaiHHA 00THETaMu a0o mikianueum 113;

— 30ip iHghopmayii npo nomepninozo. AHAI3 BITKPUTHX JDKEPET MOXKE
JIOTIOMOTTH 3p0O3YMITH MOTHBH aTaku (HAINpUKIIad, BUSBUTUA KOH(MIIIKTH, B SIKi
OyJa 3aJlydeHa KOMIIaHIsI-)KepTBa), a TaKOXK BUSIBUTH MOXKJIMBUX 1HCAWJIEpIB,
AK1 MOTJIUA CIIPUSATU BTPYUYaHHIO;

— BUABTEHH 36 SI3KIG. aHAJI3 CIIUCKIB JPY31B Y COLIMEpPEkKaAX, YHaCHUKIB
bopyMiB, KOMEHTApPIB MOXKE JOMOMOITH BUSIBUTU 3B’S3KHM MK BIJJOMUMH
I1JI03pIOBAaHUMU Ta MOTEHI[INHUMH CITIBy4YaCHUKAMU;

— MOHImMoOpuHe2: BIICTEKEHHS aKTUBHOCTI M1J03pIOBaHUX 0c10 abo rpym
y BIIKPUTHUX JIKepenax (HOB1 myOJiKailii, peecTpallis HOBUX JOMEHIB, POJaXK
BUKPAJICHUX JAHUX Ha TIHLOBUX (hopymax).

BaxmmBo po3ymith, 1o iHdopMalii, OTPMMAaHA BHKJIOYHO 3a
nornomororo OSINT, pigko Moxe CIyryBaTH CaMOCTIMHMM Ta JIOCTaTHIM
J0Ka30M BUHHM 0coOM B cyAl. OCHOBHI MpOOJIEMH MOJIATal0Th Y CKJIaJIHOCTI
JIOCTOBIPHOI aBTeHTU(]iKalli 1HGopMalli (HAmpUKIadA, JOBEACHHS, IO
KOHKPETHUI Mpo(uIb y COIMEPEXI HAIEKUTh camMe MiJO3PIOBAHOMY) Ta
3a0e3nedyeHH1 ii JOIMyCTUMOCTI 3 mporecyanbHoro norysay. Omgnak OSINT
BIJIITPa€ HAI3BUYANHO BaXJIMBY POJIb SIK IHCTPYMEHT ONEPATUBHOI PO3BIAKU
Ta HaBeleHHA. [Hdopmallis, 3HalIeHa Yy BIAKPUTUX JDKEpenax (HampuKiIai,
3B’s130K MK [P-ajgpecoro, BUKOPUCTAHOIO MMiJi Yac aTaku, Ta HIKHEMMOM Ha
Xakepcbkomy (opyMi, SIKHA, Y CBOIO UEpry, IOB’s3aHUI 3 MIEBHUM email, 110
3ralye€Thbcs y mpodisii colMepexi), MOXKe CTaTH KJIIFOUOBOIO JUIs: @) BUCYBAHHS
OOTpYHTOBAHUX CIITYUX Bepciil; O) IulaHyBaHHS OOLIYKY 3a HNMOBIPHUM
MICIIEM MNPOKUBAHHS a00 PoOOTH OCOOH, MOIEpPeIHbO 1ACHTU(PIKOBAHOI 3a
nonomororo OSINT; B) miAroTOBKU OLIBII MPEAMETHUX MUTAHb JJIS JOIUTY.
Takum ynnoM, OSINT no3BoJsI€ ePEeKTUBHO 30UpaTH IEPBUHHY, OPIEHTYIOUY
iH(popMalio, sKa MOTIM NEPEBIPAETHCA Ta 3aKPIIUIIOETHCA 3a JTONOMOTOIO
MpOLIECYalIbHUX 1HCTPYMEHTIB 300py JOKa3iB, IO 3HAYHO MiABHUIILYE
e()EeKTUBHICTb Ta LIJIECTIPSIMOBAHICTh PO3CIIAyBaHHSI.
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Po3ain 7. OPTAHIZALIIAA MIDKHAPOJJHOI CITIBITPAILIL
IPU PO3KPUTTI 3JIOUMHIB 3A CT. 361 KK YKPAIHU

7.1. BaxJauBicTh Mi’KHAPOAHOI0 CHIBPOOITHMLITBA

Ki0ep3104nHHICTh 32 CBOEIO MPUPOJOI0 € TPAHCKOPJAOHHUM SIBUILIEM.
3II0BMHCHUKH, iXHI EPTBU, a TaKOX TEXHIYHA I1HPPACTPyKTypa, IO
BUKOPUCTOBYETHCA JJI1 BUMHEHHS 3JI0YMHIB (CepBEpH, MPOKCi, OOTHETH,
XOCTHHT-IIPOBANAEpH), My>KE YacTO 3HAXOIATHCS y pI3HUX KpaiHax Ta
ropucaukiisx. Hampukiian, ataka Ha yKpaiHCbKUN OaHK MOYXKE 3/11MCHIOBATUCS
XaKEepPChKOIO TPYIOI0 3 OJHIET KpaiHU 4Yepe3 CEepBEpH, OPEHIOBaHI B IHIIIN
KpaiHi, a BUKPAJI€HI KOIITH BUBOJAUTHCS Yepe3 (PIHAHCOBI YCTAHOBU B TPETIN
kpaini. Ile cTBOproe QyHaamMeHTabHY MpoOJeMy Uil HalllOHAIBHUX
MIPABOOXOPOHHUX OPraHiB: iXHI MOBHOBAXKEHHS MO0 MPOBEACHHS CII1TUUX
(po3iIykoBUx) Jid  (OOIIYK, BHWJIYYEHHs, JOMHUT, OTPUMAaHHSA JIaHUX)
OOMEXKYIOThCSL TEPUTOPIEID BiIacHOi JAep:kaBu. IlpoBeneHHs OyAb-sIKHX
MIPUMYCOBHUX 3aXOJIIB Ha TEPUTOPIi IHIIOI KpaiHKW 0e3 1i OQIUIiHOI 3roau €
MOPYUIEHHAM JIEP>)KaBHOTO CYBEPEHITETY Ta MIKHApOJHOro ImpaBa. Tomy
e(eKTUBHE PO3CIIiAyBaHHS TPAHCKOPIOHHUX K10ep310unHiB, 30kpeMa HCB 3a
cT. 361 KK, HemoxBe 0€3 Hanaro»KeHoro Mi>KHapOTHOT'O CITIBPOOITHUIITBA
YKpaiHu.

7.2. MexaHi3MH Mi’)KHAPOJAHOI IPABOBOI 10IIOMOT'H

OCHOBHHUM THCTPYMEHTOM MIKHAPOJHOI CHIBOpall y KPUMIHAIBHHUX
MPOBA/PKCHHSAX € MDKHApOJHA MpaBOBa JOMOMOra, IO 3A1MCHIOETHCS Ha
I1JICTaBl MI>KHAPOJHMX JOTOBOPIB Ta HALIIOHAJIIBHOIO 3aK0oHOAaBcTBa (Po3ain
IX KIIK Ykpainn).

Midicnapoouni docosopu: YKpaiHa € YYaCHMIICID HHU3KH KIIFOYOBUX
0araroCTOpOHHIX Ta ABOCTOPOHHIX JOTOBOPIB y 11i cdepi, SAK-OT:

1. Kouenuiss Pagu €Bponu npo kiOepsnounHHIicTh (Bbynanemrcbka
koHBeHIis1) ETS No. 185. Ile ocHOBHMII MIDKHApOJHHMI JTOKYMEHT, IO
peryJiroe CmiBIpair y OopoTrh0l 3 KiOep3iounHaMu. BOHa BCTAHOBIIOE
CHUIbHI KPHUMIHAJIBHO-TIPABOBI CTaHJAPTH, IMPOLECyallbHI 1HCTPYMEHTHU
(30Kpema, TPAHCKOPJAOHHUW JIOCTYN J0 JaHUX, 30€peKeHHsI JaHuX) Ta
MEXaHI3MH CIIBpOOITHUIITBA;
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2. €Bporeiicbka KOHBEHIIS PO B3a€EMHY JIONOMOTY Y KpUMiHAIBHUX
cripaBax 1959 p. Ta n10JaTKOBI IPOTOKOJIU J0 HEl — 3arajibHuid JoroBip Paau
€Bpomnu, WO peryioe MUpoknui cnektp nmurads MIL/;

3. JIBOCTOpOHHI JOTOBOPH PO MPABOBY JOMOMOTY. YKpaiHa Ma€ HU3KY
JBOCTOPOHHIX JOTOBOPIB 3 pI3HUMHU KpaiHaMU, K1 MOXKYTb JI€TallI3yBaTH a0o
JIOTIOBHIOBATH MOJIOKEHHS 0araToCTOPOHHIX KOHBEHIIIM.

[Topsinok 3BepHeHHs 13 3anuToM npo MIT/I;

— KOMNemeHmHi Op2aHu: UCHTPAIBHUMMU OpraHaMu YKpaiHu,
BIANOBIIAJIBHUMH 32 HampaBJ€HHS Ta OTpuMaHHs 3anutiB npo MIIJ[ y
KpUMIHAJIbHUX crpaBax, € Odic ['eHepanpHOoro mnpokypopa (y Mexax
JIOCYJIOBOT'O PO3CHiayBaHHs) Ta MiHICTEpCTBO IOCTUINT YKpaiHu (Ha crajii
CYJIOBOT'O PO3IJISiTy Ta BAKOHAHHS BUPOKIB);

— eumozu 00 3anumy: 3anut npo MIIJ] noBuHeH OyTH CKJIaJCHUI
MACbMOBO, MICTUTHU JAETAIbHY 1H()OpPMAIIIO PO KpUMiHAJIbHE MPOBAIKEHHS,
onuc o0cTaBuH crpasH, BiAnoBiHI crarti KK Ykpainu, yiTke hopmyatoBaHHS
MpoxaHHs (K1 caMme Ail HeoOX1JHO MPOBECTH), JAaHI MPO OCIO, MO0 SKUX
3aMUTY€ETHCS JOIOMOra, Ta 1HITY HEOOXIIHY 1H(QOpMAILIitO 3T1IHO 3 BUMOraMu
BIIMOBITHOTO MiXHapoaHoro jgoroopy Ta KIIK Vkpainu. 3anut Tta gonaaxi
Mareplaiy 3a3BU4ail MoTpedyroTh NepekIaay Ha oiliiHy MOBY 3alIUTYBAHOI
nepkaBu a00 oaHy 3 oiriiinux Mo Pagu €sponn/OOH;

— npoyedypa: cliguuid ab0 TPOKYpPOp TOTYE MPOEKT 3amuUTy, KU
MOTIM HaIpaBJIA€TbCS 4Yepe3 BIANOBIAHMN LeHTpanbHui opran (OI'TI) mo
KOMIIETEHTHOT'O OpraHy 1HO3EMHO] JIepKaBH;

— 6udu MIIJ]: 3anUTH MOXYTb CTOCYBaTHUCS IIMPOKOrO KoJjia Jiil:
MPOBEJICHHS OKPEMUX CIHIIYUX 1A Ha TEPUTOPIi 1HIIOI JepxkKaBH (JOMUT
CBIJIKIB, HOTEPIILINX, M1JI03PIOBAHUX; OOIIYK; BUIYYEHHS peyel 1 JOKyMEHTIB,
y TOMY YHUCJIl KOMII'FOTEPHOI TEXHIKH); THUMYacOBUM JOCTYN 1O
KOMIT' FOTEPHUX JaHUX, 10 30epiraroThCd Ha TEPUTOPIl I1HILIOI JepiKaBU
(HampuKJI1aJl, OTPUMAHHS JIOT1B 1HO3€MHOT'0 TIPOBaiiIepa);

—  8pYYeHHs OOKYMEHMIG,

— nepeoaua npeomemis ma iHgopmayii;

— euoaua ocib (ekcmpaouyis) 051 NPUMACHEHHs 00 KPUMIHANbHOL
8I0N0BIOAILHOCII AO0 BUKOHAHHS BUPOKY;

— Mepedxca KoHmakmuux nymkmie 24/7: ctarts 35 bymanemrchbkoi
KOHBEHIII1 nepeadadae CTBOPEHHS MEPEexI I1J10000BO IIFOYMX KOHTAKTHUX
nyHKTIiB (24/7 Network) y koxHiil kpaini-ydacHuul. B VYkpaini Qyskuii
Takoro MyHKTy BuUKOHye Jlemaprament kiOepnomiuii HITY. Is mepexa
MpU3HAYEHA ISl 3a0€3MeUEHHS TEPMIHOBOT B3a€MO/I1T M1’K IPABOOXOPOHHUMH
OpraHaMyd pI3HUX KpaiH, Hacammepea s [BHIKOLO 30epeKeHHs
KOMIT'FOTEpHUX JaHUX (HampHKIad, JIOTIB MpoBaiiiepa, TaHux npo Tpadik),
K1 MOXYTh OYTHM IIBHJIKO BHJIAJICHI. 3amuT uepe3 Mepexy 24/7 no3Bossie
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«3aMOpPO3UTU» JaHl Ha MEBHUM MEpIOJ, MOKH TOTYETHCA Ta HAJICHUIIAETHCS
odiuiiiamii 3anut po MII/I.

7.3. Poas HanionanabHOro meHrpagbHoro 0wpo Inrepmosy B
Ykpaini

MixHapoaHa oprasizamis KpuMiHaibHOi nomimii  ([HTepmon) €
BOKJIMBUM KaHAJIOM MIDKHAPOJHOIO TMOJIIEUCHKOr0 CHiBpOoOITHUIITBA. B
VYkpaini Horo npencrasisie HIb IaTepnony, mo aie y ckinaal HamionanbHOT
MOJIIT YKpaiHu.

Oynkiii HIb [atepnony:

— 3a0e3neyeHHss OOMIHY  KPUMIHAJIBHOIO  IHQOpMAIED MK
MIPAaBOOXOPOHHUMHU OpraHaMy YKpaiHu Ta KpaiH-ujieHIB [HTepriony uepes
3aXUILIEHY KOMYHIKalliiny cucremy [-24/7;

— HaJaHHS JOCTyHy J0 MDKHapogHux 0a3 panux [HTepnoy
(po3iIyKyBaHi 0cOOHM, BUKpaJEHI TPAHCIOPTHI 3aco0W, BTpayeHi/BUKpaJeH1
TOKYMEHTH, B110uTKH nianbiiiB, JIHK Toio);

— 00poOKka Ta HampaBJICHHS MIKHAPOJHUX 3alMTIB Ta IMOBIJIOMJICHb
Iatepnony (Hampukiaa, Red Notice — posmiyk 3 MeTOl apemTy Ta
excrpaaulli, Blue Notice — BcTaHOBIEHHS Miclie3HAaXOKEHH ocodu, Green
Notice — monepepKeHHs Mpo 0Ci0, 0 CTAaHOBJISTH 3arPo3y).

B3zaemooia criovozco/onepamuenoco npayienuxka 3 HI[F Inmepnony.
Camityi Ta onepaTUBHI NpAliBHUKU MOXYTh 3Bepratucsa no HIIb Intepnomny
TUISL:

1. IlepeBipku 0ci0, TpaHCHOPTHHUX 3aco01B, JOKYMEHTIB 3a 0a3zamu
naHux Iareprnony;

2. OrpumaHHsa 1HGOpMaIlill PO HASBHICTh KPUMIHAIBHUX MPOBAIKEHb
11010 MEBHUX OC10 B IHIIIMX KpaiHax;

3. BcTaHoBJIEHHS MMOBIPHOTO MICIIE3HAXO/KEHHS T1JI03pIOBaHUX a00
CBIJIKIB, 5Kl IEpeOYyBAIOTh 32 KOPJIOHOM;

4. OrosnoiieHHs: 0cO0U y MI>KHApOJHUMN PO3IIYK;

5.OtpumanHsl 1HIIOI oOmepaTUBHOI 1H(oOpMalii, O Moxe OyTu
KOPUCHOIO JIJIsl PO3CJI1TyBaHHS.

3anutu 1o HIb [HTEpnONY HANIPABISIIOTECS Y BCTAHOBIIEHOMY ITOPSIKY
yepe3 BianoBiAHl miapozaum HITY. BaxmmBo posywmitu, mo I[aTepron e
KaHaJIOM OOMIHY MOJIIENHChKOI0 1HpopMaliew, a He MexaHisMom MIIJ] y
npoIecyaIbHOMY CeHCl (ToOTOo uepe3 [HTeprnosl He MOXKHA OTpUMATH J103B1JI
Ha O0IIyK 3a KopaoHOM). OgHak iHpopMallis, oTpuMaHa KaHainamu [HTepromy,
MOXk€e OYyTH KPUTHYHO BAKJIMBOIO JUISl TUIAHYBAHHS MOJAIBIINX 1A, Y TOMY
YUCI JJIs MArOTOBKM 3anuty rpo MIT/I.
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7.4. IIpakTH4HI aCNIEeKTH B3a€EMOIIl

He3Baxkaroun Ha HasBHICTh MIKHAPOJHHMX MEXaHI3MIB, MIKHApOJHA
CIIIBIpalld y COpaBax Mpo KiOEP3JIOYMHU YaCTO CTHUKAETHCS 3 MPAKTUUYHUMHU
TPYIHOIIAMHU:

—  mpusanicmo npoyedyp. PopmaiibHa miporerypa MINJ] yepes neHTpaibHi
OpraHu Moxe OyTH Jdy»Ke TPUBAJIOO (B1/1 KUTbKOX MICSIIB JIO POKY 1 OUIBILIE), 1110 €
HENPUIHATHUM 7151 30€peKEeHHS IIBUIKOIUIMHHUX IU(PPOBUX T0KA3iB;

—  pisHuys 8 3akonooasécmei. 1 IpaBoB1 cUCTEMU PI3HUX KPaiH BIIPI3HSAIOTHCS,
30KpeMa, IIOJI0 BHM3HAYEHHS KIOEP3JIOUMHIB, BUMOI' JI0 OTPUMAaHHS JIOKa3IB
(HanpuKiIaa, CTaHAAPTIB OTPUMAHHS CYJIOBOTO JIO3BOJIy Ha JOCTYH IO JAHUX),
MIPaBUJI IOITYCTUMOCTI JI0Ka3iB. Lle MoXe yCKIIaTHUTH BUKOHAHHS 3aITUTIB;

—  noosiuna 310uunHicme. barato 1O0roBopiB BUMaratoTh JOTPUMAHHS
MIPUHIMIY TOJBIMHOT 3JOYMHHOCTI (JISHHS Ma€ BU3HABATHUCS 3JIOYMHOM B
000X KpaiHax);

—  MmoeHull bap ‘ep. HeoOXITHICTb MepeKiIaay 3aluTiB Ta MaTeplaiiB CIIPaBY;

— o6pak pecypcie. HenmoctatHe KajgpoBe Ta TEXHIYHE 3a0€3MEUEHHS
MAPO3IUTIB, BiAMOBITAIbHUX 3a MIT/L, sk B YKpaiHi, Tak 1 B 3alUTYBaHUX KpaiHaX.

3 ommgay Ha Il BUKJIMKM OCOOJMBOrO 3HA4YEHHsS HaOyBarOTh
IHCTpYMEHTH, 110 JO3BOJIAIOTH MPUCKOPUTU B3aeMopito. DopmanbHa
nponeaypa MIIJI, xo4 1 € HEOOXITHOIO JJisi OTPUMAHHS MPOIECyaTbHO
JOMYCTUMHUX JOKa3iB, YacTO BHUSBISETbCA 3aHAATO MOBUILHOK IS
JUHAMIYHOTO CEpeJOBHINA KiOep3nounHiB. TomMy CIlA4UM Ta ONEpaTUBHUM
MpaniBHUKaM HEOOX1IHO aKTUBHO BHKOPHCTOBYBATH MapajieibHl, OLIbII
IIBUJIK] KaHAJIH, SIK-OT:

1. Mepexa 24/7. Sk 3a3Hauvanocs, L€ KIOYOBUW 1HCTPYMEHT ISt
TEPMIHOBOTO 3alMUTy Ha 30epekeHHs AaHux (preservation request). Lle
ZI03BOJISI€E BUI'PATHU Yac, IIOKU IOTYETHCA IMTOBHUM 3anuT ripo MIT/L;

2. HedopmanbhHa cmiBmpans. KO iCHYIOTh MOpsiMI KOHTAKTH MIXK
CHITYMMU MIAPO3AUIaMH YKpaiHU Ta 1HIIUX KpaiH (HarpuKiajd, BCTAHOBJICHI
]l Yac CIUJIbHUX HaBYaHb YW OMEpalliii), X MOXHA BUKOPUCTOBYBATH MJIS
MONEPEAHHOr0 O0OMIHY 1HpOpMAIE0 Ta KOOpAWHaLIl Jiid (3BICHO, 3
noAabuM GopManibHUM odopmieHHsM yepe3 MIT/);

3. Kanaim InTepnosly — [ IIBUAKOrO OOMIHY OIEPAaTUBHOIO
1H(OpMalii€lo Ta EPEBIPKU JaHUX.

Jnst migBuieHHd eQeKTHUBHOCTI (opmanbHuX 3anuriB mpo MII/]
BAXXJIMBO F'OTYBAaTH iX MAaKCUMAJIBHO SIKICHO: YITKO (DOPMYJIIOBATH MPOXaHHS,
HaJaBaTH JIeTalbHe OOIPYHTYBaHHS HEOOXIJIHOCTI 3allUTyBaHUX [IIi,
MTOCUJIATUCS Ha BIJMOBIAHI CTATTI MIXKHAPOIHUX JIOTOBOPIB Ta HAIlIOHAJILHOTO
3aKOHOJIAaBCTBA, HaJlaBaTH MTIOBHY KOHTAKTHY 1H(OpMaIIito.
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Po3aia 8. OCOBJIUBOCTI JOKYMEHTYBAHHS, POSKPUTTS
TA PO3CJIIAYBAHHSI KPUMIHAJIBHUX ITPOBAI)KEHDB
3A CT. 361 KK YKPATHHU B YMOBAX
MNOBHOMACIHITABHOI'O BTOPTHEHHS pd

8.1. Bukiinku Ta aganrauii B po0oTi Caiq4ux mipo3aijiiB

[loBHOMacHITaOHE BTOPTHEHHA PpOCIMChKOI denepalii B YKpaiHy
24 motoro 2022 p. cTBOpUIIO OE3MPENEACHTHI BUKIUKHU JIJISl BCIX cpep KUTTA
KpaiHW, BKJIIOYHO 3 JISUIBHICTIO MPaBOOXOPOHHUX OpraHiB. Po3ciigyBaHHS
K10ep30umnHiB, 30kpema 3a cT. 361 KK Ykpainu, B yMoOBax BOEHHOTO CTaHY
Ma€e CBOIO CHEIU(DIKy Ta CTUKAETHCS 3 HU3KOK TPOOJIeM:

— pi3Ke 3pOCMAaHHs KIIbKOCMI ma iHmeHcusHocmi Kibepamak. Y KpaiHa
cTaja TOJIOBHOIO MIIIEHHIO s  KiOepaTak, CIOHCOPOBaHHUX abo
31MCHIOBAHUX JEP>KaBOIO-arpeCcOpOM Ta IMOB’SI3aHUMH 3 HEIO XaKepChbKUMU
yrpynoBaHHsMu (APT-rpynu, «xaktuBictu»). L1 ataku crpsMoBaHi Ha
JepkaBH1 1H(pOpMalllifH1 pecypcH, 00’ €KTH KpUTUYHOI 1H(DpacTpykTypu, 3MI,
(b1IHAaHCOBHI1 CEKTOpP, a TAKOXk Ha MOMIMPEHHS Ae31H(popMallii Ta 3111MCHEHHS
MICUXOJIOTTYHUX ONeparii;

—  YCKIAOHEHHSI NpOBedeHHs Cniouux (po3utykosux) Oiu. BeneHHs
OOMOBHX [1id, TAUMYACOBA OKYyMAalllsl YACTUHU TEPUTOPIi Y KpaiHU, pyWHYBAHHS
1HQpaCTpyKTypH, TMEPEMIIICHHS HACEJEHHS Ta MIANPUEMCTB CYTTEBO
YCKJIQJIHIOIOTh a00 YHEMOKJIMBIIIOIOTh MPOBEACHHS TAKUX CIITUUX Jid, SIK
OTJIsAJT MICIIA MO/I1i, OOIIYK, JOMUT CBI/IKIB Ha BIAMOBIIHUX TEPUTOPISIX;

— npiopumesayia po3scnioysanb. B ymMoBax 0OMEXEHHUX peCcypciB Ta
BEJIMKOT KUIBKOCTI 1HUMJCHTIB BHHUKA€ HEOOXIJHICTh MpiopUTE3allil
posciiayBadb. Ha mepimuii miaH BUXOJATH CIPaBH, MOB’sA3aHI1 13 3arpo3amu
HalllOHAJbHIA  Oe3memi Ta  OOOpOHI, (PYHKIIOHYBaHHIO  KPUTHYHOI
1HQpacTpyKTypH, a TakKoX Ti, 10 MOXYTh KBadi(hiKyBaTHCs SIK BOEHHI
3JI0YHMHH;

— npoyecyanvhi ocodbausocmi. Xoua KITK Ykpainu 1 3a3HaB IEBHUX 3M1H
y 3B’S13Ky 31 BBEJEHHSAM BOEHHOTO CTaHy, BOHHM IEPEBAKHO CTOCYIOTHCS
CTPOKIB PO3CIIIyBaHHS, OPSIAKY OOpaHHS 3al001KHUX 3aXO0/1B, MOYKJIIMBOCTI
MPOBEJICHHS OKPEMHUX I 3a BIJACYTHOCTI migo3proBaHoro. CrenudigyHux
3MiH, 1110 CTOCYBaKCs 0 0e3nmocepeIHbO METOIUKH PO3CIiyBaHHs 3a CT. 361
KK Vkpainu, He B1aOylOCSA, OJHAaK 3arajlbHl YMOBH BO€HHOI'O CTaHy
BIUIMBAIOTh HA TAKTUKY MPOBEICHHS CIIIUUX JI1if;
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— nocunenns sionosioanvrocmi. Beenenns 4. 5 cr. 361 KK Ykpainu, 1110
BCTAHOBJIIOE MIJBUILCHY BianoBiganbpHICTh 3a HCB, BunmHeHe B ymoBax
BOEHHOI'O CTaHy, BUMArae BiJ| CIIAYMX JIOBEICHHS 111€1 OOCTaBUHU.

8.2. [IpiopuTe3anis Kidep3arpo3, MOB’sI3aHUX 3 arpeciclo

B ymoBax BIMHM 3yCcWJUId MPAaBOOXOPOHHHMX OpraHiB, 30KpeMa
Jenapramenty ki6epriomimii HITY ta BignoBinaux niaposauiB ChY, maroth
OyTHM CKOHIIGHTPOBAaHI Ha PO3CIiJyBaHHI KiOeparak, 110 CTaHOBJIATH
HaOUIBIY 3arpo3y JId JIep»KaBu Ta CcycnuibcTBa. [IpiopuTeTHUMU € aTakw,
CIPSIMOBaHI Ha:

— 00’exkmu  Kpumu4Hoi IH@pacmpykmypu: €HEPreTUYHl KOMIIaHii,
CHUCTEMH B