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pO3CHiyBaHHS BHU3HA4yaJdbHA POJb Y JOKa3yBaHHI OKPECICHHX IPaBOIMOPYIICHb
HAJICKUTh CYJIOBUM €KCIepTh3aM. BTiM dYepe3 HU3KYy NpPHYMH IX TPOBEICHHS
yCKJIaJHEHO a0o0 B3arayii HEMOXKJIWBO 3IIMCHUTH 1 31€O01IBIIOTO IIOB’A3aHO 13
MIPaBO3aCTOCOBUOI0 TPAKTUKOK Ta TaKTUYHO-OPTaHI3aIMHUMU OCOOIMBOCTSIMHU
MiITOTOBKK MaTepiajiB JIJIsl eKCIEPTH3.
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ANALYSIS OF DATA OBTAINED FROM ELECTRONIC
DEVICES DURING THE INVESTIGATION
OF ECONOMIC CRIMINAL OFFENSES

In today's digitized world, where the use of electronic devices has become a
necessary part of everyday life and professional activity, the analysis of data
obtained from these devices acquires great importance in the field of economic

24



Teopis 1 mpakTHKa BUKOPHCTAHHS CIeLiaJbHUX 3HAHb Y JOCY0BOMY PO3CIIiyBaHH1

crime investigation. With the help of modern technologies and methods of
analysis, which have evolved along with the rapid development of digital
technologies, law enforcement officers get a unique opportunity to study electronic
traces, which are often important evidence in cases of economic offenses [1].

In the work, we tried to consider modern methods and approaches to the
processing and analysis of information that can be extracted from computers,
smartphones and other digital devices in the context of economic crimes. Delving
into the issues of using digital traces in criminal investigations, the work highlights
important aspects and challenges facing law enforcement agencies in this direction.

Electronic evidence that can be used in the investigation of economic crimes
covers a wide range of digital information traces stored on electronic devices.
Researchers of this category of criminal offenses note that such traces remain in
computer equipment in the form of draft documents, electronic correspondence, in
electronic gadgets, sites of open information about procurement ("Prozorro",
"Derzhakupivli Online", "Zakupki UA", "Tender Online "). They are used for
communication between co-participants using messengers, IP-telephony, etc. [4].

The main categories of electronic evidence include:

— Email: Email analysis can reveal interpersonal communications, deals,
financial transactions, and other important details.

— Files and documents: Electronic devices contain files and documents that
may provide evidence of financial transactions, contracts, reports, accounts, and
other economic relationships.

— Internet footprints: Examining browsing history, social networks, forums,
and other online activities can reveal connections, interests, and other aspects of
individuals' behavior.

— Metadata: information about the time, place and conditions of creation of
files, photos and videos can be important in establishing facts and events.

— Banking data: analysis of transactions on bank accounts, electronic
payment systems and other financial sources provides insight into the financial
status and transactions of individuals.

— Mobile applications: Content and information from mobile applications,
such as banking applications or instant messengers, can become important
evidence.

— Syslogs: Analyzing computer syslogs can help establish the time and
circumstances of device operation and identify potential attacks or intrusions [2].

If a powered-on computer or other electronic device is found during a
search, a real-time review and extraction of computer data must be conducted
immediately to prevent the possibility of blocking, disabling or encryption. Power-
on devices contain volatile data that is volatile and failure to save it may result in
data loss. In particular, the RAM of modern computers can contain a significant
amount of information, including data about processes, services, users, open ports,
ARP and DNS caches, information about automatically downloaded applications,
unsaved documents, and others. It is important to note that access to such data is
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governed by the laws of the country where the device is physically located. Some
countries may prohibit the extraction of such information, even in real time.

In order to preserve sensitive data during a search, each device should be
inspected and documented, identified, seized and photographed, and suspects and
other persons should be isolated from computer equipment to prevent possible
alteration or destruction of evidence. Retrieving electronic evidence from enabled
devices must be performed by a qualified professional, such as a cyber police
officer, using specialized knowledge, tools and software. The conducted inspection
and the received information must be registered in the protocol [2].

Obtaining electronic evidence can be simplified with a clear and systematic
procedure. We offer an algorithm that can facilitate this process:

— Determination of the objectives of the investigation

— Risk assessment and preparation

— Obtaining sanctions and permits

— Identification of data sources

— Protection of data integrity

— Data copying and analysis

— Collection of metadata

— Documenting and drawing up a protocol

— Expert assessment

— Preparation for legal defense

The use of technologies for obtaining electronic evidence, in particular, in
the context of the investigation of economic crimes, is an extremely useful and
effective approach in the modern law enforcement process. The application of an
algorithm that covers all stages of obtaining and analyzing digital information
allows for a systematic and logical approach to the collection of electronic
evidence. In particular, identifying the objectives and assessing the risks of the
investigation, obtaining the correct sanctions and authorizations, as well as the
effective identification and protection of data sources become key factors in the
successful conduct of investigations. Systematic analysis of metadata and
documentation of the obtained results ensure the quality and reliability of
electronic evidence [3]. The involvement of specialists in conducting research and
preparing the obtained evidence for legal defense emphasizes the importance of a
deep understanding and high qualification in this area. The use of these
technologies makes it possible to make the investigation of economic crimes more
efficient, accurate and relevant to modern challenges in the field of law
enforcement.
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HEOBXIJIHICTh OIIAHYBAHHS HABUYOK 3 TAKTUYHOI
MEJUIHWHH AK HEOBXIJHOI CKJIAJOBOI IPO®ECIMHOI
INIAI'OTOBKH HOJIIHNENCBKHUX B YMOBAX BOEHHOTI'O CTAHY

YMoBU BilickkoBOi arpecii Ha cydacHii TepuTopii YKpaiHH BHUMararTh
0CcOOJMBOT yBaru 0 CUCTEMHU TaKTUYHOI MEeAUIIMHU. BoHa BiJlirpae BUpIMIATbHY
pOJIb y 30€pEKEHHI KUTTS MOPAHEHUX BOIHIB Ta HUBIIRHUX 0C10. Baxnugo, 106
MeIrUYHa JormoMora OyJia HajJaHa SKoMora IBUIIIe Ta e()eKTUBHIIIIE.

Jlomeauuna nomnomMora Ha moji 0010 BKJIIOYa€e B ce0e HU3KY 3aXO0jIiB, TAKUX
SK 3yNUHKa KPOBOTEY1, HAJIAaHHS MEPIIOi TOMOMOTY MOPAHEHUM Ta cTaduTi3allis iX
CTaHy Iepe]] eBaKyalli€ A0 MEeIUYHOTo 3akiany. Kpim Toro, eBakyarfis 3 1moJist
000 TOBMHHA OyTH TIpOBEJCHA sKOMOra IIBHANIC Ta Oe3meyHime, 1100
3a0€3MeYnTH HAJIC)KHE JIKYBaHHS MOPAHEHUX B YMOBax BIMCHKOBUX KOH(IIIKTIB.
JlomeauvHa qomioMora Ha 1o 0010 Biirpae BaXKIMBY POJIb y 30€PEKCHHI KUTTS
MMOPAaHCHUX BOTHIB. YCHIIIHICTh HAJMAaHHS III€i JOTOMOTH 3aJICKHUTh BIJ PI3HHUX
(dakTopiB, TaKMX SIK HASBHICTh MEAUYHOrO OO0JaJHAHHS, PIBEHb MIATOTOBKU Ta
cnenu@ika, a TaKOXK TaKTHKa caMoi CUTYyallii Ha 1oJii 00ro.

AHami3 npuudH 3arubeni Mg dYac BeAeHHS OOHOBUX il MiAKpeciIoe
BaJKJIUBICTh CBOE€YACHOI'O Ta SAKICHOTO HAJAaHHS IOMEIWYHOI JOMOMOTH. AHAII3
MPUYHH 3aru0esni BiHChbKOBOCITY>KOOBIIIB MiJ] 4ac BeJACHHS OOMOBHUX Jii BKazye Ha
Te, M0 3HAYHY IiX YacTHHY MO)XXHa Oyno O BpATyBaTH NpU CBOEYACHOMY Ta
SKICHOMY HaJlaHHI JOMEAWYHOI gormoMoru. Llg kibKicTh KonmBaeTbes Big 9 %
(Bitina B Yeuni) mo moHaxa 25 % (BiitHa B Ipaky Ta Adranictani). OCHOBHUMU
npuurHamMu cmepTi 80-90 % Takux MOpaHEHUX CTalu CWIbHA KPOBOBTpaTa Ta
mok. [Ipu npomy nokamizaiisa nopaHesb B 48% Bunaakis — B Tyny0, y 31 % —y
BEpXHI Ta HWXKHI KIHIIBKH, ¥ 21 % — B IIHIO YW MaxoBl AUISHKH, J€ MPOXOIATh
MaricTpajibHi KpoBOHOCHI cyaunu [l, c. 4]. 3a3HadyeHi CTaTUCTHYHI JaHl
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